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Abstract

The information security is needed to guarantee the safety and the confidence to users in
open system. This paper analyzes transport layer security protocol and security association
protocol, which are standards proposed by ISO/IEC, to provide a security service in the
transport layer and particulars, not in the standard, are defined for development. And this
paper suggests a development model and develops security system based upon the suggested
model. The ONP of USL is used as the development environment.
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EW2FE AZAA BIAMB2E A FaH7]
918t NSA(national security agency),
NIST(national institute of standards and
technology) ¢} DCA(defense communication
agency) oA = SDNS(secure data network
systems) Z2HEE F33le SP4(security
protocol 4)7& HoJdlxn oy, ol 7|x=E
3l 1SS0 IECY JTC1/SC6oM e ERAE
E A% B3 TZEZ(TLSP. transport layer
security protocol)®& EF3s Folvh. =3I T
ER2TE AR Bidd £HE FR3
3l EAATE AlE BT T2EZY I8
SZH BRIAHF ZTZEZ(SA-P. security
association-protocol)'"& #¥x&3m Utt.
TLSP+ d% ¥ H|AH4% TPDU(transport
protocol data unit)s] HEol] i Holel B&
£ 383, AF, oA, vy 2@ 244
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€ 9% OS] EALTE AF §Ho=2E
ONP(open network platform)®®& Al&&tct.
3 Qg EoRE WBEY My 28 AFE
gl8le] DES(data encryption standard)®&
Abgstn FEA Mul28 AFE ¢ Ed
SHA(secure hash algorithm)"”g& A}&3tc}
asixn 7] B2 a8S FYs7] st Diffie-
Hellman 7] &} ¢xngEFVE Adsta AF
715 & AY37] 93k DSS(digital signature
standard)"¥& AR&-3ct,

TLSPE= ISO/IEC 8073"™ % ISO 86027
o 3ol A& 2 ¥4 TPDU(tansport
protocol data unit)¢] H$ol] Wt dojg BT
2 H|B3EE 4t TLSPE ISO 7498-20
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Session
layer
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TLSP
Transport
layer ISO 8602
Multiplexing
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or
Network CLNS
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a8 1. 1SO 86020liM 2] TLSP
Session
layer
COTS
ISO/IEC 8073
TLSP
Transport |77
layer ISO/IEC 8073
Multiplexing
and assingment to
network connection CONS
or
Network CLNS
layer

12 2. ISO/IEC 80730l42] TLSP
2.1 E3A3 &4

TLSPS Aele Rad@d] odted 2
7t ERAAYE AHEL o] Ad#AE
A3 4 REEBE 7 T AjaH
&4 A & A", H3
SA-IDE BA1& HIsted AlEE
o AFE AHd HasdEe
ASSR(agreed set of security rule)"®
o AF " ASSRE Ags+= B3 WA EE
T8t F8E THEY JPeIH, AE Tt
o Fog darl de ZE FAHES TG
o BE A ddxte A 3%k o 5=
F At

X
Lo

)
=)
1>
x

o nl

fot 30
tlo K
e

o oo
5

Ol
-

TLSPS BR3d# 4L &7 2ok

> SAf(security association) identification

+ Indicator

» Address of peer TLSP entity(s)

+ Identifier for the agreed set of
security rules

» Protection QOS selected for the SA

* Mechanisms selected for the SA

» Label mechanism attributes

» ICV mechanism attributes

+ SN(sequence number) mechanism
attributes

+ EXSN mechanism attributes

« Encipherment mechanism attributes
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B 1. EMAZE AE Z25Z 30 TLSP olzhiE2te| A

ISO/IEC 8073 class

Protocol mechanism ISO 8602
0 1 2 3 4

Cryptographic
confidentiality m m m m m m
ICV processing m m m m m m
Direction indicator

. * * * * * *
processing
Unique sequence Nos. NA NA o o o NA
Peer adf:lress check « N N N . N
processing
Security labels for

. o o o o o o

cryptographic assoc.
Connection release o o o o o NA
Key replacement o o o o o o

*  Procedure always include in class

NA Not applicable

o Negotiable procedure whose implementation in equipment is optional
m  Negotiable procedure whose implementation in equipment is mandatory

2.3 SE TPDUS9 +x% 2 UE 2ICcV ddoez 2AHEY O 3& SE
TPDUS +Z& vehd Rolth,
SE TPDUx Z&lo =, ¢33 57, B3

Compute integrity check value

SE TPDU | Clear header | Crypto sync. | Protected contents l Icv I

Encipher result for confidentiality

Clear header | L1 | PDUtype | saID |

Protected content l Content length |F1ags/type| Label | Protected data l Pad |
Label | Def Auth | Defining

Label C6 Hex length | length |authority Value

Protected data I CO0 Hex l Length l Protected data J

8 3. SE TPDUS| 7=
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B5d# 83 PDU #4041, 44 TLSP AA
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a) Aol Esdd 4 EAHBIAR ot
od 23

b) B E

¢) HsMBAge] B5

d) 23 = J&

e) 71 ¥ ISN =I8 I

f) 2 9te] R3dd SAE

Aol M el Hesdd AEAE A v
Al BEE SA PDUS W& Fel 711 o]
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& B F A HEg A MEE
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d) 2% 28 I FoA Add 23E

e) 719} ISN

AlA ddiel Bxdd AEAE AT v
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SA PDU | LI [ PDU type | SA-ID | SA-Ptype | SA PDU content |
Exchange Content Content Content
54 PDU content ID length field field 7

a8 4. SAPDUS X

EANAXE AF B3A S AEsr] ¢l
of & sRdME 19 59 Zeo] % 2dg A
BatAct. EALTE A7} EALTE A AL
S22 RE MY|AE gPod EHRAFE 7Y
Ae 2 Au2E Ads ob weF RaMe
7} eFE0Y EdAYE AAE TLSP AAdd
A Barsul~E 2439 TLSP A= TLSP
9} SA-PE o] &5t ERATE AA oA HIA

28 A o

Upper layer Upper layer

Transport entity Transport entity

TLSP entity TLSP entity
1 I
| Transport entity | rTransport entit)j
l NSAP NSAP
[ Lower layer service provider T
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4.1 B3 32 AR 74

¥ B4 AA| 7t TLSPE F3td BaAu A
g A3 A8 7 B AAe 45 ¢undE,
AES 7], AF J1E 2 B3I il 2e HE

2] AEE FHaoF @0} o] 5 ¥ FRE
£ SMIB(security management information
base) 2 F%3l7] #dt] & =FolA= ASSR,
SA-P R, 9 TLSP B2 FE3td SMIBZ
TS

U7 ASSRE 54 At Bod B35 3
o Ager Fs FAASt o dart e
RE SuHES TP ASSRE FU3T 4
ke 7Y Badd Ay AAeA AR
d2j7he] ASSR AEAE AFdn $EAe &
Ug AdgstA doh & =&dAe F B
o ASSRE wlg] FF3txn ddkm 7 skd o,
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a) ASSR-ID : 1.0014.13.5.111
b) Selected definition module
(PE or DO) Auth: none, low, high

AC : none, low, high
Confid : none, low, high
Integ * none, low, high

¢) Security Label
- Sensitivity level
{Unclass, Integrity, Confidentiality, Secret}
+ Label -)sensitivity = Unclass
implies
Auth = none, AC = none, Confid = none, Integ
» Label -)sensitivity = Integrity
implies
Auth = none, AC = none, Confid = none, Integ
* Label -)sensitivity = Confidentiality
implies
Auth = none, AC = none, Confid
* Label -)sensitivity = Secret
implies

1l

I

none

high

high, Integ = none

Auth = high, AC = high. Confid = high, Integ = high

d) Mechanism module - security labels for access control
for security service selected: AC = high or Conf = high
Label Def Auth : XYZ
Explicit indication : Yes
e) Protection of all service parameters
for security service selected: Integ = high or Conf = high
f) Mechanism module - Integrity Check Value
for security service selected: Integ ) none or Auth = high

or Mechanism security label(Confid = high)

ICV_Alg ID : XYZ
ICV_Blk_size ! x octets
Rekey after : 10,000 PDUs
Key distribution mechanism: asymmetric

g) Mechanism module ~ Integrity sequence number
for security service selected: Integ = high or Auth = high
ISN_Len 1 4 octets

h) Mechanism module - Encipherment
for security service selected: Conf ) low
Enc Alg ID : XYZ
Enc_Blk_size : x octets
Rekey after : 10,000 PDUs
Key distribution mechanism: asymmetric

i) Mechanism module - Connection authentication
for security service selected: AC ) low or PE Auth ) low
Enc Alg ID : XYZ
Enc_Blk_size : x octets
Key distribution mechanism: asymmetric

i) Mechanism module - Asymmetric key distribution
for mechanism encipher or integrity check value
PKC_Alg ID : XYZ

% 6. ASSR
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SA-P BHE SA-PE F¥37| H8td & %
A2l Ffslolol & HBE TP} SA-P
PR Adate dAdE, E, TAY 347,
a2lz: TAS 370718 ol &3l vliA 7] 4%
3 g3 E $& I Utk RIA xRS
Mestr] et o3 % SA-P FRE e 2
ol 7H &ttt

a) Adste WU EL ASSRAA @ e)
AA jp7Ae Wt E RES 2R A
43

b) & B3 G Ee S48 F FAA B
olg] &3 Aoz FHPstn FEA o

HEg p¥sezN BE g g
&l FejstA Eot.

c) 71 Bujet 155 A Ya7] fletd BE ALE
5ol A 4 e MER] TA(trusted
authority) 7} EA 89, TA g A<
A7t B doia 78 @

npxjgte 2 TLSP FH+ ASSR#A A
TLSPE Ad3ty] ¢ YE2M SA PDU u$
< B3l PAE HaaAH SAHES XHI{

I 72 HoA RS EI ¥ FH, SA-
P} TLSP9 Fa#AE Jehd Aojrt,

T-CONNECT request primitive
T-DATA request primitive
T-EXPEDITED DATA request primitive
T-DISCONNECT request primitive

|

[ Transport entity ]
ASSR = TLSP entity
SAPI |[~t+— SA-P TLSP

TLSPI {’

SMIB [

Transport entity ]

|

|

N-DATA request primitive N-DATA request primitive

(SA TPDU)

(SE TPDU)

I8 7. BE #el 2 (SMIB), SA-P& TLSPS &%

4.2 PDUSY 74

B3d¢ =2 ZA SA PDUY F2& %
9tz ey AEs A SA PDUY n$
Fepd g dGo oid B ARFHA Hor}
gt} ole BE e Fuo AMH TH A=
o wat EFAAM Fmdt: e 7IBAA FA4

Wael #7118 REdd £480) 2] i
oltk. SA PDUS & el diat AF-AA A
F& Fos7] fstqd B =&y 23 &9
HEA e el g sHen 28 87 &) SA
PDUE +A43idt.

SE TPDUS #z& &AM dAxnda e
FeE =1 ot
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1st exchange PDU (Initiator)
PDU (SA-P | Exchange | Content [ M: Ke; Service Integ. | Conf. { Auth.
L type |type| -ID length SAﬁ) token 1| selection |ASSK alg. | alg. |mech.
1st exchange PDU (Recipient)
PDU SA-P| Exchange | Content | My | Ke Service Integ.| Conf. | Auth.
S type SAID type| -ID length [SAID {token 2| selection ASSR alg. | alg. [mech.
2nd exchange PDU
PDU SA-P| Exchange | Content i Service |Label] Key SA . Integ. | Conf. | Auth.| Digital
LI type (581D type |~ -1D length | Certificate | celection | Def. | selection | flag [ASSK| Initiator | 21071 e | mech. | signature
2nd exchange PDU (Rekey PDU)
PDU SA-P} Exchange | Content e Old Your |Label]  Key SA | Digital
LI type [SAD| type| - length | Certificate | “sATD | Def. | selection | flag | signature
SA release/abort PDU
PDU SA-P| Exchange | Content . SA release/abort | Digital
LI{type [SAID| type | -0 length | Certificate reason signature
a2 8. SAPDUS 2=
Network Network
Transport layer Provider Provider Transport layer
interface interface
SMIB I SMIB |
N_Data
__fr_comn — f(eq SAPDU1
Req I
N-Data_ N_Data
Req T — Y';d SAPDU1
N Dat N_Data
Data___.--— R,
Ix;d iq
Ni?:”—» ~-..__N_Data
| )
N_Data__ . ___N_Data
Irid
N_Data
Req  ~~-.__N_Data T_Conn ]
Ir;d Ind
N_Data T_Conn
- BT Conn N_Data __.--7 Req Res |
Con Irid
__Q T Data N_Data’ |
e T i {sETPDUI e
q 1 Ind SETPDU Ind
T_Ex N_Data l
N i Req Req — ~--._ N_Data T_Ex |
| Ind Ind
T_Dis N_Data I
- Req Req ~--..__ N_Data T_Dis |
Ind
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B =%dME SA-P$ TLSPE ONP LAN

ERAxTEA A7) Aste] 43 TLSP
ahg E%o}aiv} a9 9% &Y £AMA
o] Uehd ZHolth. TLSP AA7 EAAZE 7Y
AZRE & g8 dod TLSP AAlE SA-
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Aol SMIB el 24
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TPDUZ &3} &}t 1 Fo TLSP AA e &
AA e} £44 F4 SE TPDU 2 QOSE 74
® UN(underlying network) A¥)x 83 =g
nEEE e st Aoz Agdn. £
At 28 10(b)% 228 UN AA] Zeng
BE Aalshe #F ot TLSP A7t 3¢l A%
o 2RE AA Ze|ugl2E ol pDUY T
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£35ta] SMIB W9 B3 d#g 3ol PDUC A
A W ES F 430 HA HRE = o
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A Zulg|BE FAee] AYE ~"goz 7}
A "ok Fe4 #% F SNel Data_local SNe]
Y Data_peer SN& 278 72 ¢ TLSP AA e
SA-P9] 7] A #A & 3Pt

44 B3 daglE
3 dnggogs vdRAg Mu|AE AT

6}71 H8led DESE A&t A4 Aul~& A

3371 Y3le] SHAE Alg&dY. aeln 71 &

2 u3g 337 935l Diffie-Hellman 7}
Full da8lES AHS3ln SA-P ¢1F 7e9 o
Ag MYg A7) A&t DSSE AHg3tat

45 H3IA2H NG

OSI #zwdd 7123 A A|~de §7
7 ol W2 H4E S w71 8t UNIXS 55
Alel USL(UNIX system laboratory)9
AHg-8HA T}
ONP+x UNIX system V&2 2 4AH UEHA
Z2ad, =7 2§89 JA¥ezM AW Alx
8o MdA, AL aeln AEE AT 4EH
4L AFet, ONP7F UNIX system V&2
2 g olfre AVIHez & o OSI #7394
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o] FEHT}

ONP(open network platform)<
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Yes

‘No

Check SA set up
‘ Yes

Obtain security association l

Establish security association l—-*

Yes No
W Key replacement

No‘

Construct protected data field |

Label = TRUE No

‘ Yes

‘*

Prepend security label |

!

Prepend flag(initiator) l

Z
)

‘ Yes

Append integrity PAD ’

f

I Construct protected content field l

Z
)

‘ Yes

Calculate and append ICV |

4
5

‘ Yes

Append encipherment PAD
Encipherment

|
1
Crypto_Sync = TRUE No

& Yes

Prepend crypto sync. |

l

Prepend clear header I

l

(a) 4
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ther TPDU SA TPDU
Other Check TPDU type | Establish security association 1
‘ SE TPDU
No
W EROR
J Yes
Obtain security association J
Check clear header J
Crypto_Sync = TRUE No
‘ Yes
Check crypto sync. I

zZ
3

‘ Yes

Decipherment
Check encipherment PAD

z
)

* Yes

Check ICV
Check ICV PAD

#

Check flag(initiator) I

L

Label = TRUE

Z
c

* Yes

Check security label |

-

$

Check protected data I
‘Yes

——semE

No

1

Qe —

Yes

Key replacement

() 4

322 10, TLSP E3AAHOIA HlO|E &/5AIA12) B85

ONP LAN ERATEE CLNP Ao TP4E F
Aeo] glon HejZd Ay tHe| S A S A
S5 49 RE 7%L AlFdTE paAAag g

3l7] §18 A2 WA e g2 TLSPY SA-PE E#
AXE AlZe HAZoz FAsla TLSP AA7
EWAXYE A 2RE BE TPDUE 235 e



SBIEHBRE SR AL (1995. 3)

tp4_sendtpdu()

Kernel

f&ﬂ} 23 119 ONP LAN E SA-P%} TLSPE 7AHH FAZE o]
E]% Az dEeEAA 7] TLSP_sendtpdu() ¢} TLSP_DATAindication()
XE A9 39 FE2WE FHE Frigezs dgdol2d. a7 122
*}%3}04 TPDUE d&dte= 7] AA Agd Z2ad F dHH oA FEE JE

mE

a2
.ol 7eg FYPste ot A Felo}
2} N DATAindication() &4o]™
User application
TLI functions
User processes ‘ T

tp4_Urput()
tp4_Ursrv()

1 TP 4

1tp4_sendptdu( )

TN_DATAindication( )

| CLNP |
tp4_lwput()
tp4_lwsrv()

tp4_lrput()
tp4_lrsrv()

LLC1/DLPI driver
MAC driver

LAN card external Interface

T 11. 7H4E ONP LAN E Eo|l 74

{

#include “includes.h”
#include "/sap/TLSPProvider.c”

N_DATAindication{rem_nsap_addr, loc_nsap_addr, data, ce, inlp, mp)
nsap_address *rem_nsap_addr:

nsap_address *loc_nsap_addr:

buf type data:

int ce, inlp:

mblk t *mp-

register struct Tmachine *machp:
short check:

check = TLSP_DATAindication(rem_nsap_addr, data):
if(check == 0) return:

tp4.TPDU . tpdu = data:

tp4. TPDU .released = 0.
tp4.TPDU.use_inactive = inlp:
tp4.TPDU .from_naddr = rem_nsap_addr:
tp4. TPDU to_naddr = loc_nsap_addr:
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while ({machp = tp4_inpdu()) != (struct Tmachine *) NULL) {

}

if {ce)
machp-)ncong + = 1.
machp-)ntotal += 1:
if (tp4_fsm(machp, NDATIND. mp) ( 0) {
if (tp4.TPDU.data != null)
BuffFree(tp4.TPDU data):
}
mp = (mblk_t *) NULL:
}
if (mp != (mblk_t *) NULL)
freeb(mp):

tp4_sendtpdu(mp. bp)
struct Tmachine *mp;
buf type bp:

{

short check:

check = TLSP sendtpdu(&mp-)rem_nsap_addr, bp, 0):
if(check == 0) return:

if (bp != null) {
if (mp~)use_inactive)
INLPrequest(TP_SAP, &mp-)rem_nsap_addr, bp):
else
N_DATArequest(TP_SAP, & mp-)rem_nsap_addr, bp):
tp4. TPDUsent + +:
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LAY a:
c¢5deB854fdacfbbac6994b878620779c26a
507047e4ecf98873e8be47113458e3
ea8a1486dfdeb1b8bbfd68043¢c7d99a240
47a87581b7bcda7e2a0e3b21b354eb

Hp:
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71 EZ @ 43N, 5 34 AA7 He)
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* SA Identification
Local_SAID: 61616161

Peer_SAID : 61616162
SAID Len : 4
* Initiator 00
* Peer_Adr 1 490001000050¢f48b01
« ASSR ID :01.14.0014.13.05.111.
¢ Protection QOS selected for the SA
QOS_Label : 0 AC 12
DOAuth :0 CLConf : 0
CLInt 2 PEAuth : 2
COConf 12 COImt :0
COlIntr : 0

* Mechanisms selected for the SA
Label 01 Conf :01

cv 101 SN 101

PEAuth : 01 UNPort : 00
» Label mechanism attributes

Label_Ref 1 167

Label_Def Auth : 7a
Label_Content : f400¢6050302020202
¢ ICV mechanism attributes

ICV_Alg 1 25
ICV_Len 1 160
ICV_Blk 0

ICV_Kg 0

ICV_Gen_Key

ICV_Check_Key

+ SN mechanism attributes
Data_Local_SN 1 f34a182a
Data_Peer_SN © e8691abf

EXSN mechanism attributes
Data_Local_EXSN : 63fc058b
Data_Peer_ EXSN : e883al49

* Encipherment mechanism attributes

Enc_Alg ‘e

Enc_Blk 1 64

Enc_Kg : 0

Enc_Key : 69b24dceadal0ac9
Dec_Key : 93822a24dbebadbe

* User define

Local SN 1 £349f11a

Peer_SN T e868f34f
Local_EXSN : 63fbde7b

Peer EXSN 1 e8837a39

EX _ICV_Gen_Key
EX_ICV_Check_Key :

EX_Enc_Key 1 f266150cabf9ab91
EX Dec_Key 1 28¢d2f8d34f48276
Auth_Mch : 13

Auth_Gen_Key 1 93822a24dbebadbe
Auth_Check_Key : 6¢97937a79b30a86
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A& “This program supports the develop-
ment of OSI transport security protocol

and application.” o1t}
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656¢6f706d656€7420
6£66204f5349207472616e73706f7274
2073656375726974792070726{74616
3616¢20616e642061
70706c69636174696f6e2e0d0a

@7 5 : Label = TRUE®® 24 delg 74
@ch o] 999 ghe thew Bk
c68b817af400c6050302020202

P EYa 9 TR o] Ao e
00°]t}.
@A 7 0 ICV = TRUE°|H, ICV = 99
g gttt SMIBS) ICV_Blk = 0o
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o ox
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