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1. ¥ ¢ [Scopel]

ISO/IEC 97989] A4FolME= dzss &
g AHEsts e AA AFIME T
I e 2 F Fole e AAd)
2, 08 F e F AARY 3%
7Igolth. [This part of ISO/IEC 9798

specifies entity authentication mechanism

rO

L=

-

using a cryptographic check function. Two

mechanisms are concerned with the

(EA

authentication of a single entity {unilateral
authentication), while the remaining are
mechanisms for mutual authentication of two

entities, ]

ISO/IEC 97982] 4% oA

S ¥ AgE RES
HE Ae W) A AZLE QUNE, 9
w3t e Aol WEE A§ETh [The

mechanisms specified in this part of ISO/IEC
9798 use time variant paramefers such as
time stamps, sequence numbers, or random

numbers, to prevent valid authentication
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information from being accepted at a later

time. ]

TA-HE HHYHE 9% € AsiA 23
Ago) Hasty, 43AFE A= 33 A
4o0] #HQ3lt) [If a time stamp or sequence

number is used, one pass is needed for
unilateral authentication, while two passes are
needed to achieve mutual authentication. If a
challenge and response method employing
random numbers is used, two passes are
needed for unilateral authentication, while
three passes are required to achieve mutual

authentication. ]

YA B P dlE B col Atk
[Examples of cryptographic check functions

are given in annex C.]

2. Za By

[Normative reference]

olgf o] FF ISO/IEC 97989 A1¥-Yuk
2de 2F9 3 £33 2 A ISO/IEC 9798
LS TS Aot
ofgfe] BFELS & TFol ¥EE FAAE &
2
)=}

AHH7] vtEeolnZ,

HEZ otdd FAG AFY HY MFES
Frolr 7] wpgith 1SO% IECE HA A &
£& @8 3. [The following standard
contains provisions which, through reference
in this text, constitute provisions of this part
of ISO/IEC 9798. At the time of publication,

the edition indicated was valid. All standards

are subject to revision, and parties to
agreements based on this part of ISO/IEC
9798 are encouraged to investigate the
possibility of applying the most recent edition
of the standard indicated below. Members of
IEC and ISO maintain registers of currently

valid International Standards.]

ISO/IEC 9798-1 1991, Information
technology - Security techniques - Entity

authentication mechanisms - Part 1 : General model.

3. ot 714

[Definitions and notation]

ISO/IEC 97989] A|4+ollA ALg" AHojs}
7Y EL ISO/IEC 9798-1014 71&€8 AL
Ao F7tE a8 Bk RV AR
¥tk [For the purposes of this part of
ISO/IEC 9798 the definitions and notation
described in ISO/IEC 9798-1 apply. In
addition the following definition and notation

are used: ]

Fasty g gk vHolE fYEd ¢z
4 W8g A8sa Qe HR[ISO 7498-2]

f2): W1B7) Ko} el Holg 2EY Z
81 % B4 f) Yoz o A

o A AZE AAF AZE Wl Mg A
Z+E T, d#W3E N, [cryptographic check
value Information which is derived by
performing a cryptographic transformation on
the data unit [ISO 7498-2]. fi(Z): Cryptographic
check value which is the result of applying
the cryptographic check function f using as
input a secret key K and an arbitary data

string Z.  ‘Time variant parameter originated
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by entity A which is either a time stamp T,

or a sequence number N, ]

4. 83 Z7 [Requirements]

ISO/IEC 97989 A4¥-A 7&dtes A5

71He AFHoloF & HAZ HYE dFIE
U7 Y HAFOZHN AN AANE F

Bahe Aotk AFHolor @ AL H27
2 54 dolng gusd ¥ Faol A
$47 GBS Ao kg Qevh ) 9w
A e
LRI D y
1

S X 2= o}
=

Jr ol YgANE &

E— T AT
olg £ vk, [In the authentication

mechanisms specified in this part of ISO/IEC
9798 an entity to be authenticated corro-
borates its identity by demonstrating its
knowledge of a secret authentication key.
This is achieved by the entity using its
secret key with a cryptographic check
function applied to specific data to obtain a
cryptographic check value. The cryptographic
check value can be checked by anyone
knowing the entity’s secret authentication key
who can re-calculate the cryptographic check
value and compare it with the value

received. ]

AF7HWEL a9 2
ol Fl stuztz FFHA
2= AWEAIAL FHE —’F gleh. [The
authentication mechanisms have the following
requirements, If any one of these is not met
then the authentication process may be

compromised or it cannot be implemented.]

a) AZAAA AL AZHAL FRRAE

A% 3F9 ¥E JAFIE FHYE F A
th o] 7= EAE AFTIHel Y57 e
Aol Fodstes 4+ AAoA LAk St
o] FAXFANAE o HAol s FAHLE
22 ¢=t} [a) A claimant authenticating

itself to a verifier shares a common secret
This

key shall be known to the involved entities

authentication key with that verifier,

prior to the commenc-ement of any particular
run of an authentication mechanism. The
method by which the key is distributed to
the entities is beyond the scope of this part
of 1SO/IEC 9798.]

b) FAzet AFA ] os) FaE HE <l
71E 238 2 F ZdA AU 25
71 AFE 2 dE A3Y AAdAE &3
F Utk [b)

key, shared by a claimant and a verifier,

b oln

iy

The secret authentication

shall be known only to those two entities
and, possibly to other parties they both
trust.]

c) M2 7] Kk 9e)9) volel 2EY z&
YHOE so] f(2)E WEE FEAF Fa
& fo vhee 42e BSI [o) The
cryptographic check function f which takes as
input a secret key K and an arbitrary string
Z to produce fi(Z) shall satisfy the following

properties: ]

- o® 7] Ko w08 2EY Zo| M=
f(2)E AZYste Ro] 7hssfof gtk

-Y (=12 ...,i-)F FFIF Fo M
2 Ae Xl "t fi(X) = Y = 1, 2
s ) TFEE (X, Yool did AEE ¥
ZE, AR AEIE FolRA] @ oW ¥ F
71 Kl M= fi(X) = Y& TE3te A=
+ (X, )E Z&E Aol AN EVrssior &
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t}, [- for any key K anc data string Z it
shall be practical to compute f{(Z): - for any
fixed key K, and given no prior knowledge of
K, it shall be computat-icnally infeasible to
find a new pair (X, Y) such that f(X) = Y,
even given knowledge of a set of pairs
(Xi, Y) such that fi(X) = Y(i=1

where the value of X; may have been chosen
after observing the value of ¥; (j=1, 2, ...,

i-1).]

d) AF71YY AA=E 719 Holg HY
A, 4EsE g9 g9 42, adx #d
el Aojol FFgE e o =<
He B¢ §5€ 2537 98 Adda & A
2 RS B w2} BAE Fx QU [d)
The strength of the mechanisms is dependent
on the length and the secrecy of the key, on
the nature of the cryptographic check
function, and on the length of the check
value. These parameters shall be chosen to
meet the required security level, as may be

specified by the security policy.]

5. e1Z7]1¥ [Mechanisms]

; M S o

FHA £ ALl & WY A K,
= Ztz} Bol 213 A9 U= A 93t B
9] Q1% AlLHt} [In these authentication
mechanisms the entities A and B shall share
a common secret authentication key K, or
two uni-directional secret keys K,; and K,
prior to the commencement of any particular
run of the authentication mechanisms. In the

latter case the unidirectional keys K,; and Kg,

are used respectively for the authentication of
A by B and of B by A]

3lzt, [The mechanisms require the use of
time variant parameters such as time stamps,
sequence numbers or random numbers. The
properties of these parameters, in particular
that it is most unlikely for them to repeat
within the life-time of an authentication key,
are important for the security of these

mechanisms. For additional information see

annex B.]
e 7ol HA"E 9iE =g
ISO/IEC 9798¢] A|4%-2] B¢ ¥ g8 &
&34 2d F JdH(aEL FFE FE 3
). 259 #A g 54 S8 2
HUoh H2E P29 A& W A W

&2 F71 AE F=xsdtek [Al text fields
specified in the following mechanisms are
available for use in applications outside the
scope of this part of ISO/IEC 9798 (they
may be empty). Their relation and contents
further depend upon the specific application.
See annex A for information on the use of
text field.]

AZA7} 2 gg =gzoz & &
Ae AL -AE S vdg ¢d3dA AAY &
Zaehd 23 HYAYL 38 & doE-

= gssy 99 5o Ao
2 x%8E 4 vk [A text field may only
be included in the input to the cryptographic

check function if the verifier can determine it
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independently, e. g., if it is known in
advance, sent in clear or can be derived from

one or both of those sources.]

51 ¢HelF

[Unilateral authentication]

AgAZolF F AAF @A B AAV]
AZ71Wl 3 AF wE A dmBrh
[Unilateral authentication means that only
one of the two entities is authenticated by

use of the mechanism.]

51.1 13 HE 2E
[One pass authentication]

of AZVMAN F3H A%} AFL A%
$2, AEA Bl o AF L weoh FYA
3 AAMe NZE EE dANEE WA

712 Aoz ARl B HE).
[In this authentication mechanisms the
claimant A initiates the process and is authen-
ticated by the verifier B. Uniqueness/timeli-
ness is controlled by generating and checking
a time stamp or a sequence number (see

annex B).]

o] A&71¥Le =¥ 19 el Atk [The
authentication mechanisms is illustrated in

figure 1.]

(1) TokenAB
A B | (@

F2Az2 A7v AEA BAA BYE EZ

(TokenAB) 9] E2]& o3 72t} [The form
of the token (TokenAB), sent by the

claimant A to the verifier B is:]

TokenAB = :,: [ Text2|] fKAB(z,‘A [IBl|Textl),

AN FFA Ax Azhde] WEE U
W3 N, A2E T,8 Ag3ch A7hde] o
So) HEe T ARe) sleH AT B
of &3 ¢tt [where the claimant A uses
either a sequence number N, or a time
stamp T, as the time variant parameter. The
choice depends on the technical capabilities of
the claimant and the verifier as well as on

the environment. ]

TokenABo| A A A¥ BE ¥Fs= 2L
Mg A olt} [The inclusion of the distingui-
shing identifier B in TokenAB is optional.]

TokenABel AW BE EFAZOZA,
ool zhe YA WX 717} BY R
E 7Aste) AA AolAl TokenABE A
AgetE AE Be & Y 29 33
of WA Gt BAANE Y FE
014 WA BE TEsE AL WA
go| AU 2elT @ W Y7} AreH
bW 4AY B: 4%8 FE ok
[NOTE - Distinguishing identifier B is
included in TokenAB to prevent the re-
use of TokenAB on entity A by an
adversary masquerading as entity B, Its
inclusion is made optional so that, in
environments where such attacks cannot
occur, it may be omitted. The

distinguishing identifier B may also be

omitted if a uni-directional key is used.]

(1) A7} BoA TokenABE H it}
(2) BE TokenABE E &3l = vAA
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wol AlZtEY JAAUSE B
fia({: 1Bl Text) & At} B2
o gz eA el (DY Yok
W2l N, 249 Bsh AlZEu
AMse 28S HEHA EZS
Z 3%ty [(1) A sends TokenAB to

(2) On receipt of the message

o o Mo R

containing TokenAB, B verifies
TokenAB by checking the time stamp
or the sequence number, calculat-ing
fKAB(;z {IBIl Textl) and comparing it
with the cryptographic check value of
the token, thereby verifying the
correctness of the distinguishing
identifier B, if present, as well as the

time stamp or the sequence number.]

5.1.2 28 M& o=

[Two pass authentication]

o] AF /M FHA Ae
Aztste AFAF Bell A AFE WA

AT HAEES dd RE B
2 gdgery #at{y7 B #Fx). [In
this authentication mechanism the claimant A
is authenticated by the verifier B who
initiates the process. Uniqueness/timeliness is
controlled by generating and checking a

random number R, (see annex B).]

o] AF7IYE ¥ 201 Yet Ut [The

authentication mechanisms is illustrated in

figure 2.7
(1) R, !l Textl
A ; B | @3
(2) TokenAB
el 2

FAR A7t AE5A BAlA BUes EE
(TokenAB)2] @22 ot v} [The form
of the token (TokenAB), sent by the

claimant A to the verifier B is:]
TokenAB = Text3 || frp(Rg Bl Text2)

TokenABo| A AW BE EFst= A A
g olth [The inclusion of the distinguishing
identifier B in TokenAB is optional, ]

TokenABd| AA™ B7} Eoi9= AL 4
2l S AgE RAE 7] fsiAelr)

g = SdojA HdA" BE
& Ad"Atgo]l HYoh 2R
7b AHEEE AAY Be AgE £
t}. [NOTE - Distinguishing identifier B is
included in TokenAB to prevent a so -

i et

),
H
30

called reflection attack., Such an attack is
characterized by the fact that an intruder
“reflects” the challenge R, to B
pretending to be A. The inclusion of the
distinguishing identifier B is made optional
so that, in environments where such
attacks cannot occur, it may be omitted.
The distinguishing identifier B may also
be omitted if a uni-directional key is

used. ]

(1) B7} AollAl &3t Ro Ay oz H
2E IE Textld Bt}

(2) A7} BAlAl TokenABE Hult}

(3) B¥ TokenABE X #alx U&= WA A
E ol fiy(R, IBll Text2) & A4ty
Efe 94358y &< (Tt sl
o) v wate] A= B 2A (1)l
Al ANA BA Ggk R7F TokenAB
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o U daud peAE AAge
ZM TokenABE Z=3%ch [(1) B
sends a random number R and,
optionally, a text field Textl to A.
(2) A sends TokenAB to B. (3) On
receipt of the message containing
TokenAB, B verifies TokenAB by
calculating fx.(R; ||Bil Text2) and
comparing it with the cryptographic
check wvalue of the token, thereby
verifying the correctness of the
distinguishing identifier B, if present,
and that the random number R; sent
to A in step (1),
constructing TokenAB,]

was used in

52 A&912 [Mutual authentication]

}EAZE T FA AA7} AFIEE A
gty M2E dFse Ae oudth [Mutual
authentication means that the two communi-
cating entities are authenticated to each other

by use of the mechanism.]

0>~
)

F315S 8t7] AaiA 5113 512894
498 % 719l 7zt 5217 522804 )
gt} Zzte) A9olA 189 ddo] F7t5
22 299 @A7t o FastA €k [The
two mechanisms described in 511 and 5.1.2
are adapted in 521 and 5.2.2, respectively, to
achieve mutual authentication. In both cases
this requires one more pass resulting in two

more steps, ]

}5oze A WA 71ge 5126 WAH
Ao AeRH Bsdd £ Y
Ui Ao olalA AzEz GeA sty
Bl eslq Azt€th [NOTE - A

third mechanism for mutual authentica-

F F

rr ot -{ﬂ o

tion can be constructed from two
instances of the mechanism specified in
5.1.2, one started by entity A and the
other by entity A.]

521 23 M& oS

[Two pass authentication]

o #EAZ/MAN FUHH NP A
ZEY duEwss 2477 Bagoss
#AYHAH(F 7] B #=). [In this authentica-
tion mechanism unigqueness/timeliness is
controlled by generating and checking time

stamps or sequence numbers (see annex B).]

o] JAF7/1¥L 29 3 yetyt Atk [The

authentication mechanism is illustrated in

figure 3.]
(1) TokenAB
@| A B | @
(3) TokenBA
a8 3

A7} Bl e EE(TokendB)$] ¥4
< 511489 A= A3} 2o [The form of
the token (TokenAB), sent by A to B, is
identical to that specified in 5.1.1.]

TokenAB = :,: | Text2| fiqs( ,T\,AA IBll Textl).

B7} AdlA HuUlE EZ(TokenBA)2) &2
2 &3 zZd [The form of the token
(TokenBA), sent by B to A, is:]

TokenBA = . [|Textdll fiu( y 1Al Text3).
TokenABe] AA% BE x3s= AFY
TokenBAo| AAH AE EXgses AL (Y
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Howg) AHFHoltl [The inclusion of the
distinguishing identifier B in TokenAB and
the inclusion of the distinguishing identifier A

in TokenBA are (independently) optional.]

E31 TokenABel] A AW BE X TA|ZA O Z A,
ot E Zie FAdAIE wkA A7 B A
A3 73t AA) AdA TokenABE A
AgSE AE Be 4 AT 2L olf=
AAH A7} TokenBAdl EFHIJT 27

Hol WASA e BRANE 4

£ qlod A% T R A

Abgpel itk 2T o e Al (o)
2Pk AgHTY 4AY Ash Be A

g £x 9t} [NOTE1L - Distinguishing

identifier B is included in TokenAB to

dr o

ik mlm J% )

prevent the re-use of TokenAB on entity
A by an adversary masquerading as
entity B. For similar reasons the
distinguishing identifier A is present in
TokenBA. Their inclusion is made optional
so that, in environments where such
attacks gannot occur, one or both may be
omitted, The distinguishing identifiers A
and B may also be omitted if uni-

directional keys (see below) are used.]

[The choice of using either time stamps or
sequence numbers in this mechanism depends
on the capabilities of the claimant and the

verifier as well as on the environment.]

A (1),

8} 2ot
) B7} AollA|l TokenBAE B it}

(4) @A (3)olA Bl wAAE 51148

(2)E 5119 13 AL UAFaA

o wA (2)¢ e WHoE AHEd
t} [Steps (1) and (2) are identical
to those specified in 51.1, one pass
TokenBA
to B. (4) The message in step (3) is

authentication. (3) B sends

handled in a manner analogous step
(2) of 51.1.]

&2 ol 71ollA F MY wAAE A FHA
Aol A s AFs o] J¥oitt;
I 7192 5119 JIHE FYAHLE
ALEgT o] F HAAE F o A
Fody "HAE F=Z HH3] AEsfok
o (%71 A F=x). [NOTE 2 - The
two message of this mechanism are not
bound together in any way, other than
implicitly by timeliness; the mechanism
involves independent use of mechanism
5.11 twice. Further binding together of
these messages can be achieved by
making appropriate use of the text fields

(see annex A).]

5l wlrafF J)7F A8 EthH TokenBASH ©HA
(DAA 242- 7] Kpe & W 7] K2
X} [If uni-directional keys are used
then the key K,; in TokenBA is replaced by
key Kz, and the
appropriate key is used in step(4)]

the uni-directional

522 33 & o
[The Three pass authentication]

o] FZAFZIEAAN FIAH HAPL
FRE TAAINL gAgoeazN FHFAG
271 B #F#). [In this mutual authentication
mechanism uniqueness/timeliness is controlled
by generating and checking random numbers

(see annex B).]
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o] Q1Z71¥He 39 4o JebY Q) [The

authentication mechanism is illustrated in

figure 4.]
(1) R, | Textl
G| A (2) TokenAB B |()
(4) TokenBA
Jgla

29 Y42 vhgst 2k [The tokens

are of the following form:]

TokenAB = R, |} Text3 ||
feas(Ry Il Ry || B || Text2),
TokenBA = Text5 || fras(Rg I| Ry 1| Textd).

EJ1 TokenBAd] R,2 T A5 E A

o
TokenABo| A} TokenBAE {E3ts AL -

27 #13 Aoltk, [NOTE 1 - The
inclusion of R; in TokenBA prevents the
derivation of TokenBA from TokenAB.]

TokenABol AW BE Egste L& A
e Zo|tt [The inclusion of the distinguishing
identifier B in TokenAB is optional.]

&2 TokenABoll AA™ B/l 99U AL 4
9 wArRHolgk: AL ol AsMolth
23 FFL AJAE AJQHEE P
& ReE BellA “Wkat"sts A& vttt
aHE FHl YA v FdAME A
Fd & doiA AAY BE x¥ste A
< AgAtgtel gk e g %I
(o} & Beh)r/t A Edd 4x% Be A

g 4% o} [NOTE 2 - Distinguishing
identifier B is included in TokenAB to

prevent a so-called reflection attack. Such

o

Ty

ke

an attack is characterized by the fact

that an intruder “reflects” the challenge

R; to B pretending to be A. The inclusion
of the distinguishing identifier B is made
optional so that, in environments where
s_uch attacks cannot occur, it may be
omitted. The distinguishing identifier B
may also be omitted if uni-directional

keys (see below) are used.]

(1) B7} AdA 3k Rpot Agzez o
2E & Textld HWT

(2) A7} BolAl TokenABE Hlt}

(3) B TokenBAEZ T 3T e wAA
E ot fr(Ry I Rs I Bl Text2) & Al

Wakel G F g wmsted

AAE B(TF ) dA (1))

A AolAl Bl W7k Ry7) TokenAB

A de drad Z2AE AT
2ZM TokenABE ZHF3it}

(4) B7} AolA] TokenBAE H it}

(5) A¥ TokenBAE EF3Z A+ A=A
E o} fiy(Ry I R, || Textd) E A A3}
o HESE A I HlEde G
(ellX B2 F8 @ dgh Rp9
TokenBAd] U&= = #H 72
2 BA (2)elA BolA EdR
%+ R,7F TokenBAd U&= T3k
LA & F2%go 2N TokenBAZ
gt} [(1) B sends a random number
R; and, optionally, a text field Textl
to A. (2) A sends TokenAB to B. (3)
On receipt of the message containing
TokenAB, B verifies TokenAB by
caleulating fk;s(Ry | Ry | Bl Text2) and
comparing it with the cryptographic

rlo
R

o ¥ e
ofN m ¥

check value of the token, thereby
verifying the correctness of the
distinguishing identifier B, if present,
and that the random number R, sent

to A in step (1), was used in constr-
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ucting TokenAB. (4) B sends TokenBA
to A, (5) On receipt of the message
verifies
TokenBA by calculating fk,(Ry Il R, |
Text4) and comparing it with the

containing TokenBA, A

cryptographic check wvalue of the
token, thereby verifying that the
random number RB, received from B
in step (1) was used in constructing
in TokenBA ard that the random
number R, sent to B in step (2),

was used in constructing TokenBA.]

& W3k 717 AbEE TP TokenBASH @A
(5)oll A 24AE 7] Ky & BT 7] KuZ
th X]"@t}. [If uni-directional keys are used
then the key K,; in TokenBA is replaced by
the uni-directional key Kz, and the

appropriate key is used in step (5).]

B71 A [Annex A]
(#3) (informative)

£E Jr9 A g
[Use of text fields]

ISO/IEC 97989 Al4H-9] 5Heora #AHEH
EZEL H2E F=8 Pt EEY A
AN U G92E =59 FAEH 4

(o7

AR gL 2 8o 29 Yok AL
AR H &3 72t} [The tokens specified
in clauses 5 of this part of ISO/IEC 9798
contain text fields. The actual use of and the
relationships between the various text fields
in a given pass depend on the application,

Some examples are given below,]

DY delENAF S L2 e =
s2uel $HA sl Qo) A
[

requiring data origin authentication should be
used in the calculation of the cryptographic

check value of the token.]

=l A ZHE 7} EJ‘%‘ F Stk o] “Lm-—i
HAAE B FARE dARA Z28H A
77 Al A1 AW (time window) ol 1

gestA FeoeEx “Faog A"
(forced delay)E& Zotd 4+ AvHF~7] B #

Z). [Text fields may contain additional time

=7te

variant parameters. For instance, if

mechanism 5.1.1. is used with sequence .
numbers, then a time stamp may be included
in the text fields of TokenAB., This would
allow the detection of forced delays by
requiring the recipient of a message to verify
that any time stamp contained in the
message is within a prespecified time window

(see also annex B).]

2

F F A} ol HYP A7t EATY
%3 E ¥E: 7] 4¥AE TP

, el
2ot [If more than one valid key exists,

=

d
[

4 2

then the cleartext text field may include the

key identifier,]

F ISO/IEC 97989 A4%-oA FAHE o
@ use i FHe) ABE AFS A
4% 5 QLS &7 A 2 EEE A
o) Aol FAHA AANE AEHE 5
grok] olFHTA AP oW e
FHel 9g 4 Utk Y2E Foo AFL

2
=

=

W E2L AAE
4 2t} [Should any
mechanisms specified in this part of
ISO/IEC 9798 be embedded in an application
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which allows either entity to initiate the
authentication by using an additional message
prior to the start of the mechanism, certain
intruder attacks may become possible. Text
fields may be used to state which entity
requests the authentication in order to
counteract such attacks, which are
characterized by the fact that an intruder

may reuse a token obtained illicitly.]

H7] B [Annex B]
(Fx) (informative)

[Time variant parameters]

sed AL @ oSS oln ASH WAIA
S AAEFHE AL Fopd £ i BT
olegt ZAg 0|27 HAsted, @ WAYS
of A B LY AZHEE Goo o
A RBE W wWsol BT AEAE o AF

& .
ue WsE APHes e pyPHom

#a & ok 3t} [Time variant parameters are
used to control uniqueness/timeliness. They
enable replay of previously transmitted
messages to be detected. To achieve this, the
authentication information should vary from
one exchange instance to the next. The
verifier should have either direct or indirect

control over this variation. ]

| Azhel WHEL ey ANA(VY
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o Zed AdE Fokd 71 Atk [Some
types of time variant parameters may also
allow for the detection of “forced delays”
(delays introduced into the communication
medium by an adversary). In mechanisms
involving more than one pass, forced delays
may also be detected by other means (such
as “fimeout clocks” used to enforce maximum

allowable time gaps between specific

messages). ]

ISO/IEC 9798¢] A4Fo|A AlL-=HE A|ZH
Hol MEEe] A 7HX] F¥2 AI4E, 98
3 283 dFgelt. 78 Age bE $§
okl wEbd 2 S8 o AFE A8 K
o] AzhHe] MLES da=w ) ojH A
SdlE FA ol AWe] WEEE (d:
AZE e dEAWs) AMgste A ol At

NZdol WEEe] Hdd @A AMEH
A& £ ISO/IEC 97989] Al45-o] P oA =
gz oA7iNE =ostA ¥t [The
three types of time variant parameters used
in this part of ISO/IEC 9798 are time
stamps, sequence numbers 'and random
numbers, Implementation requirements may
make different time variant parameters
preferable in different applications. In some
cases, it may be appropriate to use more
than one type of time variant parameters
(e.g., both time stamps and sequence
numbers). Details regarding the choice of

these parameters are beyond the scope of this
part of ISO/IEC 9798.]

B.1 A|Z+¥ [Time stamps]

NAEE e AW FAL se
F3Ak AFAE wUHOR ABNA Fr
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[ Mechanisms involving time stamps make use
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of a common time reference which logically
links a claimant and a verifier. The
recommended reference clock is Coordinated
Universal Time (UTC). An acceptance
window of some fixed size is used by the
verifier. Timeliness is controlled by the
verifier computing the difference between the
time stamp in a verified received token and
the time as perceived by the verifier at the
time the token is received. If the difference is
within the window, the message is accepted.
Uniqueness can be verified by logging all
messages within the current window, and
rejecting the second and subsequent
occurrences of identical messages within that

window. ]

FAAS ASAF Fhe AT #FE2E
ASAE (HEAHeR) AT F U=F 3§
71 AAME AAe §7188 BEse
| R g AbgSok drh =@ AAE AAHS
ol s A ThsAd(oi| AT BE
AA AR FE3s Y4
A F7187F ZEoof g 53
AA7L Fxdhe AAlg 22
of Bdd AEE srhglel WANAY AR

o tisiA EZHojoF gt} [Some mechanism
should be used to ensure that the time clocks
of the claimant and verifier are synchronised,
in order that the time reference be under the
verifier’s (indirect) control. Moreover, time
clocks need to be synchronized well enough
to make the possibility of impersonation by
replay acceptably small. It should also be
ensured that all information relevant to the
verification of time stamps, in particular the
time clecks of the two communicating parties,

are protected against tampering.]

ANZEE 28 d AAE gold 4 AA &
Zt}. [Mechanisms using time stamps allow

the detection of forced delays.]

B.2 €¢#H¥HE [Sequence numbers]

A7 A A ZE 7 A=
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FHQ A2 54 WIE o7 WY (®
E FAEE AAG 2F ) 832
T AEF de Aotk AFAc AAAE ¢
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controlled using sequence numbers as they

d

28t} [Uniqueness can be

enable a verifier to detect the replay of
messages. A claimant and verifier agree
beforehand on a policy for numbering

messages in a particular manner, the general
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idea being that a message with a particular
number will be accepted only once (or only
once within a specified time period).
Messages received by a verifier are then
checked to see that the number sent along
with the message is acceptable according to
the agreed policy. In this way, the sequence
number is under the verifier's (indirect)
control. A message is rejected if the
accompanying sequence number is not in

accordance with the agreed policy.]

2 AN E guwzel UE /12e

g "at 9l

83t} [Use of sequence numbers may
require additional “book keeping”. A claimant
should maintain records of sequence numbers
which have been used previously and/or
sequence numbers that remain wvalid for
future use. The claimant should keep such
records for all potential verifiers with whom
the claimant may wish to communicate,
Similarly, the wverifier should maintain such
records corresponding to all potential
claimants. Special procedures may also be
required to reset and/or restart sequence
number counters when situations (such as
system failures) arise which disrupt normal

sequencing. ]

= ¢
F718 daiMe e AdE Fopd ¢
Ak 22 qeF T AR ZeR] 88
Zb el SR 2 WAAE AR [Use
of sequence numbers by a claimant does not
guarantee that a verifier will be able to
detect forced delay. For mechanisms involving
two or more messages, forced delays can be
detected if the sender of a message measures
the time interval between transmission of a
message and receipt of an expected reply,
and rejects it if the delay is more than a

prespecified time slot. ]

B.3 ¢<4%k [Random numbers]

ISO/IEC 97982] A4 FAHE AF7Y
of UFEEHES AGHE AANGH 710197
2 g & Aok B EFAH AgHE
e &8 £ ¢l= pseudo YFFE E
33ttt [The random numbers as used in
mechanisms specified in this part of ISO/IEC
9798 prevent reply or interleaving attacks. In
the context of this part of ISO/IEC 9798 the
use of the term random numbers also
includes

unpredictable pseudo-random

numbers. ]
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¥ EEE Edo=2y HFAUL AsAEg a7t
FAstE FRAGL ZR AFE £ Yt} 9]
HE FFY FAE 97 A8 Fepe A
5 HA 2 &Eol We Foiok . [In
other to prevent replay or interleaving
attacks, the wverifier obtains a random
number which is sent to the claimant, and
the claimant responds by including the
random number in the authentication data of
returned token. (This is commonly referred
to as challenge response). This procedure
links the two messages containing the
particular random number. If the same
random number is used by the verifier again,
a third party that recorded the original
authentication exchange can send the
recorded token to the verifier and falsely
authenticate itself as the claimant. In order
to prevent such attacks, it is necessary for

the random numbers to be non-repeating

with a very high probability.]

b5t
e WANAN FE
A9ow AvEy e oF ur

by definition

G Aol dsiM A%

numbers are
unpredictable, and can be considered non-
repeating with a high degree of probability if
they take values from a sufficiently large

range.]

p7h degte ASETE SE 289
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numbers by a claimant does not guarantee
that a verfier will be able to detect forced

delays.]

B3] C [Annex C]
31 (informative)
oLi'al-;ﬂ §Lo] sl— 4 o:]]

[Examples of cryptographic check
functions]

Cl wiAA dF e Fe S8
[Application of message
authentication algorithm]

dzd A ;L ISO/IEC 9798°|ut
ISO 8731-2¢] BAE AN g5y &
g2 L3 Aolrh [The cryptographic
check wvalue is the result of applying a
cryptographic check function such as

specified in ISO/IEC 9798 or 1SO 8731-2.]

C2 dl4 o9 #HHA 53 dag
59 <& [Application of encip-
herment algorithm combined
with hash-function]

ZH& ISO/IEC 101189 H A
N FFE vlolH 2ER Zodl HEAA

FZro) Hd7] KE AH83te €%
& Aol [The
cryptographic check value is the result of
applying an encipherment algorithm using the
secret key K on the hash-code, obtained by
applying a hash-function specified in ISO/IEC
10118 on the data string Z.]
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