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Analysis of Data Structure for Secure X.435 EDI System
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Al Z] P A== (MHS: Message Handling
System) 9] Mul2= 71EH S Z UA(User
Agent) AH]A, MS(Message Store) AjH]Z,
MTA (Message Transfer Agent)
PD(Physical Delivery) w22 JEZF g} U6
a2Z N UAYF Ha)sts oARe 254 w
Z} IPM{(Interpersonal messaging) A}H]2
EDI(Electronic Data Interchange) A1H]Z2= 2]
E4o] 2 &7 Mul2Z ERECG gt
M 2 =EoAMe tdE EDI Al2" AAE
918k} EDI Al&”le] 24 & o]F& MHS A
29l Ae] HREE Mulxet UA7E HEs
= YA A SA9 & EDI ARBIT HH[AE
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d MHS Z22& A9 dojg +x
715l tste] EA3k%ich
T2 230l EDI Al&H 9
MHS Al&d"olAxe] JHRT
o} +RE EAH3A, 3FAAME
EDI Al&¥ oM ¢ Pedi AEHEZ A B9
Holet +x2& M3t on, 43 HE

$ 2o

2. MHS AHHES Aul& A

2 geAs EDI Al=de] 7igle} =& o
AlA AE Al2"e] #ES X435 EDI A{H]lA
£ diolgl #xo] sl EA %ot oldl #F
e AlElz2E =ZA ¢l & (Origin
Authentication) A¥jZ, ¢HAE dAA 2 A
] o] e}

2 A

(Secure Access Management) A8}
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H] B A (Data Confidentiality) A{H]Z, tjole} ¥
A (Data Integrity) Aj¥iZ, ¥<123(Non-
Repudiation) A¥]2, W A X Kol golEd
(Message Security Labelling), IEH 3 ¥

(Security Management) AB¥|AE & 4 i

21 HWAA UAF Aw]&

ol M| AT

Authentication)

HHAIX 91=(Message Origin

o] MulaE WAz FAR} Ee WAA
E dgsts MTAA dAAxe SAAHE &
AaHA B Fe= FrHA FHoE AMEHET H
AqA e FARRAAT & end-to-end Ato]€]
MU|EE AFet7] A A e per-recipient 2]
3} B9l Message Argument Integrity Security
Element& A}&3}32, MTS-user MTAE

NA MU 28 A F37] f13 A= per-message

EE
32 ol MessageOriginAuthenticationCheck &
Abg-gth, oH RS Adgahvis Bk A
o} 2ot

P

* MessageOrigin AuthenticationCheck

MessageOriginAuthenticationCheck+=

MessageOrigin AuthenticationCheck ::

per-messaged] BEEZA HAR e Az}
& AR dEE @@t MTANA
AR HAHE AFE F e FHS
AF3H o] =& WA BAA £
M AAFE

ol =& dAAY TNX FTHI} oA
A9 W-EE(content)o] BMAHR FUYttE
R 7 (content integrity) 3 wl A= &} v A=)
o] Bt #HolE Alolo] UL FHst
o 23t}

°) gx9 dolg FERE
9, o] 7i%d F2E YEd
lolt}.

e

o

3 2

=
o] 1

o o

o

o WA R EZ(Message Token)

WAz EZ
2o

718 7F&¥e 29 2%

o) & 2]

signature algorithm identifier, recipient

E& 2 per-recipient @E=F,

name, time, signed data, encryption

algorithm identifier, encrypted data,
signatureZ | Folx glen, oy HIHA
W PJEE A F7] 4 Aotk wHAl

A BEgE INI ¢XYFS AHESE

= SIGNATURE SEQUENCE {

algotithm-identifier MessageOrigin AuthenticationAlgorithmlIdentifier,

content Content,

content-identifier Contentldentifier OPTIONAL

message-security-label MessageSecurityLabel OPTIONAL }

MessageOrigin Authentication AlgorithmIdentifier ::

Content ::= OCTET STRING

Contentldentifier ::

message-security-label EXTENSION
MessageSecurityLabel

CRITICAL FOR DELIVERY ::=

20

= AlgorithmIdentifier (X.509)

= [APPLICATION 10] PrintableString (SIZE(1..ub-content-id-length))
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MessageOriginAuthenticationCheck l
lgorithm-identifi
algorithm-identifier agort tl in e
conten
value 4———**H;Signature_function—”<—‘ . o
content-identifier
message-security-label
FA2e] BlE T
21 1. MessageOriginAuthenticationCheck
General purpose Inserted fields for
asymmetric token message token
(all component optional)
signature algorithm id
recipient name [Content-confidentiality-algorithm-id]
H [Content-integrity-check]
me [Message-security-label]
[ Signed data |- [Proof-of-delivery-request)
[Message-sequence-number]
encryption algorithm id
en ted data | [Content-confidentiality-key]
ol [Content-integrity-check]
[Message-security-label]
signature ‘ [Content-integrity-key]
[Message-sequence-number]
gl 2. HMX EE29 7|2 &
signed data®} encrypted data:= MEZ & Az BBy MulA2ZE 93l A third
TRAEE AT 5 AT partyl ) AFE & ek
WM A EZ9 signed data®l Content- WA EZY Holg TxeE v
IntegrityCheck B=7} ¥3t5o] gotd & Zt
AsymmetricToken ::= SIGNED SEQUENCE {

signature-algorithm-identifier AlgorithmlIdentifier,
name CHOICE {
recipient-name RecipientName,
[3] SEQUENCE {
global-domain-identifier GlobalDomainlden. fier OPTIONAL,
mta-name MTAName }},
time Time,

signed-data [0] TokenData OPTIONAL,
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encryption-algorithm-identifier[1] AlgorithmIdentifier OPTIONAL,
encryption-data[2] IMPLICIT ENCRYPTED TokenData OPTIONAL }

TokenData ::= SEQUENCE ({
type[0] IMPLICIT TOKEN-DATA,
value[1] ANY DEFINED BY type }

TOKEN-DATA MACRO ::=

BEGIN

TYPE NOTATION ::= type | empty

VALUE NOTATION ::= value(VALUE INTEGER)
END

2.1.2 Probe &AIX 21Z(Probe Origin

Authentication)

ProbeOrigin AuthenticationCheck+ per-
message?] =2 MTAINA probed] ZAH
£ A3T % A= 29L& AT o Fe
probe®] WAl oA AAHHTE o] Y=
probes] WAAE AFE + AE FAHAE A
3}l 3L, probe®] message-security-label Y=

content-identifier = A}o)e] HAA ] o3t

oN fo o rlf

BE ATt

o] XE ProbeOriginAuthenticationAlgori-
thmldentifier®} SEQUENCEZ #oj® dolg
9] asymmetric-encrypted-hashed versionS &
F49ch MTAY A A5 originator-
certificateE E3| A} A ZE subject-public-key
RS ol &ty FP I

o] Hxo] delg FZRE wgd P,
ole] 714 F&2E uEd Hel 29 3
ojt}.

ProbeOrigin AuthenticationCheck ::= SIGNATURE SEQUENCE {
algotithm-identifier ProbeOrigin AuthenticationAlgorithmldentifier,
content-identifier Contentldentifier OPRIONAL
message-security-label MessageSecurityLabel OPTIONAL }

ProbeOrigin Authentication Algorithmldentifier ::

ProbeOriginAuthenticationCheck I

AlgorithmlIdentifier (X.509)

algorithm-identifier

algorithm-identifier

value

—FLSignature_functionj -—

content-identifier

] message-security-label

| sane mua |

18l 3. ProbeOriginAuthenticationCheck
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2.1.3 Report AlX oIZ=(Report Origin o] Hx29 Holg FX
Authentication) o8 JlsH TFERE
o] o}
ReportOriginAuthenticationCheck+ per-
messaged] FEZ WA X EE probe?] w2 21.4 HE ZH(Proof of Submission)
& dAA7E AgsEs MTAYNA report9]
HAARE AFT F A AEdh o w2 o] MBAE 0]&3
reporting-MTAS] 2lsiA A4 Az AHA A F
o] MEE reportd] Ao W Z=w} & A3lA wA=R 9
report?} message-security-label A}o]9] Ao H=¢l ProofofSubmissionRequestE ©] &3}
et FHE& A F sk A E Fd8 MTACA
o] M=+ ReportOriginAuthentication Algo- S gFEor 32 2 ZAE AE AFH 3
rithmldentifier®} SEQUENCEZ A E d] o] g=
E}9] asymmetric-encrypted-hashed version & =1}
2 T4
ReportOrigin AuthenticationCheck ::= SIGNATURE SEQUENCE {

algotithm-identifier ReportOriginAuthenticationAlgorithmlIdentifier,
content-identifier Contentldentifier OPTIONAL
message-security-label MessageSecurityLabel OPTIONAL

bl HAAE AEY )
78 % Atk o

per-message

A A 9

9] 3}el ProofofSubmission@. & ut

per-recipient SEQUENCE SIZE(1..ub-recipient) OF PerRecipientReportFields }

ReportOriginAuthentication Algorithmldentifier :: = Algorithmldentifier(X.509)

PerRecipientReportFields ::= SEQUENCE {

actual-recipient-name ActualRecipientName,

originally-intended-recipient-name OriginallylntendedRecipientName OPTIONAIL

CHOICE {
delivery[0] PerRecipientDeliveryReportFields,
non-delivery[1] PerRecipientNonDeliveryReportFields}}

PerRecipientDeliveryReportFields ::= SEQUENCE {
message-delivery-time MessageDeliveryTime,
type-of-MTS~user TypeOfMTSUser,
recipient-certificate[ 0] RecipientCertificate OPTIONAL
proof-delivery[1] IMPLICIT ProofOfDelivery OPTIONAL}

PerRecipientNonDeliveryReportFields :: = SEQUENCE {

non-delivery-reason-code NonDeliveryReasonCode,

non-delivery -diagnostic-code NonDeliveryDiagnosticCode OPTIONAL?}
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algorithm-identifier

content-identifier

message-security-label

per-recipient
'y

1

actual-recipient-name

originally-intended-recipient-name

delivery[0] or non-delivery[1]

ReportOriginAuthenticationCheck
algorithm-identifier
value Signature_function 1 a—
MS, MTA¢] H¥7|
18] 4. ReportOriginAuthenticationCheck

* ProofofSubmissionRequest

ProofofSubmissionRequest :: =

ProofofSubmissionRequest+=
message HEZolw, ol HoJg FRE
&3 2o,

per-

ENUMERATED {
proof-of-sudmission-not-requested(0),

proof-of-submission-requested(1) }

ProofofSubmission

o] MulaEs wA X WAR7E Proofof-
B8 83 o

Ag/kgz:;_]. kon

SubmissionRequest &
& MTA7ZF wotr 2 & a
UA, MSollAl Agsdct. of A3+ HHAR
o] A7 MTSAA HAMAE AE3A
= FAE 2AAAA Mg}t AHgH

ProofofSubmission ::= SIGNATURE SEQUENCE {

= ¢aEFS B A macio) 3
L. originating-MTA7} A Al gt}

vt A ¢ ¥ 2] & (asymmetric algorithm)
< A A 7IEAHA AFARE AA
M, MTA®9 F7H7e
certificate® ZE3A HAEHTh o] AL A
E FAEH Mul2E 98 ALg "

orginating-MTA-

A L7 FE(symmetric algorithm) &
AL BlE ASE AL = S
association®] A HE W bind-tokeng ©]&
3l=x oy “é o 7] Ag %“?30] A
ojof gt} o] A% HelEy AMulaE ®
ol R ol o3 Ai third party7} %‘ZH% o
o AP

o] F=29| wdolg FxE ted FI,
15789 +£2& vebd Re] 19 50lth

algorithm-~identifier ProofOfSubmissionAlgorithmlIdentifier,

message-submission-envelope MessageSubmissionEnvelope,

content Content,

message-submission-identifier MessageSubmissionldentifier,

message-submission-time Message-submissionTime}

ProofOfSubmission AlgorithmlIdentifier :: = Algorithmlidentifier
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MessageSubmissionldentifier ::= MTSIdentifier

MTSIdentifier ::= [APPLICATION 4] SEQUENCE {
global-domain-identifier GlobalDomainldentifier,

local-identifier Localldentifier }

GlobalDomainldentifier ::= {APPLICATION 3] SEQUENCE {
country-name CountryName,
administration-domain-name AdminstrationDomainName,

private-domain-identifier PrivateDomainldentifier OPTIONAL }

PrivateDomainldentifier ::= CHOICE {
numeric NumericString (SIZE (1..ub-domain-name-length)),

printable PrintableString (SIZE(1..ub-domain-name-length)) }

Localldentifier :: = IA5String(SIZE(1..ub-local-id-length))
Message-submissionTime ::= Time
ProofofSubmission

algorithm-identifier

algorithm-identifier L
- - message-submission-envelope

value ~— Slgnature_funchonw R

content

Imessage-submission-identifier

message-submission-time

A9 vE7

121 5. ProofofSubmission

2.1.5 HHE =7{(Proof of Defivery) =28k

o] Mulag o|&3ld, WAAE wWIE + ProofofDeliveryRequest
g owig Abdl i FHE 27 £ 3
k. olE A wAR wEAel per-
tecipient ¥ =2<Ql ProofofDeliveryRequest&
o] &3t WAAE FAT UA & MS
A wig AMY Ed& g FEof st 2 5HA

o
=2
£ per-message HXE<Ql ProofofDelivery &

ProofofDeliveryRequest = per-recipient
ZEd &gt o] Muliaes WA o2
B FARAA 27 # ey I
& ProofofDeliveryRequestE S A 87
g, o] 87E A% UA, MSe
ProofofDelivery Zt2 A4 3lo] delivering-
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MTAO A Agsx MTSE delivery
reportE ©l &AM 2 g Mg

ol B=9) Yolg FEE B8 2o

ProofofDeliveryRequest ::= ENUMERATED {
proof-of-delivery-not-requested (0),
proof-of-delivery-requested(1) }

¢ ProofofDelivery

ProofofDeliverys= per-message 3 Z 9
%3y, ol9 oL HE £ ¢35
o

2 5 YAT FARHe BHoz A

ol

2

Hd

o

ProofofDelivery ::= SIGNATURE SEQUENCE {

T AT HEE APgEior stk 2 ol%
29} 3l ProofofDelivery®) & MTS-
user’t AAstEdl ©] MTS-user7b MS¢l
A9 MSE ¥ Z2A 7] (confidentiality key)
g ¢ F gigs Ao e

o] Bz wARS TAAAA w A=
7t FARNA AEeHAeS FHA Foh

b EXEEL B A wE2y, F=

o] F& FAATL Aok
o] Brxof dojgt FRE taH 2,
71549 F2E& vl Ao 29 6olth

algorithm-identifier ProofOfDelivery Algorithmldentifier,

delivery-time MessageDeliveryTime,

this-recipient-rame ThisRecipientName,

orginally-intended-recipient-name OriginallylntendedRecipientName OPTIONAL,
content Content,

content-identifier Contentldentifier OPTIONAL,

message-security~label MessageSecurityLabel OPTIONAL }

ProofOfDelivery Algorithmldentifier ::= Algorithmldentifier
Algorithmldentifier :: = SEQUENCE {

algorithm OBJECT IDENTIFIER
parameters ANY DEFINED BY algorithm OPTIONAL }

ProofofDelivery J

algorithm-identifier
delivery-time

| content

message-security-label

algorithm-identifier this-recipient-name
value Signature_function J -~— originally-intended-recipient-name

content-identifier
| #axa vy

=l 6. ProofofDelivery
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22 AZ HAL Be

2.2.1 AT AlX| ol=(Peer Entity

Authentication)

o] AMujAE MHS F484 AboloA
application-associationg 2% ) A FHco}
A% °9l=(mutual authentication)& bind ¢l
(argument)®} 2 # (result) 2 A G H=
InitiatorCredentials 8 =9} ResponderCreden-
tials B=E T AEHe LY AF 2@
(two-way authentication exchange)& ©] &3}

o Y

9A WA BEE oA oA BEE & A
8% & Ak
« InitiatorCredentials

o]= MTS-bind4 ¢l
Bl +2E o2 2ok

FolxL, ole] He]

InitiatorCredentials :: = CHOICE {
simple Passwd,
strong {0] StrongCredentials
(WITH COMPONENT ¢{

bind-token PRESENT})}

¢ ResponderCredentials

ol MTS-bind9] ZAFelx, o9 H o]
g TE2s g3 2o

ResponderCredentials ::= CHOICE {

simple Passwd,

strong [0] StrongCredentials
(WITH COMPONENT {

bind-token PRESENT}}
2.2.2 Hot FU(Ssecurity Context)

o] Mul&E MTS-user, MTAEZ] A

28 F e B¢ dolEg dAsted A
£t

o] Mul2E MHS 74 R4S 74 passing
& 7 de dAAY B HojEE Asi)

8 e FA L4992 application-association

SecurityContext ::= SET SIZE(1, ub-security-
label) OF SecurityLabel

SecurityLabel ::= SET {
security -policy-identifier
SecurityPolicyldentifier OPTIONAL,
security-clagsification
SecurityClassification OPTIONAL,
privacy-mark

OPTIONAL,

PrivacyMark

security-categories

OPTIONAL }

SecurityCategories

2.3 vlolE} u=EA

2.3.1 994 v (Connection Confidentiality)

MHS £ZNM Aosa &3 Jon,
TLSP(Transport Layer Security Protocol),
NLSP(Network Layer Security Protocol) %
&9 #olol(lower layer)oix AYPL=ZF A
k- S = RS
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2.3.2 W& H|2AM(content Confidentiality)

o] AM]AE per-message Z X9 Content-
Confidentiality AlgorithmIdentifierE& A}-& 3}
7349} per-recipient @ =9 WA A EZ d o]
BHEE AMSEe F7HA o R AFEch

o] Au]2E ContentConfidentiality Algori-
thmlidentifiers} WA A ®v|YA AHBF Ay
29 2o AFHIL WHAA HYd HE
By Mulas WA HEE gEstsied
ALEE 718 AEstr] Al Bt

FH7] @agFe] AHEHE shte] $#0%

AAL A2 F ATk

—

* ContentConfidentiality Algorithmldentifier

o] W= per-message®] FEo|I 9]

o] dole} 7xE TheH 2o},

ContentConfidentiality Algorithmldentifier :: =
Algorithmldentifier

AlgorithmIdentifier ::= SEQUENCE {
algorithm ORJECT IDENTIFIER
parameters ANY DEFINED BY
algorithm OPTIONAL }

- AR EZ
21189 WARx BEE Fzx

2.3.3 HMIX] &2 H|YUA(Message Flow
Confidentiality)

of Muj&E WAMA 5&o FHaAg FIA
G £+ s A¥E #2793 Aol 9
£ 9814 Double Enveloping 1@ o] Al&¥

T Ao &, BWIA g wAA AAE 3§
W H

£ 53519 outer envelopE

-

AP -L 9 inner envelopeE FZ 3|

T Welnt o] WL ContentTypes AR

ContentType®] d©lolgt Fx& ©&3
2,
ContentType ::= CHOIE {

built-in BuiltinContentType,
extended ExtendedContentType }

= [APPLICATION 6]
INTEGER {

BuiltinContentType ::

unidentified (0),

external(1),

interpersonal-messaging-1984(2),

interpersonal-messaging-1988(22),

edi-messaging(35),

voice-messaging (40) } (0..ub-built-in-
content-type)

ExtendedContentType ::= OBJECT IDENTIFIER

2.4 dojet FAA AulL&

2.41 A FZAM(Connection Integrity)

MHS EFAA HoslA @ o,

TLSP, NLSP ¥ 3&+¢] #lojojdA XY &
_—ﬂlg}_l qu_}s]m[s]

242 LHE 2ZAM(Content Integrity)

of Mulat wyg Muaz HAx U
289 &4 ol FAA AL A8
3o,

o] AMHY]AE per-message?] MessageOrigin-
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AuthenticationCheck HE= & o]&3l= Wiz » ContentIntegrityCheck
per-recipient®] ContentlntegrityCheck =&
FeshE el sl ArH 25 A °l WEE per-recipients] =] &3}
A [«] 6 JE [s = | ° . 7| A _I—'Z o‘T"‘E‘
_ ) u, o] dojg} +2= v o
Al wAA EEE o]l &3ste WA o &3}

2 %v WHeE FRIEY EES ol &3dt
FH S thA] signed data ZE9 encrypted
data =& A&t FI7HA AR UFY

k.
ContentIntegrityCheck & o] £33 o
=
Z

rir

19

A9 FARNA RAY M¥2E AT
F ot

EP o] WEE WA FAEH, AR
Bt HolR WA

n
WEE Aol ABA
< 937 A3 AR EE9 signed data
= encrypted datao] EEE T}

stiL, 7M7)
originator-certificate

dgse $A%e] FHNE ALEst

ContentIntegrityCheck ::=

A EE

2114 @z

¢ MessageOrigin AuthenticationCheck

21148 #A=x

2.4.3 OIMA|
Integrity)

o] MulAk
st oAl A

e

A%

SIGNATURE SEQUENCE {

algorithm-identifier ContentIntegrity Algorithmldentifier,

content Content }

ContentIntegrity Algorithmldentifier ::=

Content Integrity Check

algorithm-identifier

AlgorithmIdentifier

value =—

Signature_function ll -—

| sars mun |

a7

ContentintegrityCheck

ol A %

=t 224 (Message Sequence

A4 BAQ Aulx

24 MBE o]&std Al

algorithm-identifier
content
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25 Heol B3 Hdul&

251 2€MAH Bol EHM(Non-repudiation of

origin)

7z

I
rr
=,
>
A
o
£
o
r
o
+
29
2
e
oz
=
OlN —10{4

7AE third partyllAl AFste Aol o] A
S HdA dxHFol ALHIJGH B A
HE vy 7o) g #e PSS HEEA
A) A &Fo oF Fhe},

* ContentlntegrityCheck

o] Y= per-recipient? T o) &3}
¥, MHS 715 E9-¢ Jetle
ot 41 UA Atelo gt A &€}

- WAA B2

ofx

°o] = AAl FA UAS 4 UA A}

ol e 2 gHch

SecurityLabel ::= SET {

¢ MessageOrigin AuthenticationCheck

o] WEE per-message Yo £33,
UASH #2401 UA Aole] BE 42
g5, 4 vjdAd Mul2st 87
E%S o AHEEr)

0 p o
2 >

Y

252 HE 8ol ZM(Non-repudiation of

Submission)

AE FA4214%)% sttt

253 Hiet 2o ZM(Non-repudiation of

Delivery)

e ZA4(2153)9 52354

26 dAX Hgl #o] &

w A A Bt g o) 82 originator®} recipient
7t FFske Bl 3RS U387 YsiA 2
8 31} (multilevel security @] 73-%)

H A X Hel Hol8-E per-message TX 9}
WA X EF9] signed data E¥ encrypted
data F =9l o HAEHW, originator7}b 99
2 EE ZAZ Fo4 £ gth

o9l Helg T2 B&T 2

security-policy-identifier SecurityPolicyldentifier OPTIONAL,

security-classification
privacy-mark

security-categories

PrivacyMark

SecurityCategories

Security Classification OPTIONAL,

OPTIONAL,
OPTIONAL }

SecurityPolicyldentifier ::= OBJECT IDENTIFIER
SecurityClassification ::= INTEGER {
unmarked(0).

unclassified (1),
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restricted (2),
confidential(3),
secret(4),
top-secret(5) } (0..ub-integer-optional)
PrivacyMark ::= PrintableString(SIZE(1..ub-privacy-mark-length))
SecurityCategories = SET SIZE(1..ub-security-categories) OF SecurityCategory
SecurityCategory ::= SEQUENCE {
type(0] IMPLICIT SECURITY-CATEGORY,
value[1] ANY DEFINED BY type }
SECURITY-CATEGORY MACRO ::=
BEGIN
TYPE NOTATION ::= type | empty
VALUE NOTATION ::= value(VALUE OBJECT IDENTIFIER)
END

27 ARBE Fd Auls
2.7.1 Credential tH1ZI(Change Credentials)

o] MH]AE MTS-user’} MTS7F 7M.
9lE MTS-user®] credentials® W7Z3stAH s
3, MTA7ZF MTS-user7} 7FX12Z 9= MTA
9] credentialsg A Y F YA MEFEh

o714 9] credentialse= MTA9 MTS-user
Atol o] 43 1F A ANl F, bindAdl MZ
g

ole] Holgt +XE tha Zrh

ChangeCredentials :: = ABSTRACT-
OPERATION
ARGUMENT SET {
old-credentials[ 0] Credentials,
new-credentials[1] Credentials -- same

CHOICE as for old-credentials -- }

RESULT NULL

ERRORS {
NewCredentialsUnacceptable,

OldCredentialsIncorrectlySpecified }

2.7.2 =Z(Register)

o] MHlE= MTAO MTS-userd] Al &-&
He 2o dolEg HAEA sk
o9 dojet FEE vhe T Pt
Register ::= ABSTRACT-OPERATION
ARGUMENT SET {
user-name UserName OPTIONAL,
user-address [0] UserAddress
OPTIONAL,
deliverable-encoded -information-
type EncodedInformationTypes
OPTIONAL,
deliverable-maximum-content-
length [1] EXPLICT
ContentLength QPTIONAL,
default-delivery-control [2]
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EXPLICT DefaultDeliveryControls
OPTIONAL,
deliverable-content-type [3] SET
SIZE(1..ub-content-type) OF
ContentType OPTIONAL,
labels-and-redirections [4] SET
SIZE(1..ub-labels-and-redirections) OF
LabelAndRedirection OPTIONAL }

RESULT NULL

ERRORS { RegisterRejected }

2.7.3 MS =SE£(MS-Register)

MS-registere= MSo] MS-userdlAl 385
= HQ #HolEL HAHIA Frt
olg] dwlolgl F+x+= S

Register-MS ::= ABSTRACT-OPERATION
ARGUMENT  Register-MSArgument
RESULT Register-MSResult
ERRORS {

AttributeError,
AutoActionRequestError,
InvalidRarameterError,
SecurityError,

ServiceError }

Register-MSArgument ::= SET {

auto-action-registrations [0] SET
SIZE(1..ub-auto-registrations) OF
AutoActionRegistration OPTIONAL,

auto-action-deregistratons [1] SET
SIZE(1..ub-auto-registrations) OF
AutoActionDeregistration
OPTIONAL,

list-attribute-defaults [2] SET
SIZE(1..ub-default-registrations) OF
AttributeType OPTIONAL,

fetch-attribute-defaults [3] SET
SIZE(1..ub-default-registrations) OF
AttributeType OPTIONAL,

[4] SEQUENCE {

[0] Credentials,

change-credentials
old-credentials
new-credentials [1] Credentials }

OPTIONAL

-- same CHOICE as for old credentials --,
user-security-labels (5] SET

SIZE(1..ub-labels-and-redirections)

OF SecurityLabel OPTIONAL }

3. Pedi FEHEZE Au& B4

EDL A29& wAA 48 A=de UAZH
Aelste A F/7F EDIY AAagoz
A ol s gEte ABlaE 2A EDIM HY
¢21Z(EDIM Responsibility Authentication)
AMul=9 EDIM H Y F<A ¥ A (Non-
Repudiation of EDIM Responsibility) 2 W&
T AEAET o)y F AMuHl29 HolH
third party®] &) 5o W EFolty W
ZA dlolgl T EHAM AHE W £ A

!
EES ST B BT PO

—_

3.1 EDI Notification <7}/ £3j
(Proof/Non-repudiation of EDI
Notification)

o] Mul2¥E EDI-UA$ EDI-UA A}olg)
FA 6}, request= EDINotificationRequests-~
Field9] EDINotificationSecurity =& A}-£-3}
2, A3} ContentlntegrityCheck, Message-~
OriginAuthenticationCheck WEE A§3o)

EDINotificationRequestsField®} H°)&} +%
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EDINotificationRequestsField ::= SEQUENCE {
edi-notification-requests
[0] DEINotificationRequests DEFAULT {},
edi-notification-security
{1] DEINotificationSecurity DEFAULT {},
edi-reception-security

[2] DEIReceptionSecurity DEFAULT {} }

EDINotificationRequests ::= BIT STRING {
pn(0),
nn(1),
fn(2) }(SIZE(0..ub-bit-options))

EDINotificationSecurity ::= BIT STRING {
proof(0),
non-repudiation(1) }(SIZE(0..ub-bit-options))

EDIReceptionSecurity ::= BIT STRING {
proof(0),
non-repudiation(1) }(SIZE(0..ub-bit-options))

32 AA =F/8ael i (Proof/Non-
repudiation of Retrieval)

o] Myl UAY MS Alol9 EAo]z,
EDI-MSol A EDIMG user actionsg 7]Z 3}
7] 93 Secure EDI-MS audit trail A¥F
g

3.3 AG Z7/¥9 E(Proof/Non-
repudiation of Transfer)

o] AlH]A¥ MTA management domain A}
olg] EAelx, dAMA AFAIGI FH AHR
718 38t7] #13F Secure MT audit trail2 A
g}

of i

34 Ug F7A/%< 2 (Proof/Non-
repudiation of Content)

o] Mu]x

o] gluh

£ o2 e AV AR WY

1) originating EDI-UA] ¢]3F
A EAHYG AL A
HS MU]AE o] &3t W

2) recipient EDI-UAS] ¢}3t & Fo 2
Hyod 7L EDI not1f1cat10n°ﬂ content&
IS AY, BAA F FHE ol &3
o MTSe|A EDI notificationg A& 3}k

=gy

3) trusted third partyE o)-&3t= Wy

EDINotificationRequestsField €}
EDIReceptionSecurity B=2 Al&3t7, 23

request &=

+ ContentIntegrityCheck, MessageOriginAu-
thenticationCheck & AF£ 3kt

4. 74

rhu

X435 EDI Al&=¥o] AFsts Mul2E 7t
Ul ABBE Muxst AFE MHS A
2% Pedi MM2E $4 Y3t MHS
HEBZ Huze FFE 207HX7 dX
Pedi FER3E Mulie 87AE2 ERATH,

an e e

¢ dF EDl 29 TR 98
A ole® Mulzo] AHgHE delg 72
FASHES e ol HEEE MusE
A A AEHE 4 BESY e

doteled £4e T
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