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a) SA(security association) identification

My_SA-ID : Integer of range,

Your_SA-ID : Integer of range,

The local identifier of the SA
The remote identifier of the SA

b) Indicator of whether the NLSPE initiated or responded to the SA

establishment

Initiator : Boolean
¢) UN address of peer NLSP entity
Peer_Adr : Octet string

d) NLSP address of entities served through the remote peer

Adr_Served : Octet string

e) Security services selected for the SA (for NLSP-CL and NLSP-CO )
AC : Integer of range constrained by ASSR

TF_Conf
f) Parameter protection
Param_Prot : Boolean

g) Label mechanism attributes

Label : Boolean
Label_Set : Set of
{Label_Ref

: Integer

: Integer of range constrained by ASSR
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Label_Auth : Object identifier
Label_Content: To format defined by Label_Auth}
h) Security services selected for the SA (for NLSP-CL)

DOAuth : Integer of range constrained by ASSR
CLConf : Integer of range constrained by ASSR
CLInt : Integer of range constrained by ASSR

i) Security services selected for the SA (for NLSP-CO)
PE auth : Integer of range constrained by ASSR
CO Conf : Integer of range constrained by ASSR
CO int : Integer of range constrained by ASSR
j) CO protocol retated attributes
Retain_0On_Disconnect : Boolean
Protect_Connect_Params : Boolean
No_Header : Boolean

1% 1 NLSPollMe B30l S48
Fig. 1 SA attributes in NLSP.

a) Mechanisms selected for the SA

ISN : Boolean
Padd : Boolean
ICv : Boolean
Encipher : Boolean

b) ISN mechanism attributes

ISN_Len : Integer
Data_My_ISN : ISN for last normal data sent
Data_Your_ISN : ISN for last normal data received
Exp_My_ISN : ISN for last expedited data sent
Exp_Your_ISN : ISN for last expedited data receijved
c¢) Padding mechanism attributes
Traff_Padd : Form constrained by ASSR
d) ICV mechanism attributes
ICV_Alg : Object identifier
ICV_Blk : Integer
ICV_Len : Integer
Data_ICV_Gen_Key : Form constrained by ASSR

Data_ICV_Check_Key : Form constrained by ASSR
Exp_ICV_Gen_Key : Form constrained by ASSR
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Exp_ICV_Check_Key
e) Encipherment mechanism attributes
Enc_Alg
Enc_Blk
Data_Enc_Key

Integer

Data_Dec_Key
Exp_Enc_Key
Exp_Dec_Key

: Form constrained by ASSR

: Object identifier

: Form constrained by ASSR
Form constrained by ASSR
Form constrained by ASSR

: Form constrained by ASSR

18 2 SDT PDUE Zi=&slr] ot EEoint S4E
Fig.2 SA attributes for SDT PDU based encapsulation function.
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NLSP userdata
Protocol PDU Content | Data |Content
D LI type SAID length | type | field NLSP userdata
Unprotected header Crypto Octet-string-before-encapsulation ICv Enc.
sync. pad

ICV calulation -~—————%

Encipherment \

1% 3 SDT PDUS| =
Fig.3 Structure of SDT PDU.
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Table 1. Data type.

Value Service primitive

000000 Not related to any NLSP
service primitive

000001 NLSP_UNITDATA req/ind

000010 NLSP_CONNECT req/ind

000011 NLSP_CONNECT req/conf

000100 NLSP_DATA req/ind

000101 NLSP_DATA_ACKNOWLEDGE
req/ind

000110 NLSP_EXPEJdITED DATA
req/ind

000111 NLSP_DISCONNECT req/ind

001000 SA protocol

001001-011111| Reserved for future use

100000-111111] Reserved for private use

22 HUE IY9 g8

Table 2. Content field type.

Value Content field type
00-5F Reserved for private use
60-9F Reserved for future use
AQ-BF Reserved for SA-P use
CO-CF Reserved for mechanism

independent use
DO-FF Reserved for mechansim
dependent use
Protocol PDU SA-P | SA-PDU
ID LI Type SAID Type | contents

1

1 var 1 var

a7 5 2EEHE PDUS =

Fig.5 Structure of security association PDU.
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Table 3. Type of SA content field.

Value Service primitive
A0 My SAID

Al 0Old your SAID

A2 Key token-1

A3 Key token-2

A4 Authentication digital signature
A5 Authentication certificate
A6 Service selection

A7 SA rejection Reason

A8 SA Abort/Release Reason
A9 Label-def

AA SA flags

AB key selection

AC ASSR

AD-BF | Reserved for future use

A4 BE Ao PDUE Z2EZ 2Ex, 2
o], PDU ¥®], 3" Az, W& Zolgt
CSC-PDU W& 4902 A8 13 79 o},

Protocol PDU Content} CSC-PUD
ID U Type SAID length | Content
1 1 1 var 1 var

a2 7 H4EEHo PDUS F=
Fig.7 Structure of connection security

control PDU.
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Transport or relay & routing
NSAP-(O) NLSP-  NSAP-() NSAP-(O) SNPA () NLSP-
adr adr adr adr adr
NLSP NP NP NLSP
NSAP-
UNonde SNPA O NLSP-  SNPA O NLSP- g na () UN-adr
adr adr
adr
NP NLSP NLSP SNAcP
NSAP-() UN-ad ;
SNPA O SNPA O UN-adr g OUN-adr | Datallink
SNDCP SNDCP NP
SNACP SNACP SNPA O
Data link Data link SNDCP
SNAcP
Data link
NSAP : Network service access point
SNPA : Subnetwork point of attachment
SNAcP :@ Subnetwork access point
SNDCP @ Subnetwork dependent convergence protocol

13 8 NLSP #AHIEE
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Fig.8 Addresses in a network layer containing a NLSP sub-layer

with one network protocol above/below NLSP.
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Fig.11 Placement of NLSP-CO
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with an untrusted intermediate system.
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Fig.12 Placement of NLSP-CL between end
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Fig.14. Placement of NLSP-CL with an untrusted intermediate system.
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