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foARE AL W FEse AES U o] WA E @Hel B F ok 2w &
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3.1.5 MALSH S 2 (E-mail compatibility) T 2EEo F£iFE HARNE AFoR )
AFAAT7] ol A& RE wAA] A7
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dstal e m8YE AAst] flstel w Timestamp+= Dataz} ¥HE0| 7l Alzte] Eoj7ta

]
AR 74 ¢k 33% AT A7) AAAS FEF Signature component®] Timestamp signature

Session key Key ID of recipient's
component public key (KUb)
Session key (Ks) KUb
Timestamp ‘
T Key ID of sender's |
public key (KUa)
Signatuge | [rremeemeem e
ignatire Leading two octets
component .
of message digest R64
Message digest
: - . ge s KRa
L (Signature_Timestamp + Data)
T Filename . ZIP
[T el | EIKs
Message I 1 s
Timestamp
component 1
Data l l
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3.3 PGPulAl A &) A

PGPE ol &38te] $Ax7F =274 1
W oA R E dssisteE HA4-e 27y 353
7oy

Generate signature

X = signature ! X

4

Signature _7Yes
required?
No T

Compress
X = Z(X)

Confidentiality Yes )
required?

No

Convert to radix 64
X - R64[X]

S ——

’ Encrypt key, X
X == ERyup[Ks] it EIK[X]

-]

a8 3-8 &M HE

Convert to radix 64
X ~— R64[X]

ot
Confidentiality
required?

Compress
X ~— Z(X)

l

Signature )
required?

R

Yes

Decrypt key, X

K = DRuwl[Ks]; X = DIX]

Strip signature from X
X = verify signature

No
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Lo A Aol AxME-E ForE AJANE @ ¢EH de= AAXNE Eof Frh
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4 Radix-64z wstA) 2. v SUEe Yoluw th Yk

FAzA7E tE st wAdAE Boks W o 7}. pubring.pgp

& BaglsleE AL 1y 3-63 72 Aol 2T B Al ZATIE
7 B#sle 3d Z Public key ringol®k ok

1 Radix-64%8 W3 A 71} oJHEAB R HAH 917 wRo Aur wWH

2 IDEAR 4 3sgtsol d& Afde cz2e WEe #UT + 81 PGPE AHEH
IDEA 715 #F2l#te] HYUIZ & 33 of st} EAIF AAEE AL ®3 29
stel w44 BEsa, 2y

3 3-2 Public key ring
Timestamp Key ID Publickey| Owner |UserID | Key Signature | Signature
trust Legitimacy trust
Ti KUi mod 2++64 KUi trust flagi| Useri | trustflagi |ERj(H(KUi))l complete

Timestamp : ©] 7}7} wrEo}x Azt L}, secring.pgp

Key ID = KU mod 272 Aske®) 712 ARg R Ahale) Wl whe A g8t Private

A= ARgE key ringolg} ghoh wlEy= oAl HolA

Public key = 7717k A€l e 2 7l s AbgRvE et pass-

User ID : A}g-2F9] o] &4 viebich phrasegl= Z-& IDEA2] 7|12 Ap&3dle] I &

Owner trust, Key legitimacy, Signature, s}s] e=t} pubringpgpdt e oW =

Signature trusti= 3 A AelA dw st}

SEELIE RS EE

3 3-3 Private key ring
Timestamp Key ID Public key | Encrypted private key | User ID
Ti KUi mod 2*%64 KUi EIH(Pi)[KRi} user i
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77t g0z A7}
Key ID : Kuli mod 28 AAls]H 718 A
et ARgETH

Public key : 2777} A& Ec}
Encrypted private key @ w]|d77} o453
5o] A AE)

User ID : Ab&2}2] o2& el

Timestamp : ©}
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TN MENE
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A s del Bag T
= "o <]
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ol EEAe 7R I Alzbto] oj&
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PGPE& A& w AF&AI7F #p4le] 3o
Lol M AMEE £ e E o G ag_ H A

F

& dg. A So dEsse FgolA
4% YTelFS A Y AT B AU
A 5l

ES
AR Fe AFH 22 AR E A
-
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3.5 Passphrase$} fingerprint

PGPE AH&% o 71 FastA oA &
Aol HA2Yge 43 passphraseo] t},
Passphrase® 2 4 & Zo gt A3}
g glom Zdolox A go] glok 3 skt
off A A shyel Hol7tA] Yol 7]
2 %] passphrases MD5 #3848 7 x| A
128-bite g Wgsnf, o 128-bit7} IDEAS9
712 AR ¥} Passphrases 719 &%
2 AgEE d #ME 453 g} vgy

S5 etk <)

& 53te wolo

=4 Mg Aol HFEd g3sisted A
Fetedr & W, ALgA = passphrased &
st olZe] IDEA9 712 AMEHo d 53}
#t} (EIH[passpharse][M]). ML t}A] &35
g8zl el e GEskE o AFg% pass-
phrase& H7lo] ¢gaof s} FAME PGP

& AbRste dEsiAlg W dejve #A7E
w4 shvhatite] zbzl th& passphraseE &
Relzl ok ™ &} e] passphrased 7FA 7 &
€ ¥AME d3stg At sk Aol AR
o] Af-v BFAol v F2 wyolxut &

M7b @obx® ztze] passphrase& 7] 3ha
de Ak oAHE Yo o z8g 29
passphrase &S oW rto] 71 &8 & 57 9
ool o)gA =Y o8y Bede Hekdo
2 FHLEG. Fx2 AL drve pass-
phrase& 71ejstdl 7] W&o 7|Es ¥&
8e glAe o} W rlr} passphrasert =25
W ORE el AdAAE A9t AT
9

3.

T
O
Vg
[oZ

v 7) & secring.pgpoll B#E of ¢Esiw
Helg AAEG 74w gsse 7=
passphrase 7} #<¢lt} (EIH( passphrase] [ secret

_key]) 2eing gEshy ZssE 98| v
2Y)E AL wf AL§ A= passphrased 4 &)
8 dHsor gt

Fingerprinte #7712 MD>E o] &3}
128-bitg] ez viekd sejolc) 128-bito)
7w ol 32708 1604 E EH A
Fingerprint: z} 7o} whsi Al 7638 &

47 97 Weel As W sAe + 9

= LEFE olgEc)
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36 7] A F

PGP Algol glojA 71& 2 2xdolagt &
Ae AL ALER A9 FFgy WL 77t

__’T: KU
AgE Ao 71148 e Wyol o¥o
E Rolofl whek BrE AQl ZXE A F
A71E BUE AMExbE A7 obd BolA o
AAE 2e 457 288 & Ao == B
7b A7 e AHYE UM A BRE F
F= Aok o)F AP 4L E PGPAAME A}
£AEZY AMFHEE Adse 9 IHE
AR siA ot

HA 7hdsiA et ofo]Eo] WAl A}
He e de] Pe e delolrh of#
ool 52 HE HE AMES T o AR E
A "H7beA oy AAle] Be FRU A
o W& Adch a2 FE7 2 Abd
S Werty ATHA ololx R AtEg ®
A sx, FE7h 24 AMgE FEE ololw
A 3te}, o9} o] PGPIME Algzl7t w2
= Ao 71& wg o vl € de A
Hg By AAle] w3 Qe Abeke] Aol
gy oW g @He 75 W AL
283 Mol gle 718 AbgstE & dele
ARAARNE B Fof!

ol#3t 7ol AFHAA "o FYES
Public key ring® Owner _trust, Key_

legitimacy, Signature, Signature _trust S o]t}

7}. Key _legitimacy

AgA7E AS AEE Hel Sl g wk
S o o] 77t ol HE Ae) ZAAE Uet
We Beolt e dE Az g @i
o PGP7l atgo2 Aies, 713 # e

e e 2

undefined : A}&27F &4 Q= Ao
Mol &

untrusted : AFRR7F BAIS Y Y= AL
gel Aol e

marginal trust A} 827 ol A%
e Abge) Aol g o
AL A w
Atge] M=ol slE

rir

complete trust :

complete trustgE #jst L /MR Y=
Il AFEE o A MR 7 BofRt

1}, Signature trust

o™ 77} A& 2ot} B A}RAE0] 1
7loll Aol MHE EolA ok MHEE Eo
= P52 QY olgE A 2 7Y e
ZHsF 9uelth A9l 7l A MT
2ol A4 HUA AAg dE OE Alge] A
718 $%S W 2 ABEE B3 A¢ ke
o) o4& ZA & AMEsiA ®oh 282
2 o' 7l zale MES EY de 79
ANE FAsA &g Fo o g},

—

to o g

7)ol signature’} B2 u] 2 MHMYEL E
Aol oigk MEl=zF 3 dastch
M HE Signature—trust oA EFH @}
€W A7} B o]lgo] & & Ists
o] Mol #of Uty ¥ A7 CE
HJr 2gsts 7HE Fol £t ole Owner
—trust FEANA 714 2+ © Owner _ trust
of W3 Hdme thgd slo. Signature_ trust
of Eoj7te e thdH 2o PGP A%
o2 Aisf #rth

£ 2 w

r ot o e

2

undefined trust

untrusted to sign other keys
usually trusted to sign other keys
always trusted to sign other keys

ultimate trust
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o]= 7} Signature —trustel}] always tr-
usted 7} shubRE 9l oW (AFE-2pE S U
Abe 17 ool M S sy UdoH)
Key _ legitimacy+ complete _trust 3+&
Al 5] 37, usually trusted7} 27] o] A o)
(configtxte] aitd wo} zrol] uwlel wabd)
g wx complete_trust & 7FR A ®r)
178y & ool = Key_legitimacyol
—trust gkol Hoi7bA Fth

79
7+

marginal

t}. Owner . trust

ARERE7E Aol el M FRREA S HItE
gt FRolth F A B
o] 718 WL W AFEAtE Ao HHE B
Be] 71§ A=5d £ Yk st AL e
oo s AREAE A fdEE T FEQ

W et Ak

A o] Hol e

Ha F e

- undefined trust

untrusted to sign other keys
- usually trusted to sign other keys
- always trusted to sign other keys

ultimate trust

Signature ~trustell Eei7he #3d 2 #
9 e=d Owner—trustell e e

HEoleh. A=t

+ 7HH R
Signature —trust® £ 7] 7]
trustell Q¥ FEE Signature—trust =
7R 7t ol & %
AlAFEA E )

Owner _

Z 8l Key . legitimacy &

37 71 A% ol
LelH A 7] Q-

% 2 HEx
P HECIC R ER S R s

7h AR A7 N2 718 RS o

ALg2F7E A}al 2] &g e Owner
—trust, Key-legitimacyel| ultimate, complete
ol Aoz YT & 3-4k o %ol

A 9] public key ringg vhelRd o),

=

L}, Signature’} §lE Be] 71& #wokg o
Signature7t @& $l® e 71E Wk o
trust¥# gk ofife}

macy ol = AMEAF7E 3Ee Pl Fojof gt

o= Owner._

¥ 3-4 AFEXI2| Public key ring
...... Owner_trust User ID Key_legitimacy e
...... ultimate A complete

Ny

tEog AY

H 3-5 SignatureZt 1= J|E FAIBIUEB AR
...... Owner_trust User ID Key_legitimacy e
...... user_defined B user_defined

undefined
untrusted
marginally trusted
completely trusted

if you certify this key yourself
then complete
o.w. undefined
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o
»

b
o rlo

Key —legitimacyell zt& o9
AYE2F7E 1 Flel signatureE

ejm gtk (& 3-5.

fr e

t}
t}

23

t} C7} B9 7)9) signature® 2937 A7} C9

715 73 S

Ce] owner_trustel & o] B9
signature —trust® A 713 BelKey —legiti-
macy & Aitet= dH AHRErh & 3-6dM=
C7t AZRH @A AgE @3 7] gl
C9) signature’t e Bel 7| AdA wolEs
of 21t}

H 3-6 AV} Ceo| 7IE JIXID U2 HE=R

Key ID Owner_trust User ID Key_legitimacy Signature Sig. Trust
3F1DEAS81 user_defined B complete C's signature @
A4171B2D | Ceomplete > -{-——-¢- 7T R

g2}, C7} B2] 7)ol signatured ¥o]l3 A7} C

o] 715 #IUA ¥

C7} B9 7]d signature® B3 =w A7p C

I 3-7 A7t C2l 18 TR UX| @8 EF

Key ID Owneg, trust User ID

Key_legitimacy

Signature Sig. Trust

3F1DEAS8I1 user_defined B

undefined C's signature

o}, Co} D7t B2 719 signature® 292 uj
Fargk o)4te] signaturezt Eo] g wol
= Key_legitimacy & A4tste WS A8
th wheF A7F DO 718 7HAZ AR %S W
_9:_

Ce] trte] ol g¥x Do 71E

W Folel gtol w% Aol ol gHTh H 38
ol = Ceo D¢ Owner—_trust7} 2
marginally trustedo] 7] wj & o B
Key _legitimacy 7} completee 2 Z A = 3o}
=1

(oA ek 7o) configtxt W4 Zroll whe}

H 3-8 SI7i 0|Ate| signatureZ} QUS BF
Key ID Owner_trust User ID Key_legitimacy Signature Sig. Trust
3F1DEAS1 user_defined B complete C's signature @
B's signature margianl
A4171B2D W ) . - o I
B72F912A W- D




Ha¢-® ®h -PGP- n

23). el Ceo| owner_ trust® marginally
trustede] & D¥ undefinede]v} untrusted & 7+
=t} Bel Key _legitimacy+= marginally
trusted 8 zZHAl Hrh

4. PGPe =&ol

41 PGPE +% + 3= X

PGF+ Az w2 10oAMFE Az
A 27702 vpel A uk IElel A A
g8 5 Q= R 2609 2620} 2619
26212 7b¢ & Fole 71k HlE el A
7l ginh 2649 7S Hoh 1280bit7A] 9HE

z 9z utk 2621 2048bit7bA] wE & Atk
ol#1d el BAE T F U XL =
wWel thga e oA g+ U

fip: / / whatsnuackr / pub / pgp /
fip: / / venusgtrirekr / pub / pgptelm /
fip: / / pnokasstackr / pub / securty / pgp /

4.2 PGP 43 7lsE

UNIX| A PGPE Agate Hadole
“ogp” & F7hATh o shel WHolel st
A4 she TlBel BE §4L FolH Ag e

4.2.1 B2Mo| S5t

7b BAE dEEte ] A
%> pgp -c textfile
dzsteiM ohE Xo2 HUA @
3 AAle] FHFE Bag o AgaET &
A& gtoh AME b YE S}
wE 7] 98f passphrased 99
sjjof 3

shoh, dastE e feel sdelE

oz qu--

rU[o m‘m

A
293 %

of “pgp"i} “asc” AR B

L e HEE A$H g3t
%> pgp -cw textfile

o gHE Agsel BES gEstE
gol dow merdel e}
(o]

s ete gro)

Yol @ 4 Utk *EEE VE UL WLL
Aerty sHetE H3vh sbsetr] @
85 B3R AE wEAY S AT
wogHe gEE 3 og Wi APvE
g wol He the cazelels A9 vk
o 4R Aoz %3]

%> pgp textfile.asc

PGPoll M & oju 3t He2EA HE3E
e Hustd wels “pgp” WHE Hol obF
A FHglel I EL olFE Mo T &
&3} A4 A passphrasert Ho® w= PGP
+ passphrase & < & &lele A< e A 9

He 7],

2]

4.2.2 7| B2

7}, PGP 7] ©v&7] (Key Generation)

%> pgp -kg
‘th2 Al 5 PGPE ol &dle] HASHE
AbgstEe zpalel 77 EesiA B x4l
o] 71& M=o wE de “kg” FH& AR
sioh, WorA e Yol Hed H A e

& o3 2o

719] m71& A : 512bits, 768bits, 1024bits
o M7bA 2717t BeRE | 27 2 4%
o Al Agsirlel ghd e
). AVEA7F 3E RO = olele] BAE =
7e] 717 dasd Ay 278 9dee ®

g Ak
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o} (262100 M = 2048bit74 A 7Hs8kTh)

User IDE 99 : User IDE AI2-H7] 3%
qae AT FA4HOZ AL § A9

[e]
A
real name Hol| AA$H FLE B9 Furt

o> Hyun_Dong Park { hdpark @

esperosun.chungnam.ac.kr)

v 7] & secring.pgp
of Had u Usste Fad e dHT
T otk vFd o wiUIE AtEstHd
] 714 Q) ¥ &} passphraseE A &3] ¢l
Folop sfmz g SN T sl

#eb,

Passpharse® &

Random datag 48 : F7/ /ML
IDEAZ 2] Ao B3 seedit s A= 234
ojth. ¥eole A7t HgAE d AL F)

=% 3 woig 2o] SolA 0o HW By
A€ok AMEA7E ElolFste A= gy
Alzto] o] & 5lo] seedftg A bt

olgidl AHES A HWE & Ao F|7t
A=} secring.pgp” 2 ”pubring.pgp'”ﬂl A
il

%> pgp -kg

Pick your RSA key size:

1) 512 bits- Low commercial grade, fast
but less secure

2) 768 bits- High commercial grade,
medium speed, good security

3) 1024 bits- “Military” grade, slow,
highest security

Choose 1, 2, or 3, or enter desired number

of bits: 3

You need a user ID for your public key.

The desired form for this user ID is your
name, followed by your E-mail address
enclosed in <{angle brackets), if you have
an E-mail address.

John Q. Smith <12345.

6789 @ compuserve.com)

For example

Enter a user ID for your public key
Hyun_Dong Park <hdpark @ esperosun.

chungnam.ackr)

You need a pass phrase to protect your
RSA secret key.

Your pass phrase can be any sentence or
phrase and may have many words,
spaces, punctuation, or any other printable
characters.

Enter pass phrase :

/* 3pdel F Byt « /

Enter same pass phrase again:

R PA R K R A= S

We need to generate 624 random bits.
This is done by measuring the time
intervals between your key strokes.

Please enter some random text on your
keyboard until you hear the beep : 624 .
o ob® A mpE QMR s/

0 = -Enough, thank you.
Note that key generation is VERY
lengthy process.

Key generation completed.
Je T A B« /

%>

PGP 7)o #d3 =0 Ha3sH “pgp -



da$8 wek PGP B
K'E dgse 53U ¥ 4 o sppolof st olfE HMALWFAIL WA
AAL HE A% BHE | zg% Ve

v 7] 77 387) (Key View)
%> pgp -kv

Apxlel 7] gtdd oju g J1Ee] de e

B7] A8 kvt FAHE AR FAE
g = A9 o9 Po] W gy niwy)
g 27 9ad g4 H 01] secring pgp 3H4 9|

path® # Folob @tk “kv' §HE A8
& W BeE Buge ojn|t g3 2

Type :  Z7IcI7E vlYFAE B
FT} osec H[YIE VeI
pubel® F7E vehdic},

Bits 712 =7 & vtepd o)

Key ID : 7]1& 2% mod3t dAx=z 92
salo] o] &5t}

Date : F17F A szt Qe glo)

User ID : 7] %<l¢] ID7} Hojz+ehPGP
o 718 2E

& ¥t

AN 2Z A}

%> pgp -kv

Type pub

bits / KeyID 1024 / 903C9265
Date 195 /07/15
UserID Hyun Dong_. Park

{esperosun. chungnam.ackr)
ot 7] £4-& W E 7 (Key Edit)
%> pgp -ke

stute] Flol Eo] 2+ User ID, Passphrase
& 71 F4ojzt st ol WEe WA
Al S glek AREAE 2FA 9] Fah el sl A
o + Passphrasev} User ID& 7 A2 o
AL, HE A7 el dia M=

Owner .trust& WAAZ 4 9}, User DS

Ab 3 o)

73 $-ot}. Passphrase& u}fto}ol
t7tol Al AF4l 2] passpharserf i%
ool & we)r},

shute]l 7le] olg) e User IDE Alsg
F7F stk g Abgho] o2 HFEA AHS
ZEALAL g Wl §-83 b, ofe] el User
IDE zs"oﬂ ’\1 3}4—& AL AE dg= ke
FHE AR ke gAML dE AE X
T W AMEEE SR o L17H o] User ID
E 7HA2 Qe 7Y "e 7

IDuhg A o 22}

2
fr
A4 do &

i
32
v

= -f}‘r-_l_ User

gl e aAlglolA R )&
Extract)

Fol W7l (Key

%> pgp -kx UserlD filename

el 78 e ARSA AuA =
%Hz;azf: 7 s AAE VAN $7)E
WE AW o] e oA 28e $ido
Ao e w adER Aol HIA s= 7)
9hg wj oA muolo @) o) W s
gAtol “kx” &Mtk 84 ol tex A
e wEe s she 7]9] User ID9} 7|8 2A}

sS4 we sedel olgolu).

iy
N
fu
w2
£ o
o

ach

S shbel @A oy W

%2> pgp -kxaf HD_PARK | mail kskim

@ esperosun.chungnam.ac kr

glob 7o) shwl 77k PNEAR SAAA
Yoz Fojzir)

- St Aot

stol 28 Faf A5 el

3z
“a" &A1& Radix 64 conversiong

stutel stdell o] she] 718 Hol Rujo}
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Ol
-

£ A7 Ak oW AL e Pauz
el shele] User IDRHE up3to] 7hRiA A
A9z AT Wlek & 7)) St
2 MARE Aol drh e e
script® A St del oA Aze) 71
4 57h lvh

%> foreach 1 (HD_PARK Kisu Taegap)

7pgp -kx $i rkeys.pgp
?end

%> pgp -a rkeys.pgp

o 8

2
kS
5

ab, ThE Al F1E A 7] 3tdel &
7] (Key Add)

%> pgp -ka key _ filename

F27b7F B A 718 HWE ZAgoltt
718 werow zpalel 7] o] & Folof
St o ojw) e FAo] “ka" FAelth o]
HHe Aygsd Eofjde 7o dg HE7}
uex o 7)o 23 signatureE #Y Aok

T Bo] Hid yesE & AlE=2] signa-
3 noE &YW aYE AN &

A 7 EE}
v}, 7] %7} (Key Remove)

0> pgp -kr

Abg-ap ApAle] AT el e A
7 o2 Atgel 718 Ag 9 2E FA]
kit Aol zpAlel 1Y Afole vi A E

= uEse A £ A

4.2.3 ABFE BAQ & £4l

[LE

7F WA 35 5AAH $£418 71 (Encryption)
%> pgp -ea message receiver's UserlD

Wdg dxssir FAlstEw 2 A9

#4g AR weh,

=

ATEE o] &3t FUL TET
FARe FNINE He

3 IDEA 718 AMAstd stdE ¢Estd

t}. (PGP7} A2 o2 317 wEo A&

®

o3

A= o] BAE BHA Fa})
@ AL#¥ IDEA 715 FAlze 9=
A5 3letot,

G oY ooz £43%

ﬂ
]
2

de o fr
30

1o
o

4
2
4
£
_>r~l_,
{0
ol
=
N
1o
w
Q
s
Il
E3
)
i

o] A wuzc 2ER d FaAAe
TNNE gastE EME d3sE A7 A
2% B5stg & 7 glvh IDEA 7171 4
AElE A S APEANA BRI A e

%> pgp -ea plain Phil

Recipient’s public key(s) will be used to
encrypt.

Key for user ID : Phil {phil@ pgp.com)
512-bit key, Key ID 43744F09, created
194 /07 /07
WARNING

not certified with a trusted signature, it is

Because this public key is

not known with high confidence that this
public key actually belongs to: “Phil
{phil@pgp.com>”.
/x @A3] AFE A7F obd AL v
AT AR o« /

fr

Are you sure you want to use this public
key (y/N)? vy
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Transport armor file name: plain.asc

%)

kel Ful= gpeloA] Phil olgls User ID
E A T2 oWl A}g oA User IDE
= ©@A7E "o

2 e o @AE AR ¢
oM 718 wid WAy shute] W= 2ol
A EMERA, dEsh ddAdeE BA A8

7]
%> pgp -eaf Kisu | mail kskim @
esperosun.chungnam.ac.kr
Kisu!

Hi!

Bye!

"D

%%

foh e o W shel mwE 2
AN REA olfojan AgAT Yo
deol Mz stdel 4y Yome WHE

]

o} ¥ oot Bl & Hebyo

.

Lo rastE dde Faste] 258)e )

“5) pgp cipher.asc

FE3tE Hdg WA H AR A A7)
I frAdgle] pgp HE H l kel o5& M
o s PR FEEE A7) o
ol BEstate dee **lz}el v 2 7] 7}
H Q382 F passphraseE Eo| B} FAlz7})

passphrase® 24 <257 %’ii}"ﬂ A8
g IDEA 718 23533t 39S B35l
E58¥ Yo o5& YiEs

X .pgptt asc7h AetEo] 9

%> pgp cipher.asc

File is encrypted. Secret key is required to
read it.

Key for user ID: Hyun Dong- Park
¢hdpark @esperosun.chungnam.ac.kr>”

/e ARl FANI ./

1024-bit key, Key ID 903C9265, created
196/07 /15

You need a pass phrase to unlock your
RSA secret key.
Enter pass phrase: .Pass phrase is
good. Just a moment....

el Abe] WE g 27) JE) A e /
Plaintext filename: cipher

QN
oy

th st g BEEEe] W ET B
%> pgp -m cipher.asc

) E5sslH Eo3w
i gl o) *871 H oole HEx dsie
FRE TEE Fo)7] wEd AMgAe] §9
7 dasioh oleg EAHE adstrl 9)s)
MotmT ARG AMEEE W oA st B
38tEl YRo| Fwe Hojd Mol v} B
v Fof] = tazid @E AHARE EFo
b 4714 noE QJEEld 23 ¥ yee
Ul 2ziel] @A 2] e

2h. of 2] Abgloll Al dE el Fals)7]
%, pgp -ea textfile receiverl receiver?

1ot e Haeow Hasd v MR 9F
$3te Wt o Rojx 31 IDEA )&

Tz

receiverl 3 recerver2 F Alge] Za| 2 zhz}
dzatElo] WA Sl HrbgEig, $azte]
N2 dusts oW e 2usts
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g 9s e e

kg =
= T
FAzLe] 2B $A41A9] User IDE XE

HU

4.2.4 MAMH

7}, Bo) AAME Hrtaks] (Signature)

%> pgp -s textfile

Ao signatures @A HWH FARTE &
ME wol BT HE ZFo EHAQL MAH
dol weA B F A E=F FAUAE
A5 2 Arh X signatureE H A3
o7 $AAE AE A E2 HEAAE
AL A4S SAAER AT AUk &4

o] signatureg &ole WA= v&3 72rh

1 #ME MDSE ol fa) 128-bite] Aoz
HEir o}

20 128-bitE F A=) H|UIE o] g3 &
$.gtsted o] Ao} Aot

3 AAMY FES Ao Hwdd gk

%> pgp -s textfile

A Secret key is required to make a
signature.

You specified no user ID to select your
secret key, so the default user ID and key
will be the most recently added key on
your secret key ring.

/o AhgE 18 AR FA BE ASolE

Y EA S vWE AETT + /

You need a pass phrase to unlock your
RSA secret key,

Key for user ID “Hyun Dong_ Park
¢hdpark @ esperosun.chungnam.ac kr)"

Enter pass phrase: .Pass phrase is good.

Key for user ID: Hyun Dong_ Park

(hdpark @ esperosun.chungnam.ac.kr)

1024 -bit key, Key ID 903C9265, created

196/07/15

Just a moment....

Clear signature file: textfile.asc

%

“S A AESE FARel w277}

o 2 oll passphrase— PHM o T
ool pgp 3

AR RS gt

AN dahe FAe) BAE oe

ig=

dAe) wwglE gEstHel Us o

oA FuAe FANE BE3

(258 Aoe FAAL HEAW
bite] W golch)

2 el %W Ul WAA MD5 A

@ Fohel 128 bitel WE & wImTh A
M HEEF bR WAl YojukA
WAL st R

%> pgp textfile.asc

File has signature. Public key is required
to check signature,

Good signature from user “ Hyun
Dong — Park <hdpark @ esperosun.chun-
gnam.ackr)”.

Signature made 1995 /08 /12 13:34 GMT

Plaintext filename: text
%



M2$H wek -PGP- n

S ML AEH BNE B2asse
oA FARS] FAZG mejmz AR
A2 FANE AAL YA Bow PGP

7} signature & <ls] & 4 gluh
ohoogEAlel wwy FeA shtE destel
Rl - B g -1
% pgp -s textfile -u Jeff

AgAst e el vEAE AAE 9
W ogustel ofn u2RAE 1§ RUNE

AR & £ do. \¥2FE s A2
Aok FA7E AT oA At Ak HR
ZA SN B|YH 7} AL EC} olw B
gt v E ARSI E slFE Aol “u %—

\IL

Aojr}, “u" FA FHlo| 2= User ID
b= Wil 77 FEstel ARE EI

e AAMEE Hotstd das a7l

(Signature and Encryption)
%> pgp -se textfile

AR g Eole 7;1—‘} A A ol AbE-
bR AbREE
E5stE g 7] Wil 7dAde B
Z F7-gldh 28BE AAAMEE B9 WA
A& IDEA gxelZer cpal ¢gasiaict A}
48 IDEA 715 29 78 gEshe
AT ‘e FHL FA AEEH
AA HAMPE ol TA] Gt &
Mape] vlg 7|9} palake]l FAFivE B 2
o] 7] wjEd] A}&E)E v|WF| e passphrases}t
FM7 e} User IDE A8 oo} gt

i,
=
g
N
=2
o
==
oM
o
Ok
e
ok &
\[
= —
N
0]

%> pgp -sea textfile freedom

A secret key is required to make a
signature,

You need a pass phrase to unlock your
RSA sceret key.

Key for user ID “Hyun Dong_ Park

¢hdpark @esperosun.chungnam ac kr>".
Enter pass phrase:  Pass phrase is good.
Key for user ID: Hyun Dong - Park
{hdpark @ esperosun.chungnam ac.kr)

1024 -bit key, Key ID 903CY265, created
195/07 /15

Just a moment.....

Recipient’s public key(s) will be used to
encrypt.

Key for user ID:
{ff@ freedom.net>
1024-bit key, Key 1D FB704769, (;reated
1M/ B/ %

Freedom Fighter

Transport armor file: textfile.asc

1274
7o)

ul, Bo)® ARNAMEE 7HE7] (Sign By itself)

%> pgp -sb textfile

oM dE dAMEE v A B
AL AR gl T A Y AL
A2 Fio] dafel wAA et Fe 5o
e vk Zolth whep 5 AREAZE A7) 7b
T 2ME AR AL R EX9 F
dee @Aty & o ARMEL Hobsk &
ME oAl AFeA @i dAME RETE

Aol #8d £ A7) Wi AHE 54

W oAEH xS A o

o 7|M & AF7HA] Kol & pgpe
ol &3l A B7F ¢33ty EANL st 7}
A 718" dag B (R 4-1)
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41 7|2l 45E E4 HHAl
A B
Aol v ZANE A4 ael wLs] EA7E B4
Pgp -kg , Pgp -kg
Be 4718 87
2o B S Bl A A%
Pgp -kxaflmail A@address

Bel 3478 Aol 37t
Pgp -ka B_ key

Ael g4 & BAA A%
p - kxaf AlB@address

Fingerprint2 371719} 29 & &9l

Fingerprint 2 Z7/47]¢] 19 E &2

pgp -kvc pgp -kvc
X ARAMEE FHrista Bero] & &
AEZ gxshstel BolA A%
pgp -sea message B
mail B@address { message. asc
A7t B BME Bty HdAxAE S
2l

DEP Mmessage.asc

4.3 PGP 7)¢9] =

PE Atgsith BW o2 ArgEe] 718
dArh ol JIES A 7] A
T3 ALES ok st AMEAE ME
ZAAE A dolor AE=F F & /\}-g-
< Atk A7 E oAy F
2| signatureﬂ L 718 BUe 4 yFa ok

go} &}

o A
wg F

Fe e

o}

7}, 7] F7F (Key Add)

case 1.

oleito]l vreF HxpF o AxSHE FA
FEg by 7HA sk AR HA A
faye 7178 £ A+ li’}“lg 7FA| 31 e}
A el ge] 7] stdel &8 Feh v A
X o= 712 fingerprint7} Xﬁﬂ It} geju
2 718 298 ¥ fingerprint& Holxl E XA
o d& de R ¥nE ot EYoH
Aaiel Hg 29 e AR Flge A
S FUY F vk A7A Alef FAHY
Ae ZA3A BAF7] i odzEe o
g el 7)ol A2 E 8] signatureE o] Fol
T ®Eoh o9 signaturert EoW oE
o A7t AP JE LT wW FAe

signatureg& W31 T}E ol zAY
&8
e} 7]
A ol

glol 718
A ek aeR2 ofel
Sk

ﬂ%ﬂﬁ%

A

@Wovhrﬂﬂﬁ%t+
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719] FAARA o= HE Wg Holur}
Atk Yol wa Owner_trustE AA

dolth oejie] woF w3 FAH A

ot af e
o
2

o fr

spoletd szbg ol M) Fe )
ol Aolvh stRITF il el A
Hal Mol 22 7|8 Rz Wody 7
= @S Aotk od W& el 7l o
A Owner —trust® undefined®2 A8
ool e 7E wUE o Sz
signature7} £} Ut} st 719 Key_
legitimacy AlAtells gL v A vl 4
A PGP da 9] o= oh& 7o)

2
=

=1l
L=

5

I
A

b
2

¢

%> pgp -ka philpgp

Looking for new keys...
pub 512/ 43744F09 1994 / 07 / 07 Phil's Pretty
Good Pizza <{phil@ pgp.com>

Cnecking signatures...

Keyfile contains:

1 new key(s)

One or more of the new keys are not
fully certified,

Do you want to certify any of these keys
yourself (y/N)? y
Key for user ID Phil's Pretty Good
Pizza {phil@ pgp.com)

512-bit key, Key ID 43744F09, created
194 /07 /(07

Key fingerprint = 24 38 1A 58 46 AD
CC 2D AB C9 EO F1 C7 3C 67 EC

/v 7] AlEg El s/

This key /user ID association is not

certified,

Do you want to certify this key yourself
(y/N)y

/e F719] AYE #gAFPerm e signatureE
€}« /

Looking for key for user “Phil's Pretty
Good Pizza <{phil@ pgp.com>":

Key for user ID: Phil's Pretty Good Pizza
{phil@pgp.com)

512-bit key, Key ID 43744F09, created
19 /07 /07

READ CAREFULLY: Based on your
own direct first-hand knowledge, are you
absolutely certain that you are prepared to
solemnly certify that the above public key
actually belongs to the user specified by
the above user ID (v /N)? y

/e AEE FEEZ Eolx AL
You need a pass phrase to unlock your
RSA secret key.

Key for user ID “Simson L. Garfinkel

{simsong @acm.org)”

Enter pass phrase: Pass phrase is good.
Just a moment..
/+RIYINE Mol szt /

Key signature certificate added.

Make d determination in your own mind
whether this key actually belongs to the
person whom you think it belongs to,
based on available evidence. If you think
it does, then bhased on your estimate of
that person’s integrity and competence in
key management, answer the following

question:
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Would you trust “Phil's Pretty Good Pizza
{phil@pgp.com>” to act as an intriducer
and certify other people’s public keys to
you?

(1=I don't know. 2=No. 3=Usually.
4="Yes, always.) 7 2

/v AL FAARE WA
%)

orore. x /

B = 4=

1 “l = don’t know” & o] A}&He] signa-
ture7t €& 717F & wimith AREApel A
99025 Bo] BAGE Folth

20 "2 =No"& g2 Az 718

& FARZE o ARe

1=

27NAA

17 & A

Al A e A

Ao ol

o)g A & Atgke] 7)o thElA AlRAE
niel 7}7] o2 Owner—trust& & 5 9
71 W2o] PGP= AM&=} 7f7icle] o &o)
F8slt. AREE #
Ae Aoz AARAR ohE FoA
qal g BE Alge g gAFH 5 ok

odeje] AFrt AaReA Ao 78
By $toh Fingerprint® #913b7] s 21+
AA HstE Aol FeolalE A 3¢ 77t

Ak 719 FoAe AAE wEHHEL o
A AFE o= Fe

We 5 dE gt

2 ZAs ol @t} Aol e AT ¥
A Faol AL Wl & AY
oW WA FAL B WL APozZ o7
Aot} Alg ol case 19 A9 Tt
vixjute} Al Y=g A F= DAl
A AREARZE e e dEEE 5 Ao v
o, “4'E AdHsd go=

signature7t 22 7= o}F 2Alglol Algs}

Atte L=olth
%> pgp -ka terry.asc

Looking for new keys...
pub 512/ A4171B2D 1994 /05 /12 Terrence
Talbot {tit@dtw.com)

Checking signatures...

Keyfile contains:

1 new key(s)

One or more of the new keys are not
fully certified.

Do you want to certify any of these keys
yourself (y /N)? y
Key for user ID Terrence Talbot
{te@diw.com)

512-bit key, Key ID A4171B2D, created
19 /06/12

Key fingerprint = 45 3B 25 66 3F 97 D3
CF B9 41 B4 B4 C1 99 DD 7F

/v 718 AEE #l o+ /

This key /user ID association is not

certified,

Do you want to certify this key yourself
(y/N)y
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VAR R
-i=
Looking for key for user 'Terrence Talbot
(tjt@dtw.com)’:

NEe gegomg signatured

Key for wuser ID: Terrence Talbot
{tjt @dtw.com)

512-bit key, Key ID A4171B2D, created
191/06/12

READ CAREFULLY: Based on your
own direct first-hand knowledge, are you
absolutely certain that you are prepared to
solemnly certify that the above public key
actually belongs to the user specified by
the above user ID (y/N)? y

/o e SR golX WAt

You need a pass phrase to unlock your
R5A secret key.

Key for user ID “Simson L. Garfinkel
{simsong @acm.org>”
Enter pass phrase: Pass phrase is good.
Just a moment..

/xBDIE Mof a7t/

Key signature certificate added.

Make d determination in your own mind
whether this key actually belongs to the
person whom you think it belongs to,
based on available evidence. If you think
it does, then based on your estimate of
that person’s integrity and competence in
key management, answer the following
question:

Would you trust “Terrence Talbot (tjt
@ dtw com)”

to act as an intriducer and certify other

people’s public keys to you?
(1=1 don’t know. 2=Nao.
4=Yes, always.) ? 4

aAAA FE e

3 =Usually

i)

/+* Terrence7}t
&9 gyt s /

%>

case 3. REx AlH9] F1& We AL
oy WUNLE wrhsl Farbrh A 8

dg Hu gox 3z 7] Yl &8 w1

Elo]c} o]

7) Felol 0B BUM BEE A

g o oL oJE9A FAdert? WA
signature® d# ) et signaturer} @

AR gAY ool M3
#E 2l signature7t @8 AvkR o] 71E ALE
e Sk b Hivbe 07 o R
o wke] 2@y UA ®ch e R
o] ot /\}aml Slgnature7} gl drid o)
lofl sl #eld 5 Ut

A w4

o] §]. o]

Ee 79 4

%> pgp -ka sam.pgp

Looking for new keys...

pub 768 /3F1IDEA&] 1994 /08 /27 Sam
Spade ¢{smokey @ bureau.com)

/v REE AAgddLL « /

Checking signatures...

pub 768 /3FIDEAS81 1994 /08 /27 Sam
Spade {smokey @ bureau.com

sig! A4171B2D 1994 /05 /12 Terrence
Talbot {tit@dtw.com)

/e Z 2] signature7}. * /

Keyfile contains:
1 new key(s)

/v e

%o
fr

2ER

9] signature”}



82 B RES L (1995, 12)

71 Al A A"« /

Make d determination in your own mind
whether this key actually belongs to the
person whom you think it belongs to,
based on available evidence. If you think
it does, then based on your estimate of
that person’s integrity and competence in
key management, answer the following
question:

Would you trust “Terrence Talbot
{t@dtw.com)” to act as an Intriducer
and certify other people’'s public keys to
you?

(1=1 don't know, 2=No. 3=Usually,
4=Yes, always.) ? 3

/x REe AbgolAIRE 77 °
oty x /

Ky

fr

A} %L

Aol Ao 7o FURY e
signature® €l #YS FstA Fgert st
Ak o g Eo] o] Flot} signatureE EolR

=

L
AOW FHE AFHA Y 5 9

. Flell @@ signature #9¢l3}7)
(Key Check, Key Verbose View)

%> pgp -kc
%) pgp -kvv

PGPE g3l By 39 o 79
signature7} B0 e A& @cleof & Ha
7 Ak old Abg-shE Aol “ke” FAHH -
kvv” Fdojch

“ke” FAE 7] A
=]

S
Eo] & signatureo] A A3

%> pgp -kc
Type

bits / KeyID

Date

UserlD

Key ID

Trust

Validity
User 1D

%>

%> pgp -kvv
Type

bits / KeyID

Date

User ID

%)

pub

sig!

768 / 3F1IDEAS8L
A4171B2D

1M/ B/27

19 /%/12

Sam spade

{smokey @ bureau.com,
Terrence Talbot
{tit@dtw.com)

3F1DEASI

c

marginal

complete

complete

Sam spade

{smokey @bureau.com
Terrence Talbot
{tt@dtw.com)

pub

sig!

768 / 3F1DEAS]
A4171B2D

1™ //27

19 /b/12

Sam spade

{smokey @ bureau.com)
Terrence Talbot
{jt@dtw.com)
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t}. 712 fingerprint ¥.7] (Key View Check)

71¢] fingerprintE B 7] 9J3lM = “-kve" &
AE AHEEuh

%> pgp -kvc

Type pub
bits / KeyID 768 / 3F1DEASI
Date 19/ B/27
User ID Sam spade
{smokey @ bureau.com>

Key fingerprint = B4 42 4F A4 15 67
FA FD 84 DD 43 E7 09 45

%oy

2} N A% w7 (Key Edit)

% pgp -ke

“ke” FAHE A2 )l AR S pass
phraset} user IDE w}E 4+ UAch 22} =
Mel 7] stdel U thE Abge ZF e
AL g8t A&7 2 A AR E
Owner _ trust& ®}l¥ 4 itk Owner _trust&

ool g JeE oAzt e u

E B9, A&7 A8 W e AlEol
Y3 Hu7b o} R Flouy} vl signatured
oF ¥

o 2 Abge)] g AH S o
glof g} E, HZ o] siz] @d Ay
Aul = by WUz FE3 We & 9
A yztel wMAAE delr NAYEE
upro} Fojol &t thg ol oeiME g3

U MY EE Pojuee 498 2o

I8

%) pgp -ke Terrence
Key for wuser ID: Terrence Talbot
{tjt@dtw.com)

512-bit key, Key ID A4171B2D, created
19 ,/6/12

This user is completely trusted to certify

other keys.

This key /userlD association is fully
certified.

Axiomatically trusted certification from:
Simson L. Garfinkel {(simson@acm.org)
Current trust for this key's owner

is:complete

Make a determination in your own mind
whether this key actually

belongs to the person whom you think it
belongs to, based on available

evidence. If you think it does, then based
on your estimate of

that person’s integrity and competence in
key management, answer

the following question:
Would you trust “Terrence Talbot
{tit@dtw.com>”

to act as an intriducer and certify other
people’s public keys to you?

(1=1 don’t know. 2=No. 3=Usually
4=Yes, always,) ? 3

Public key ring updated.

%)

ul, 7)ol signature £o]7) (Key Sign)

%> pgp -ks

1€ 7] gdol &8 o signatureg Eol:
x5 7HAA T 2HE signatureE  Eol:
¥ UEd signature®E B oot = S
A w Algste Aol “ks" Mol
Signature® Eo|H 1 3t TAIE MDHE
o} &3 128-bite g WET Al&e] uUIE
& 3}sto), Pass phraseE ¢ @sior 7] o
ol H"Fle] Fo] ol¥ signatureE

e
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d £#71 gtk th&e Same] 7o) Simsono]

signature® €9l A-$olth

%) pgp -ks sam

A secret key is required to make a
signature.

You specified no user ID to select your
secret key,

so the default user ID and key will be the
most recently

added key on your secret key ring.
Looking for key for user ‘sam’ :
Key for user ID Sam spade {smokey
@bureau.com)

768-bit key, Key ID 3FIDEAS8], created
19/ 0B/ 27

READ CAREFULLY: Based on your
own direct first-hand knowledge, are

you absolutely certain that you are
prepared to solemnly certify that

the above public key actually belongs to
the user specified by the

above user ID (y /N)? y

You need a pass phrase to unlock your
RSA secret key.
Key for user ID “Simson L.Garfinkel

{simsong@acm.org)>”

Enter pass phrase: .Pass phrase is good.
* Just a moment....

Key signature certificate added.

%>

o2l 7jel wEszt

pac
rr
n}
Jm
o
e
A
i

p2 T
SignatureE o)1 A “-kvv' FHoZ
A& F Sk
vl 7]l @& signature A+ )7

(Key Remove Signature)
%0 pgp -krs

o= 7ol @& e oA 749 signatureE

Zo)H EAF signature® LT AL mo

“kis” FHE AHgRth T el el Samsl
2

7l 2@ signature EFA AFEE AHA s

% pgp -krs sam
Key for user ID : Sam Spade {smokey @
bureau.com)

768-bit key, Key ID 3FIDEARI], created

19/ 8/27

Key has 2 signature(s) :

sig 33681029

Nosmis Noel, Secret Agent {nn@nsa.gov)
Remove this signature (v /N)? y

sig A903C9265

Simson A .Garfinkel {simsong@acm.org)

Remove this signature (v /N)? y

2 key signature(s) removed.

%y
44 PGP 719 FH4&

PGPE& Al&slt}rt w79 pass phrasest
Z25HE £ 2149 A7}t Goll 9 orgH

Itk AzrE 1 F)E A Aok sl

-
a-
al
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7h A 71E F st

%> pgp -kd userlD

>,
2
1o
N
i

FHAagthes e OE AMEE
oAA o] & *}%6‘ 2 geka e FE
A 7o FA4L “kd” F4E AMES F
Astel ™ 2R °] W W 7] 2 revocation certifi-
cateE Eo] Fojof smz 7o} FUvre] &
4= 91t} Revocation certificate® £¢1 7] & 5
Lol B AHFEANA AHAAAHE 3t}
o

b2 ARRAE ApAle] 18 FHAske A golth

o

alo

ul

%> pgp -kd phil

Key for user ID: Phil's Pretty Good Pizza
{phil@ pgp.com>

512-it key, Key ID 43744F09, created
1949 /07 /(07

Do you want to permanently revoke your

public key

by issuing a secret key compromise
certificate

for “Phil's Pretty Good Pizza {phil@
pgp.comy” (y/N)?y

You need a pass phrase to unlock your
RSA secret key.
Key for user ID “Phil's Pretty Good Pizza
{phil@ pgp.com>”

Enter pass phrase:
Pass phrase 1s good. Just a moment....
Key compromise certificate created.

%> pgp -kv

Type pub

bits / KeyID 512 / 43744F 09

Date 194 /07 /07

User ID * % % KEY REVOKED * % %

Phil's Pretty Good Pizza
{phil@ pgp.com>

%)

of
Ll

dlo

7)ol revocation certificate® ¥¢l v}
718 MaA7y wwo s HuAzivh 3
HEA7IE tAle BFAE £ gle
AlRAt e 718 #HASteE do AFL 7lslok
gtk ot & A}RA}7} revocation certificate 7F

7] st &8 w4 =HW 2 A&
Aw o) F|E ALY 4 flA gk

o~

st
il

v 7E

L e

el 7] H 2]

%> pgp -kd userlD

kel ASE AN AE Hise ol
AT AA7)HE AN 7] el Uk e
Aberel 18 AT Ae 2ok gE Ay

@
ol 718 FA2A7I™ 2 JFe AdeAT <
3 o0E AgEdAE b o

Fet) eFeo] wWiw
2N el oAl BTAY S0t e g
4 wpel v =EEUE £8S B3 A
del 7] sgel Qe 2 Awel g 44
Arhr) shels) & A

Ve |
R

T} A Az ¢=ogluh t}A) ,}gl_:lA]z ) =
& 8 A]

%> pgp -kd sam

Key for user ID: Sam Spade <{smokey
@ bureau.com

768 -bit key, Key 1D, 3F1DEAS1, created
191/ (B/Z7

Disable this key (y
7).
%> pgp -kd sam

/NI?y
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Key for user ID: Sam Spade <{smckey
@ bureau.com)

768-bit key, Key ID, 3F1IDEASRI, created
194/ 08/ 27

Key is disabled.

Key is already disabled.

Do you want to enable this key again
(y/N)?y

%>

4.5 PGP configuration file

o]
AA

« ARMOR [-a] (default OFF) : On#]
7]¥ PGP7} 9t RE FAE o
s A radix conversionS A|AH FEZ &
33tE EME AAWA S Fad F4
sl gwljol o] gt

« ARMORLINES (default 720) : A7}7}
2 3lds AxsHez 2d 9 PGP
b Z2AE 272 d9e @laolth

« BAKRING (no default) : w27 3
2] backupg& 3}< 2] path

o Cert_depth (default 4) @ F/HAEA
o] J&s @ dA7A FHEstevh
ok A7} B Wi, Bt C8 wi, C7
D& 9, D7} E& wed @A $7} 4
olmzE AR EE 9& # Uch

« CHARSET (default noconv) : A&z}
7b AbESt R e A 2FeA AdEe
EAAAE AR thE FRAAAE
Abgate AbEAe FAE & odA F
tbnoconveE 7re HAE ALEE W

L

= ol

CLEARSIG (default On) : ™A X9
AANE S Y o e wAAE:
rog 3 AAMY FEE Hd 24
o}, Off el HEFN AW Fi&
&7 radix conversiond} 2 & 3}HAbol A
o] Wgo] &elo] 2 =t

COMMENT (default NULL) : PGPej A
REE ac Yo FHAL VECH

COMPLETES_NEEDED (default 1)
718 gAsiFs] s T2 com-

pletely trusted signature2] 78 4.

COMPRESS (default On) : <33} 3}
oA ¢S A8 Foh
INTERACTIVE (default Off) : Ono]
718 3dol &8 & o 7+ 7l
sl M el H RS st
KEEPBINARY (default Off) : .asc 3}
o] B353sd WA pgp SYE TE
X olE BIgslA =Hed offAdde
asc sld 3 HEDEL G7T on AdE
F7vdAQl pgp SYE HA FE
LANGUAGE (default en) : PGPl A
wal 2 oA xe] dojE AL
MARGINALS _ NEEDED (default 2)
D 9E gols 7] Y #E8g mar-
gially trusted signaturee] A4~
MYNAME (no default) : ARAAEE
s a3 7]2 user IDE HAL
PAGER : "-m" &4& AT u
ssh8l shele] shwe] WelAE §4
PKCS—COMPAT (default 1} : 25 9]
Aol wAHA AL E & variable2 X
e gee wAx 718 A3

e
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913te] ALEHTE 26 o] 52 viAEA
= FA "o
- PUBRING (default $PGPPATH/
pubring.pgp) © SM717F Bz L2
path

« RANDSEED (default $PGPPATH/
randseed.bin) : W= whAie] g%
seed gtol Eol7te 392 path

« SECRING (default
secring.pgp) © HIE 17}
path

$ PGPPATH/
golz shale

« SHOWPASS (default Off) Onel®
Abg-2}7} pass phrase® YEHE o 3t
Woll pass phrase?} HofZlt}.

« TMP (no default) sdg Hislg
g Pad YrFAdEe] A 39
path

e TZFIX (default 0) : GMT(Greenwich
Mean Time)A7HE #AA7FS 2 wp4t
1 glal "o A7+

« VERBOSE (default 1)
%l o AL B o e

: PGP7} 49
X @Eféi__g] oGL

S watch golH ZEFZESE o HA
A B A, 20/"W YA w4 =] 7t
A wol Fr} 12 FUFUE HEH

6 PGP 7] AH

PGPE Algditt nY EXcle 77 H8
g Aoyt gtk 718 P E WHeEE A
oot} taAL AMEEE el A

7] AWM E o]gatE WHE Q)

7k 71 A st FAlatT]

Auviet tigsle ¢
fat=d AzLH subject BEol 7] AW

ozt ARTRL A

N AHgsts EXE IU=g Yo A
b AR AeHe wulld 2o g §l
Fole GR7E GA A Hog Bl
w7 A e

7 AwelA Ll & Yo w
subject o Yol Fojof 3= IFWM=7E th
2z}, 288 IWN=EE HY o goh

o help : Awe] 3 ARl HgAlH F
e ZWMEe] £/5E o4 £ Utk
%% mail -s Thelp” pgp-public-

keys@ pgp.mit.edu</dev/null
Null message body: hope that’s ok
%>
“(dev/null” & AxF¢HE bodyFEol f
= 9njeld), PGP 714 ¥+ subject 2] W&
gk 17 W Rl body RS om oy #A
7t g1k,
» add @ =9 FIE
=1} (-ka)

%) DED

mail -s

7 Aol 28 ¥

-kxaf Hyun_ Dong Park |
"add” pgp-public-keys@pgp.
mit.edu

%

7] Muje] 718 §5 dole shte] A

Cojul s@w MuE7E M JAEnz ®

£ Aol $5¢ Bae gk

e index @ ABd Y= BE FESE B F
ok (-kv)
%> mail -s

"index” pgp-public-

keys@ pgp.mit.edud/dev/null

Null message body: hope that's ok

9%
« verbose index @ Al¥lg EE JEE
signature$} A 2 4 Aok (-kvv)

o get 1 7] Adld A TE FEE 7HH
1?:‘:}‘. (‘kxaf)
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o get userid : EAI AMgEe F|WE 7t 5 4 &
A &t} (-kxaf userid)
%% mail -s "get simson” pgp-public- Y& Husl Adgts AR ERo BE
keys@ pgpmit.edud / dev / null A FAT AL A& ojn Ankdd
25 9 AgA7tA 4 A2 vk FEG
» mget regular _expression : A3 ¥ e 7]EH§ TRE BRs Fie A%
G userid® AA T Qe RE ]SS Are gzl Hzrz wa" £ Ak A
S—— o) 71 A71E AE2d MAeHE HQl
o] ¥ ol FEFuet FFIIH
%> mail -s "mget simijef'" pgp-public- el NEAA So] Al£E AoT HoL,
keys@pgpmit.edud / dev / nul Beke] BAEe A @ AALRL o f
Null message body: hope that’s ok = Re Ba o ds dojth Ay FAA
7o) = @I BA Azl duel de
e last days @ 22 2o ote] AAE 7] g F Sk old wet PGP e Etm
e 74A &) TE o]l g3 AASH A& e HAol X
8 Bl

%> mail -s 'last 3" pgp-public-
keys@ pgpmit.edud / dev / null
Null message body: hope that’s ok

» = AAed wamrad BHe 7248
0

ba] Zma] EwA wAciMol £ARe

PEEDED 78\1%_] 77} o1, Exos-ﬂ FHAM EBYH t\ﬂooq'rl & oA
Aelgtel, gl FAA7E FAE B AR
& Fastx Bk e VIsES AT F
th 7] A7 Ades F =T
. o7 Wl AAsH Abgel 2o F2
: -public-keys @ juno kaist.ac k _ .

oosepeew D oRemIRR A g sasE Ash 2y Fude of

=} : - c-keys@ Jastate, - = -

b peppublekeys@pgprstaiecdu g 4o cojel A2 ALgAIE F7hsa 9
pgp-public-keys@ pgp.mit.edu  zgolth 2oz Au AbgalEo] otEst/
pgp-public-keys@ pgp.ai.mit.edu Base Has 7z wvegow £47)

= = =) QF as o= i S

- ic- @
pgp-public-keys@ burn.ucsd.edu e 8 9l%2 GUI(Graphic User Inter-

face)e] T& 3 237 o)W 1 AL
o] F743 Fvtetelzt I FdHEL 9l

=
X

pgp-public-keys @ jpunix.com
d = : pgp-public-keys@demon.co.uk

pgp -public -keys@ pgp.ox.ac.uk
yldet= : pgp-public-keys@kub.nl

=z 1
= 9] : pgp-public-keys@ fbihh.infor-

=4

d

M

matik.uni-hamberg.de
[1] Simson Garfinkel, “PGP:Pretty Good

Privacy”, O'Reilly & Associations, Inc,
1995

o

. pgp-public-keys@ ext221 sra.co.jp

N e

. pgp-public-keys@sw.oz.au
gl Alo} : pgp-public-keys@ kiae su
olef 8] : pgp-public-keys@dsi.unimi.it (2] William Stallings, “The PGP User's
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[3]

(4]

Guide”, Prentice-Hall,Inc., 1995 [6] Bruce Schneier, “Applied Crypto-

‘ o _ graphy”, John Wiley & Sons,Inc,, 1994
Bruce Schneler, “E-mail Security”, John

Wiley & Sons,Inc., 1995 “7] Wiliam Stallings, “Network and Inte-

, rnetwork Security”, Prentice-Hall, 1995
FAE, 54, “HA$£E BA(PEM,
PGP)", Netsec-KR’95, 1995

FRAAFNATL, "Hojae, 1991

% % : PGP 4% &4

ZlZeElol] #3 Eew 1) pep -k

R EA R A = = K 4 pep kg

ol 71& A7) pgp -ka keyfilel keyring ]

71vh ALE2 IDE 2] $-7] pep -kr userid] keyring |

2182 IDV pass phrase® w73 817) pgp -ke vour —.userid[ keyring ]
1&g oA 715 Wol W] pep -kx userid keyfile[ keyring
Fieg el W&s v pep kvl v][ userid [ keyring ]
7 "ol 9l signature 221 E}7) pgp -kef userid [ kevring |

FAAAEA e vhE Abgre] Zlol ME vl | pgp ks her —usend] -u your —userid [ keyring |

=4 signature AHa) ) 7| pgp -krs userid[ keyring ]

Az o] B2 QB 8} E)) pgp -e textifile her —userid| other userids]
vl 7|2 HHo "My &7 pep -s texfilel -u vour _userid”

wlg7lz sl pgp -es textifile her.. userid] other . userids ]
Aol TAZE Y E s [ -u your _userid]

Agotaura oz ¢tE 8 a7 pgp -c textfile

S EE Basa A A g #8287 | pgp ciphertext( plaintext ]

Aol s ASCH ®Hlz &#elal7l | oE §4dl a4 &4 27

S sfol] w3k w17 pgp -h
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