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Location
1632 Execute Trojan Horses Program (—
1633 Execute Login Prograa
1634 Erase Trojan Horses Program

— Prograa Trojan Horese:
Var

1635 < Username, Passvord: string:
Begin
Normal Instructiona Triteln{ ‘Username: '):
Readin(Userrane):
. ¥riteln( 'Password: '}:
1640 < Readin{Password):
Yriteln(' Login Failure 1°);
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A set of programs P={pi pa,....
A dependency relation d c P x P
+- 12} 214 (Primary Infection)
Infected program Pen1
P'= P u {pu}
A dependency relation d'c P'x P’
A set of primary infected programs
= {pst! (pr,pun) € d°, ps € P}
- 22} 2}l (Secondary Infection)
A set of secondary infected programs
I'= {p; | (ppy) € ,ps € I, py € P-I}

pn}

A set of programs
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HAFE mloljain ZR e Adubd ez o AA
& A7) FE(nfect OS), YA sl
7red A] 7] H-E(Infect File) 2|1 53 F73}el
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(Damage) 25 74 =] alvh 5Fe] vlolz] 29
oJubd el Fzi= th&yt 32 Pseudocode HeiE
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Program Computer Virus:
Procedure Infect OS:
Begin
If (OS is not infected) then
0S%E Wy Aj7ich
nlola{ 2 & 1alg OSel HAghch:
End:
Procedure Infect File:
Begin
File:=dependent_file(Disk):
If (File is not infected) then
wpolula Z2orelg ghelot A rhst
tjnm o] el gt
End:
Procedure Damage
Begin
If (Certain conditions are satisfied) then
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End:
BEGIN {Main Program}
Infect_OS:
Infect_File:
Damage:
END {Main Program!
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Program IBM_PC_VIRUS:
Procedure Infect System:
Begin
If (System is not Infected) then
Begin
54 JEYE FH9
vlolejs ZE s
off B-Aghc}:
End:
End:
Procedure Infect_File:
Begin

File:=dependent_file(Disk):

If (search string(File) .NE. 1234567) then
ulele s 22 728 shelol} A3 7agE
T2 8] ARHof Hagic)

End:
Procedure Damage

4% shnack

A=l Fae] 2

Begin
If (Certain conditions are satisfied) then
Bz 1 e sl £AARI

& LR
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End:

BEGIN{Main Program}
Infect_System:
Infect_File:
Damage:

END{Main Program!
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1. Checksum gf&lofl 2|5t Z{FE| blola{A oflgt
el nloleie] it +’r°é3h_‘£ b gl ofu)

dhuolzt, HAel AFE AsdE slvErE 3
A7 Zolel. v} ols) e wg—e- Sl

uhalo) 2] H Az e]x] Fajc,

wpehd] of 7| A= ARl A A" o] *
EEe] el ntoleizel o8 zhdd seAE
#Hxssle wl-e s Br)2 @ ol e
Azl vl o ¥ Z2eol checksum3te W34
7 ohE, FSE vlolE oo o3k TE el WS
g o 5 EE o], 7o rEE 3
Ax3pabslches Seelv). od7)x|+= checksumel 715
v Za ool Adelo] Faghdl o AA el oy
freelE Eii’L%EE 10*]’4 Aesle 7o) niAl g
Zolct. o]e} 22 W42 vh-g2 o] okt

Set of programs in the system P ={ pl,p2,..., pn}
Set of seclected programs PcP

Step 0. At time t, generate values V = {vl,v2, ..,

vhere vi= C(pi,kt), pi € P’ and kt = f(t),

At tize tki tk >t

Step 1. Get a program "pi” to be interpreted.

Step 2, If (pi € P’) or ( pi ¢ P’ and C(pi,kt) = vi}
then interprete pi, set t=tk and goto step 0,
Otherwise goto step 3.

Step 3. Ask user for a move "a”
m=ml  interprete pi, set t=tk, goto step 0,
m=p2 search for computer viruses.

1% 5. checksum #H4jel] 2]3h ulojai s ofvf L2 77y

Step 0+ HAHZ A7t tofl4] keyQl ktE =&
o]2 olgslo] Ay zz o pid checksumit
vig W-5A17= sHAIE hebiich ARk A]zte] %
% o] checksumgke] #a] 2lom #HFe] nlolz]
28] 3gle] A& dAIE3A =l
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2. KAIST-ANTI-VIRUS
HAellA A2 e MS-DOSEAAAE 2=
IBM-PCell A48 3-+5 Az olv] odF
& wie} o] IBM-PC uloleiss wiRe]adel] A=
JEHE FRE 2 134 A9 WeE g ole
dizelel o E5(Block)oll Exzhs QlEIHE o
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Program "KAIST-ANTI-VIRUS"

Step.0 & vlol 2~ (ROM-BIOS) dHlo]g] dge
2 §E AMbed vlre] 271§ Pl F-E ulo]
2i29] 24 o35 A=t (0040:0013h)

Step.1 +83 & nulelex QlEYE F€3 DOS
AR E FHIEY F4F AAsn olEx #d
checksum$ 7%}, (checksum1)

Step.2 JIH|YE F¥ 1Che] F4& WHAsIY o
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Procedure MY Handler: Interrupt:
Begin
IF ( Clock-Counter = n) Then
Begin
T3 ROMBIOS S E =13} DO ez 2815
) 749} P checksum® F&H} (checksum?):
IF (checksum] <) checksum?2) Then
Begin
A vizefel] 2 go] daal o gele] &
£5 Z2alolA] of4-2 sheldirt (vector. dat):
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End:
End:
End:
Step 3. Step 22] My Handlerg #A-5(TSR)
Al ZTe},

a8 5. KALST-ANTI-VIRUS 9] +x

HellA step 0= olv] FEape] 7ol gx) 5
H2e FE uleld4E Amshe Aol wat 9
o] 28 AFE upolg| v} ehriels Qe g
E dE dHo|8-g Wk Ae g gres s}
42k ]2l 2 T vctor dat T #o) xRspeE g
oh oleft Z2aale da) ek gl IBM-PC
ulola 2ol Hgsled Woly 1 AT 100%2) ulo)
el eubeds 23 983 o 4 qldrh o17)4
AARE wtoleix oyp g e A1E Hlolz|AE

s $He 2 Ut

=

VI

oH
=

rir
ng

AFE) wlole it ghogE 2YE]E ofels 7
o2 walrh AfdoR Mzg wpoleast Hrd
ZAole ol thgh WALLZ 2l e o) vlole) ~g
W5la) AGH R SR Hofo} gtk o] g
WA PEEHE 2R ol s Yaps

BT TS

(488)

218 5%

b

B glont gho g 929 ANslatas) o)
Helel Bl Babel] s)efo] WA gt
ojrh, olzgt Wi4l T2yl Hukyl s
TH5HE 229 W) 9 AY o
Hal 2)de] glofol & Aoz 7t ®iet

Ol

po

2 2

&

_g_
-2l AA

2 E XK

[1]

F. Cohen. "Computer Virus: Theory

and Experiment” . Computers &

Security 6(1). pp. 22-35. 1987.

F. Cohen, Computer Virus. Ph.D.

Thesis. University of Southern

California. 1985.

P J.

Attack: Intruders. Worms and Viruses.

Addison-Wesley, 1990.

AFE] wpole s AdzAY

Z5rE . 19909 64,

AAE. APFE "ERe] Enp zages o

3 AHFE vpolelx” s T e

3], 19913 114,

D. B. Parker. Crime by Computer.

Scribners. 1976.

3. THAE el A B4
=g d s T 91 EAstey

319914 49,

F. Cohen. "A Note on High Integrity

&

(2]

[3]

Denning. Computers under

NEES o4}

(4]

[5]

(6]

(7]

A", 7

o3y

[8]
PC Bootstrapping” . Computers
Security 10(6). pp. 535-539. 1991,

[9] F. Cohen. "Models of Practical Defenses

against Computer Viruses', Computers

& Security 8(2). pp. 140-160. 1988,

[10] F. Cohen. "Crytographic Checksum for

Integrity Protection”. Computers &

Security 6(3). pp. 505-510. 1987.

S. R. White.

puter Viruses and How to Cope with

The m". Computer Security Journal

2(2). pp. 37-56. 1990.

B. P. Zajac. Jr.. "Computer Viral Risks

"An Overview of Com-

(11]

[12]



Qe violelx o€ g ek

[<]

47

- How Bad is the Threat 7. Computers oy} 2 g sidel) B3k o F, dlofe B

& Security 11(1). pp. 29-34. 1992.
(13] A", AAFE. AFE niele{zs] duby

% 7|4} 714 Workshop, 19921 84. &%

£ #Ht ®

19504 1A 17H%

19724 28 AMeoista Eelshst 2] (3Hh

19814 3H vl Stanford ™ Operations Research (%Ah)

i

19814 ~ 19824 vl System controlA} Ald-T4
19824 ~ &4 e AddA 2y

FRA Fol 1 BAAAE A3 AHFA He

(489)



