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neE B otd gme

7Rkt ofd

2A1gz o= IS 10116
block cipher algorithm) ¥
Zab 4l WAl 1987 el yHio] A ALg Ko
A Eo] IS 83728 AR wHEAA 9

u-o [8 8372% ARt

Helet 58k
(Scope and field of application)
AHERE oW g 641 B

o] 47}

. [This International

o] FATFE WU

29 ¢ g -3—(:17401 ofw o))

'

=5 N &sha

Standard describes four modes of operation

for eny 64-bit block cipher algorithm using

a secret key.)

8 5= o AREel waHAE G 2
r=eo] SAd #e FA4E ¥isla r
(NOTE : The Annex,

form part of this International Standard,

which does not

L FAH9. EGEade a8 Eo

—

-
71w gol et

Z ¥k

&

ok

|

#9] $£9 2= (Modes of operation for an n-bit
= Wk n=642] 75l 5%‘ slo] A gAe]r]= 5
glom 1992 W R Kot —x:;&]ol]/\-} oln] Ze
ol § 2 thAl 5T FAEFEC 2N sule] A

contains comments on the properties of
each mode.)

of A FFE 4N HolH FARE=E AF
olm g 64HE B 9E el
g 5w rﬂow—l A%, dele 43, 93)
cofl SlelA, o] FAREE FYRE, A s
el 14, :.LELL stebule] gES (HdstE8)d
Bk e K89 guAs @+ Ao

[This Internaional Standard establishes

gho w4

four defined modes of operation so that in
application of a 64-bit block cipher(for
example data transmission, data storage
authentication) this International Standard
will provide a useful reference for the

specification of the mode of operation, the
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formation of the starting variable, and the

values of parameters(as appropriate).]

U A=W (CFB)EYRE(7Td 2=
s} k % 7hel sejulelz} gelslo] e} %Y
=W (OFB) Y R84 #Fa)ele 3 A
o stedole] j7b g elHol sl ol &9 =
=] sk AR w &g bl gHE)
of Mujslel]al, Wi HAl Folzbmel ofs
Abgsold Havt sdvk (NOTE : For the
Output Feedback(OFB} mode of operation

,m-
S,

(see clause 8). one parameter, J, is

defined. When one of these modes of

operation is used the parameter value
(s) need(s) to be chosen and used by all

communicating parties.]

2. Zz(Reference)

ANSI X3.92-1981,
Algorithm.

Data Encryption

3. A9 (Definitions)
3.1 HF(plaintext)

43 8tE R 22 K [Unenciphered infor-

mation.)
3.2 ¢34 (ciphertext)
¢t&3¥ 3 E(Enciphered information.)
3.3 & AHle]d(block chaining)
Uz itel 7t BElo] A ks Bl ¢hEA

o7 dAxdoe] A & AEe zs. (The

encipherment of information such that

each block of ciphertext is cryptogra-
phically dependent upon the preceding
ciphertexi block.)

3.4 Z71%k(initializing value(IV))

Fazt Ao Ay HAel Abgs = g
(Value used in defining the starting point

of an encipherment process.]
3.5 A|ZM4=(starting variable(SV))

2 gel ) FEde edunmel Ay 2%
of Algxl3= ¥4 (Variable derived from the
initializing value and used in defining the

starting point of the modes of operation.]

ol mA|FFlAME 271G A2 FFE &
wmabe Wel geE ol A °’L’r TYRE
o} o gt F&AAME 7IsE darh drh
INOTE : The method of deriving the
starting variable from the initializing
value is not defined in this International
Standard. It needs to be described in
any application of the modes of

operation.)

3.6 ¥¢ZF7(cryptographic synchro-
nization)

dustel B5st Bygel AlAd 24, (The
coordination of the encipherment and

decipherment process.]

4. 371" (Notation)

o] FAFFTAAME

qez dueFel ol
e GrRAE el 2

A%t
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=eK(P)

o7l P HE EY, C= 43F £9, K&
da4olt}, o] eKelz REL G4 KB AN &
33 dAteltd. (For the purpose of this
International Standard the functional
relation defined by the block encipherment
algorithm is written C=eK(P) where P is
the plaintext block: C is the ciphertext
block : K is the key. The expression €K is

the operation of encipherment using the

P=dK(C)

fEZE B9 dHes=
2ol B EE9] Uty wE S vEldL} o8 9,

€ 1M m7hA] A5 Eof 7l mu|Eo] wjd o
th. (The corresponding decipherment
function is written P=dK(C). A variable,
such as P and C above. denoted by a
capital letter represents a one-dimensional
array of bits. For example, A={a,, a,, ..,
a,} and B={b,, b,, .., b,) are arrays of m
bits, numbered form 1 to m.)

e =eld ez A g
= 713 @2 FAIETE Ak B wido] g o
A4S T3 o] Fejdrt

olxl w4 A4t

ADB={a,Pb,, a,Db,, ..., a,®b,}

[The operation of addition. modulo 2, also
known as the “exclusive or” function, is
shown by the symbol @. The operation
applied to arrays such as A and B is
defined as A®B= {a,®b,, a,Db,, ..., a,®b,} .

JHIE WES YA e A9l Xl ju

£ Auste dare Tt gol AR

A~j=la, a,, .., a)

i)

o] AL A9] HESF
SR
leftmost j bits of A to generate a j-bit array

mo] j<m%d 73t A

{The operation of selecting the

is written A~j={a,.4,,....4}. This operation
is defined only when j<m, where m is the
number of bits in A.)

HEZE 5" S tha3 Zo] Fodnh my)
Eo] M X9 kHES ¥ F(&, k<m)7} Fof
Ay, AZE ¢ SX|IHY A3e (e 7
2) mu|Ee] WErh "t

S (X‘F)_{xk+1 Xivo, ooy xm,fl,

i

2,
A3e i Xol HEE kg %oz H=
X E °1°H"’ «l LEFAA kI E
la=ny HH% Fo} npto] & Aotk (A “shift
function”S, is defined as follows. Given an
m-bit variable X and a k-bit variable F
where k<m, the effect of a shift function S
(X|F) is to produce the m-bit variable S,
(XIF)=1{xes1 %r0, ... X fi for .. fd. The effect
is to shift the bits of array X left by k
places, discarding x,...x and to place the
array F in the rightmost k places of X.)
A&ste "1THIEER ol Foizl kME WL ]
k)& *V‘—Tﬂi. JHIES] B4 CE 2 ¢ge g 4=
ER (& j<k), o] AZE Fo 5 F4ot

AgET 1 Ade ges 2,
SR CO)=(11,

d71M fAZCZHE k7o HEEE 170
t}. [A special case of this function is used
which begins with the k-bit variable I(k) of
successive "1” bits and shifts the variable
C of j bits into it, where j<k. The result is
SR IC)=(1.1...., 1.¢1.¢s,....c)where there
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are k-j"ones”on the left of the resultant

array.)

5. AA =5 (ECB) 2=
(Electronic Codebook(ECB) Mode)

64Vl ES] HE B2l Prl Fojzitid orus %
2 Be f4nEe] ast BY CE then 2ol
N&e

C,==eK(P)

(Given a plaintext block P of 64 bits, the
encipherment algorithm produces a
ciphertext block C of 64 bits, i.e. : C=eK(P).]
23 dugEe g 2ol 7IEdr.
P=dK(C)
(The decipherment algorithm produces P=
dK(C)]
Adzs duelEL AMEslE o] REE "M
Fed oz deix 9lth. [This mode of using

the encipherment algorithm is known as

“electronic codebook”.)

6. ¢& &3 Ao|d(CBC) +HdRE
(Cipher Block Chaining(CBC) Mode)

CBC &9 2Ed A&5e WFES of %
et

a) Z.]’?] 64‘:’];‘—?1 n7H9’] ﬁg{% %’%!% P1, Pg
... P,
b) 44 K

o) 64¥IES] A W% SV
d)Zt7] 64WERl nile]l 4EE EH4E C,
C"’v D Cn

[The variables employed for the CBC mode

of encipherment are : a) a equence of n

plaintext blocks P,, P,, .... P, each of

64bits. b) a key K.

SV of 64 bits. d) the resultant sequence of

n ciphertext blocks C,, C,, .., C,, each of 64

bits. ]

SV gA W o] FAFEFEANAE 71EE o]
217 %k, (NOTE : The method of

forming SV is not described in this

¢) a starting variable

[nternational Standard.)

CBC ¢33 et thea go] 7igdrh F
Zo| HE EYe| ¢ngl

C,=eK(P,@BSV) (1)
A& sl
C=eK(PDC,,) i=2. 3, .. n (2)

(The CBC mode of encipherment is
Encipherment of the
first plaintext variable, C,=eK(P,@®SV) -
(1) subsequently, C;=eK(P®C,. ) ---(2) for
i=2,3, .., 1)

o b e1e el dEsE A2k
F SVe 2o 4T FE £9E UE o AMSHT
2 gaRE e daie daEEr] He g 3
ol old wiAl diez oy, (This

procedure is illustrated in the upper part

described as follows :

of figure 1. The starting variable SV is used
in the generation of the first ciphertext
output. Subsequently, the ciphertext is
added, modulo 2, to the next plaintext
before encipherment.]

CBC 833 Rug g3 o] 7lad,

230 o}z B Belo| Bl
P.=dK(C,)@SV (3)
Al & 3te
P=dK(C)DC,, i=2, 3, ... n 4
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ol datz 919 sHi-ol et (The
CBC mode of decipherment is described as
follows Decipherment of the first
ciphertext block, P,=dK(C,)DSV ---(3)
subsequently, P,=dK(C)PC,, for i=23, . .n
-+(4). This procedure is illustrated in the

lower part of figure 1.)

P, P, P

| | c |

v | BOD O d
C C %LTLL]T
1 2 C”
C, ) C, c

7] e

2353} daelF

- D IS

| J |

P\ Pz P

a3 1 2% =8 Hojd(CBC) ¥ 2=

7. ¢% I =¥(CFB) +% 2=
(Cipher Feedback(CFB) Mode)

7.1 ¥ M9 ezt CFB +9 2=
A o) ghe},
a) Jowl WMo F7) k(1 <k<64)
b) H&E " A7 (1<j<h)

i

(Two parameters define a CFB mode of

operation a) the size of feedback
variable, k, where 1<k<64 b) the size of
plaintext variable, j. where 1<j<k.)

CFB €% REd| o] &5 = H45S ol o 2o}

2171 JHES e HE WHFEE P,

2) ¥4 K
3) 64u]EQ] Az} WL SV
[(The variables employed for the CFB

mode of operation are a) The input

variables @ 1) a sequence of n plaintext
variables P,, P,, ..., P, each of j bits. 2) a
key K, 3) a starting variable SV of 64
bits.)
) F0AT
1) Z}7] e4vIEC] nfje] &nelE Y=g ¥
g X, X, ..., X,
2) Zt7] 64N EQ! w9 dne)d F¢ W
FEY,. Y, ... Y,
3) 27 MIEQ] nAle] ML E,, E,. L E,
4) 7}7] k¥lEol n-1/19 Hmul ®iig
F.F, ....F,,
(b) The intermediate results : 1) a

sequence of n algorithm input variables X,
D SO X,. each of 64 bits.

2) A sequence of

n algorithm output variables Y,, Y,, ..., Y,

each of 64 bits. 3) A sequence of n

variables E,, E,, ..., E,, each of j bits. 4) A

sequence of n-1 feedback variables F,, F.,
.. F..1, each of k bits.]

c)

(&
e

Hg F 7] PIE wle] dEE
d C,, C,, ..., C,.[The output

variables, i.e. a sequence of n

=
=
A
4=

ciphertext variables C,, C,, ..., C,
each of j bits.]

SVE FAete We o AxESde 7=
o] dx] 2tk (NOTE : The method of
forming SV is not described in this
International Standard.)

T Xo] 27)13kE T3t 2ol A7t

X, =SV (

[
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(The variable X is set to its initial value
~(5).]

7.2 7 HE 2 FueE gL ohS

a) ¢hE daFel ol Yi=eK(X) (6)
b) 1% Ee] g, B=Y, ~ | (7)
o) GuE By WY, C=POE (8)
d) = Mg A F=SU(K)[C)  (9)
e) AZE g4 X, =S(X|F) (10)

{The operation of enciphering each plaintext
variable employs the following five steps :
a) use of encipherment algorithm, Y,=¢K
(X)) - (6),
E=Y, —j--(7),
block. C,=P@E, - -(8),
feedback block. F=S,(I{(K}|C)) ---(9).
function on X, X,. \=S(X;|F) ---(10).]

of }YEL i=1,2,.
2b Afo] kel 4 8)01]*1 “L*L‘r of MaE 19
29 #Sel JeERAT ?}iﬁ} otaelFel &9

e Yo 1% plEE HE
o:]/\]—O =4 ol Qg}gg]

b) selection of leftmost j bits,
¢} generation of ciphertext
d) generation of
e) shift

o, Al whE gl o] - )]

A -] A
&5

Ar‘ L
- = &
r ARt
ins al

op

)

1

~

10

I B I R=E S =02k S R
HEZL 1o|A 717 WEvE B2 (These
steps are repeated for i=1.2 . n ending
with ecuation (8) on the last cycle. The
procedure is shown in the left gide of figure
2. The leftmost | bits of the output block Y
of the encipherment algorithm are used to
enciper the j-bit plaintext block by modulo
2 addition. The remaining bits of Y are discard.
The bits of the plaintext and ciphertext
blocks are numbered from 1 to j.]

G HHL A% HE A ke 1T E
thzjste] kvl E wjd F7F @, 2w 1 vhof

d Xe] HlEE= ki dFen fareya e

=
=

Fe QEFoM kibd Abslelo] 28 Xate A
gt o] AZE AsbellM X 1% kM| Ev}
Aereoh ol Xo| &A= ARG (SV)ol)
[The ciphertext block is augmented by placing
k- "ones’” in its leftmost bit positions to become
F a k-bit array. then the bits of array X are
shifted left by k places and array F is inserted
in the rightmost k places to produce the new
value of X. In this shift operation. the leftmost
k bits of X are discarded. The initial value

of array X is the starting variable (SV)}.]

7.3 B3 3ol g e Gy
ol g eIt 3ok /1Y W
£ 271%eg X =sv7t Ag=}
HEFE BHE HIdehs 9 v
oAl 7hAl RS wpEt

a) & daejFe ol &, Y=eK(X) (11

b) 1% jplES Mu} R =Y, ~ | (12)
c) BEE BEle] 44, P =COE (13)
d) A W) A F=S (K} C) (14)
o) AEE S X, =S(XI|F) (15)
[The variables employed for deciphe-

rment are the same as those employed for
encipherment. The variable X is set to its
initial value X,=SV. The operation of
deciphering each ciphertext block employs
the following five steps a) use of
encipherment algorithm, Y,=ek(X) ---(11),
b) selection of leftmost j bits, E=Y,~j

(12), ¢ generation of plaintext block, P=
C@E, ---(13), d)
block, F,=S(I{K)IC) ---(14)., e) shift

function on X, X,, ,=S(X,|F) ---(15).]

generation of feedback

o] YAEL i=1, 2. ... mH7bA ¥HEF o},
ol ub aleo] 291 Al (13)0) A l}\d'q» o] M2
g 298] Q%% el ¢t dnelE
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A4 22 29 Yo 9% plESE jHEY s
2 Belg o4e sptom BEsbsted A&
Ak Yo e vEE Ay 42 45
B 2ee 1ol4 744 WEs) geld MES ke

t}. [These steps are repeated for i=1, 2,

, n, ending with equation (13) on the
last cycle. The procedure is illustrated on
the right side of figure 2. The leftmost j
bits of the output Y of the encipherment
algorithm are used to decipher the j-bit
ciphertext block by modulo 2 addition. The
remaining bits of Y are discarded. The
plaintext and ciphertext blocks have bits

numbered from 1 toj.]

F F
‘ ‘ -5 |

e

; 164

- - X! ot s
(T s,

' ]

k-j 1" k-j'1"
‘ K%

% HE 934 k-jhel "1 &
] M E i Frp gt au o X9 ¥
= ki dF%oE HAZEFHD, WY Fe 28
28 X@hs Aded.
H4=(SV)7F "ot (The
ciphertext block is augmented by placing k-
j “ones” in its leftmost bit positions to
become F, a k-bit array, then the bits of the
array X are shifted left by k places and the

array F is inserted in the rightmost k

places to produce the new value of X. In
this shift operation, the leftmost k bits of X
are discarded. The initial value of the

array X is the starting variable(SV).)

o

7.4 CPBOIME 22 jsth kate AHEstEs 3
gk, o] HIt(i=k) oA 299} (14)=
th53k o] Yetdo. F=C(j=k Z%) (It
is recommended that CFB should be

used with equal values of j and k. In

2t

this recommended form (j=k)the
equations (9) and (14) can be

written, F,=C;(case j=k)]

8. ¥4 I =9(0FB) 2=
(Output Feedback(OFB)Mode)

8.1 &8l getuleir, & F§ Ha9 27 51
<j<64), OFB £9R=& 93}
OFBEY EEdAM AMEH = "AFEES thE
7} 2t

a) S

) 64M B A2 WS SV

(One parameter defines an OFB mode of
operation. i.e. the size of plaintext variable
J where 1<j<64. The variables employed
for the OFB mode of operation are @ a)
1) a sequence of n
plaintext blocks P, P,. ..., P,, each of j
bits: 2) a key K
SV of 64 bits.]

The input variables :

3) a starting variable

) 314483
) Z+7] 64H1EQl n7f 9
X, ... X

n

98 Wrd X,
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2) 77] 64MEQ nAle) &¥ WL Y,

3) 7b7] MIEQ ne] FH B E,, L E,

(b) The intermediate results @ 1) a
sequence of n algorithm input variables X,
X,. .... X., each of 64 bits 2) a sequence of
n algorithm output variables Y, Y., ..., Y,,
each of 64 bits. 3) a sequence of n

variables E., E,, ..., E,, each of j hits.]

T1 A= O
(4 t&“l‘al

Hed G G

Zb7] RIES] nAfel e

... C,. [The output variables,

e

¢)

ie. a sequence of n ciphertext variables C,,

C,, .... C,, each of j bits.]

SV &4 W& of Al Bl 71esl 3l
A ekt (NOTE
5V is not described in this International
Standard.)

g 2el X9 2713k e Lol A ek,

The method of forming

X, =SV (16)
(The variable X is set to its initial value

X, =5V ---(16))

8.2 7% WE BU5E gusdete 29 e

a) b= FaelFe ol 8 Yi=eK(X) (17
b) & HIES] A= E=Y, ~ | (18}
¢) dEF e A4, C=PDE 19

=
d) #=w A X =Y, (20)

[The operation of enciphering each
plaintext employs the following four steps :
a) use of encipherment algorithm, Y,=eK

-(17). b) selection of leftmost | bits,
E=Y, —- j ---(18), «¢) generation of
ciphertext block, CzP@E o (19),  d)

feedback operation, X, ,= -(20).]

J
qks.gh Lo

22 3 Y I =W(OFBI2Y 2

o] FHEL i=1, 2, . nH7R] wrEEn
oprjel Alo] #¢l A (19l Extoh o] "Eite
Y39l YERE 1A vt gE dmesE
& Abeg o Wle] Ay, = gedEn, X 9

& @ B X0 "o Y, 9 AFeM pEE
Qw8 daststeEd AEEHCt (These
steps are repeated for i=1, 2, ..., n, ending

with equation (19) on the last cycle. The
procedure is illustrated on the left side of
figure 3. The result of each use of the
encipherment algorithm. which is Y, is
used to feedback and become the next
value of X, namely X,-;7. The leftmost j bits

of ¥, are used to encipher the input block.]

8.3 Bt A48 MFEE Faso] AHEHE
A3 BTt WS X 27GOoR X,=
SV7l AR ET. 7 hER $9% %EHs

te9e ve /b A% E ned,

a) ¢E daelEel ol &, Yi=eK(X) @2n

b) €% jMES A9 E=Y, ~ | (22)
c) B3 E B8] ¥4 P=CPE (23)
d) dl=w A X, =Y, (24)

(The variables employed for decipher-
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ment are the same as those employed for
encipherment. The variable X is set to its
initial value X,=SV. The operation of
deciphering each cipertext block employs
the following four steps a) use of
encipherment algorithm, Y,=eK(X)) --- (21),
b) selection of leftmost j bits, E=Y, ~ j ---
(22), ¢) generation of plaintext variable,
P=C@®E, - (23),
X =Y, - (24).)

o] #PEE i=1, 2, ..., n7pA WrEEH n}
2lat Atel &l 21(23)0lA] Bt o] date= 1
#39 @ EFd Yehldot. ®rES X9 Ve
Gz stol AH8E AEH} @, @A 2 (23)0] ot
21}, (These steps are repeated for i=1, 2,

d) feedback operation,

, n ending with equation (23) on the last
cycle. The procedure is illustrated in the
right side of figure 3. The values of
variables. X, and Y, are the same as those
used for encipherment : only equation (23)

is different.]

=i
x5

(Annex @ Properties of the modes
of operation)

ggdEEY 54

5o e ol A &
e Zgsta e,
ot} (This annex
contains comments on the properties of the
four modes of operation described in this
standard and is not an integral part of the
body of the standard.]

Al A# FZ=E(ECB) ¢
(Properties of the Electronic

Codebook(ECB)Mode of
Operation)

o] &
R o] EX

%‘vﬂ e QRF B3 7é g et o
4‘

459 A9) 599 FEE 49 o 54
o ECBE 2wAel g2 RAPs et

A 54
njefe) HEFoR FHE
[Messages that carry information between
computers, or people, may have repetitons
In ECB

mode, identical plaintext produces(for the

or commonly used sequences.

same key) identical ciphertext blocks. This
characteristic makes ECB unsuitable for
The use of ECB may be

specified in future standards for those

general use.

purposes where the repetition character-
istic is acceptable.)

Uz stel Ha3) AtololA B HAAS 9]
SH (e 9 HE €3 ") SnkE 5
AL AEHE 7R gsshel Rast <] *}
olel el F7157t A @& otk BE &
3t 2] Ao SutE2A A g el (If
block boundaries are lost between
encipherment and decipherment(for
example a bit slip). synchronization
between the encryption and decryption
operations will be lost until correct block
boundaries are re-established. The results
of all decipherment operations will be

incorrect.]

A2 g% £ Alo]d(CBC) 4952=9 &4
(Properties of the Cipher Block
Chaining(CBC)Mode of

Operation)
CBC REoME e do 2e A4 s
ZFUY HEol tustEE dAGY U gz
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ol A7ict o] B gialM Aol Hi= ALE
A= 3 E9) A& D3 B AF HEE up)
AR oW W g metaiol st} 2 E W F

7R E 2 CBC BE AR ikl FUe 4
Hat, (dE B S7HIFE L#/A7Is Aol
o 377F STkl & OP&IL da=g dzst
oo o] fEe, O e ne I 8 (d
g 59 3y A2 Agsd Eoldle B F
2)% 97 Fak A=A A F e A
2 Wapoh 2 oj| gk Abgste Yol U
(The CBC mode produces the same
ciphertext whenever the same plaintext is
enciphered using the same key and
initialising value. Users who are concerned
about this characteristic should devise
some way of changing the start of the
plaintext, the key or the starting variable.
One possibility is to incorporate a unique
identifier(for example an incremented
counter) at the beginning of each CBC
message. Another, which may be used
whern encrypting records whose size should
not be increased. is to use some value as
the initialising values which can be
computed from the record without knowing
its contents(for example the nubmer of the
block which contains it in random access
storage).)

CBC #Wal& 58 ¢asle]r] wiol 3 &3
648 E7F Hasich c4HERTE e EHER
By 22(dE EW. padding)el ¥ a3sjc}.
(Since the CBC mode is a block method of
encipherment,
complete data blocks of 64 bits. Blocks of
less than 64 bits require special handling.]

CBC oM shvtel s Edlel &

it needs to operate on

N wEE o olde vES e ie F EH(FY
Bt Y3t o ohFe £8)e] Rastd 9F

Q.
=

M

ot wkep iR Qe R
A, e R5d BE 8
LFEE 7H Aot (DA B3
£ L7 e dEE vE AR U
F7b wAeA Aok (

CBC mode, one or more bit errors within a
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single ciphertext block will affect the
decipherment of two blocks(the block in
which the error occurs and the succeeding
block).
ciphertext block,

If the errors occur in the ith
each bit of the ith
plaintext block will have an average error
rate of 50%. The (i+1)th plaintext block
will only those bits in error that correspond
directly to the ciphertext bits in error. ]
dzstel Bz stolodlA B2 FAE H
i (A E B HE &3 i) %H}—E— Y
AAZE AAHE WA ¢rastel Rosk £ A
olel A o] FrIst7} wA & ok RE BI
3t &4 A= AEea @ Folth (If block
boundaries are lost between encipherment
and decipherment(for example a bit slip},
synchronization between the encryption
and decryption operations will be lost until
correct block boundaries are re-established.
The result of all decipherment operations

will be incorrect.)

A.3 &% FH=wl(CFB) 9229 54
(Properties of the Cipher
Feedback (CFB)Mode of
Operation)

CFB RE9| 2ot jHE gEol ol
LF/ 2l W CFB 918 2oy oF WES
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HEES] A& 43idAe o/ HEESY 9
gk 2}, ooz Hostd HES RE o
7b ¥ Y Weom HAXEerod o7z H
50%°] f&E 71 Bt o] A7k Fko 5
7k 2 f77t fltke 7P dtelld e 1 Folle A&
g F&o] dold Aot} o] B L At o F
4" ol 3. (In the CFB mode, errors

in any j-bit unit of ciphertext will affect

[‘

the decipherment of the garbled ciphertext
and also the decipherment of succeeding
ciphertext until the bits in error have been
shifted out of the CFB input block. The
first affected j-bit unit of plaintext will be
garbled in exactly those places where the
ciphertext 1is in error. Succeeding
deciphered plaintext will have an average
error rate of 50% until all errors have been
shifted out of the input block. Assuming no
additional errors are encountered during
this time, the correct plaintext will then be
obtained. This characteristic is referred to
as ‘limited error extension”.]

ghek R E A B3st sgel A Fd e,
daH T FHE A 4EE WA e
JHIE ZA o&2 64-HE7F A HE W7zl
A8 Zolt}. (If j-bit boundaries are lost during
decryption, cryptographic synchronization will
be lost until cryptographic initialisation is
performed or until 64 bits after the j-bit
boundaries have been re-established.]

CFB RzoA <dzstel B33 2% o3}
dne] &S o] &3t} (The encipherment and
decipherment processes in the CFB mode
both use the encipherment form of the

algorithm.)

A4 =9 3 =9(0OFB)¥9=REe 54

(Properties of the Output Feedback
(OFB)Mode of Operation)

OFB Rx=9 5 &9 o7& 1 2392 Urg
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gttt (The OFB mode does not extend
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ciphertext errors in the resultant plaintext
output. One bit in error in the ciphertext
causes only one bit to be in error in the
deciphered plaintext. It is not self-
synchronizing. If the two operations of
encipherment and decipherment desynchr-
onize, the system needs to be re-
initialized. Such a loss of synchronization
might be due either to the loss of correct
boundaries of the j-bit blocks(because of a
bit slip) or an error in the value of variable
X at one end or the other, causing the X
values to differ at the two ends until re-
initialisation takes place.]

Zhzke] A 2713he 22 & /A 7]Eol
ALY SVgkdks v SVgke]l A& ojof gt
t}. (Each re-initialisation should use a
value of SV different from the SV values

used before with the same key.)
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