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Abstract

Authors of this paper have already proposed a key distribution protocol for digital
mobile communication systems which uses RSA scheme as user authentication but the
protocol requires many processing operations of exponent multiplication. Therefore. we
newly propose three kinds of key distribution protocol based on smart card. Protocol |

consists of the modified Schnorr identification scheme and Okamoto key distribution
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scheme. Protocol I consists of the modified Schnorr identification scheme and the
modified ElGamal key distribution scheme. In different from protocol 1, I, protocol [I
consists of Fiat-Shamir identification scheme and a new key distribution scheme based on
Fiat-Shamir identification scheme. Finally, newly proposed protocols are compared with

existing protocols with respect to secrecy and efficiency.
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