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Abstract

In this paper. we will propose 4-move ZKIP and its application. Using bit-commitment
scheme that is necessary to organize the ZKIP related to NP-Complete problem and WH
and WI preserving the property for security under parallel composition of protocols, we will
show that the proposed ZKIP is 4-move ZKIP of SAT comparing to 6-move ZKIP of SAT
proposed by Brassard.Chaum and Yung. and under claw-free pairs of function the
proposed ZKIP is also 4-move ZKIP comparing to 5-move ZKIP proposed by Goldreich and
Krawczyk under the same assumption. Moreover we will show the efficiency of the
proposed scheme better than Fiat and Shamir ‘s scheme at the points of computational
complexity and communication complexity, and also propose the efficient and secure
identification scheme against the chosen ciphertext attack. using the proposed scheme.
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Move 5. V& #g3Hd =4 vE bnd AlH3lA
PollAl BaAc)

Move 6-1. %Y bm = 00", P& VelAl =&
commitment & 2E 3l BE Aito] ALE¥ v|E
E & oF 2E9r)

6-2. %Y bm = 1014, P& 2 A2E Tw'9 &
ool -¢s= commitmentit LZIc}

Null Move: %ef Z28F o] AFHo g +3
Hgebd, Vi P witnessE 43}

X2 EF 62 6-moveR FAHOoL o]AS 4
moveE &o]7] #alH 9 TREFS t}gF ol
SR ki=

XEEZ 7. SAT Al oigh =2} b3 g=)4)
A3 Zv o] ZREZS A3 TRRE 64 F
gk} 2eY 6-moveEd 4-moveR AFAFLE
W Z2EF 5ol TEEZ 15 HUR pE)

Move 1. (1)
Move 2. (2.4)
Move 3. (3.5)
Move 4. (6)

42l 5.2. Claw free pairs of fuctiong ©]-43t
ZZET 6= SATETESh= satisfying
assigment Hell digh zA9] bH o
A4 4z S wrofr}

(& 9)
4 Aolidel Fo wpal fapsio}, el od x4
7hs] At ug | AAEAA views AA2 Pe}

TP o WA V'Y views) shdslA 7 B
7bsstel. uisld 22 eE 5= 4 WIsh] i
o},

=
00
oio

o] AellMe $EH FAsNA dstx, wAA
9} M (signature) F %<9 dlo|elrl A FAH7F)
£ AHYS o sl Bxss o] oAg A
o upalg AMSgE el WAlE ARl d 2
# RSA W& 54 376 disliA] sbdsta dle]
elr} FdaA FEsE oAg A9 whalolch o
sl FdsA & A9allA m = s° mod ne}t 7o)
Ao g4 (m.s)v LA AA=E7] fFolct,
(2, m: 9AR], st m9 M%, (e.n) : FH7) ot
23} 2o QA wAlS FAE] Hi,

Z2EF 8 HUAH W]

step 1. (7] A4H %)

1-1. WA 89 oxg My wpale] A8 7P
=3

1-2. P= v127] adt 37071 b
9| o] g3 A FN7E TR

1-3. M9 wAo] mlAA] 27+ t2 jih

1-4. °] step P7} 71141 whalel] Hej & ot
g}

1-5. 259
: P9 witness

step 2. V& vldeld WA widt weg A
A che-& PellAl Byic},

ARSI 2

“(p.gcy) ©® y=g° modp. s

x1=g" modp (24)

xz2=g” mod p (25)

VE tite3 Adax] oS48 Akslae, a4Y &
A2 PellAl B ich

a=xg" (26)

c2=xeg? 27)

V =) P (x1,%x2), ci.c2

step 3. P+ ¥ H]E b9} e, 11, 2, wE AH
star, ohg-& ARt

Y =wg",y, =w,g" ife, =0
BC(eSr,rz)= ! ! i : i ) (28)
n=wg".y,=8" ife=1

Pe A 23] vig Adga, oSS AL

Z=g" modp (29)
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P->V : b, BCles,r1,12), Z

step 4. V¥ PellA] o5& i),

W b =009, t1,te2 Blich

el b o= 1o, o olitelg gF sh(wit)
£ BNt}

Ve end WGsiA AdaiA vlich

VP (b1, to) & (wHt), ed

step 5. P a, c2& #HAM}
Pt n 789 HE 2E8 m = (ea @ en -

€n

en) & AL 3k, P 2H19 wEI] apd AHEEA
mel| i3k Al

A7 s& A

P oh5-& AXtsiA it

v mod p ife;+e, =0 mod2
4= {v+s modp ife;+e, =1 mod2 (30)
P-Y:m,s,d,

step 6. Vi di& FHAbskz, PY 3707 bvE AL
24 7t me] el E ARG HAR}

e 6.1 919 M WAL AR TEY
o

2o} AMAAE whAo NFE FH-S Ae] 4.2, 5.2
o] 9 falsie}, dubdeog el 3 F T
gt qbdAS @71 SRt 8% =72 ZKIP WA
& Ahggiel & wkeF £l ek ol ye B
thell Al oded3l oW grolet b, FRixle HEA
oAAl 2L ye] pre-image &, A fi(x) = y&
U2 7= x5 B2 ok AME xo) BEid AR
= AR da A £ e SAA R
ZKIP ¥Ho] 285}, dejs] 22 F 8 934
< WEFElng A" oksF FA6 hHsie, A
round]elng2 g g2o|c} =gt 4 Walg o4
sled el k¥ Ao histm, A&l wAlA
AF wAlE A =

|
=2

VI £

B EFddA+ constant round ZKIP HMA] o)A
"4l bit-commitment 3]l dlallA arasled
ow qleje] R EZ WY FAA L R 5
e SAER= WIS WHE olg3led SAT FAlol

(599)

gk x| A AR AR S walS FHA
round?l 4-move ZKIP2 g Algtslglom w3
claw-free pairs of function 3lel4 5-move
ZKIPE #& ghpdlollr] Wik WHE o] 83t 4-
move ZKIP2Z Agtsldch Akt wale Hui
g [5] . (6] =iz [8] of AU’ wAjHc} A4t
g 4 FAlE SyeA Hl A4YdS & 5 )
&, FAF S mEs 2y (6] o wae
CC(N) € Ok - NHaldl uhsf), & u}2]2 CCk(N)
€0k - N)o| e}

=g, £ =delA AR A9 4-move ZKIP
ol-g3te] A& oln, MY JFF FA AT
RIAE WhAE A sl o
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