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Summiry of Security Stundards Activity.

Part 1 - By Organization.

E
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International Organization for Standardization (1SO).

Project/Work item Status

Joint Technical Commijtiee 1 (1TCH) - Information Technology.

SWG on Security Objectives
Catalogue of Security Related Projects

ITCHSCE - Telecommunications and Information Exchange between Systems.

Ongoing
wD

Architectural Documents
Lower Layer Security Guidelines
OSI Lower Laver Sceurity Model

WG3 - Network Layer
Network Layer Security

WG 4 - ‘I'ransport Layer

Transport Layer Sccurity Protocol
Network Layer Security Protocol

1TC1SC18 - Text and Office Systems,
WG - User Requirements nnd Manugement Support.

User Requitements for Security in 'TOS
Proposcd Dralt Addendum to 1SO 8613 for Sceurily

JILC1/SCLT - Mentification and Credit Cards.

WG4 - Integrated Cirevit Card.,
Identification cards - IC cards with contacts:
Patl 1 Physical Characteristics
Part 2 Number and Position of Contacts
Part 3 Clectronic Signals and Exchange Protocols

ITCUSC22 - Progrumming | snguages,

WG5S - POSIX

Security Inierface for POSIX

2nd WD

wD

NWI proposal

DIS
CD

wD
DAD4

DIS
DIS
DIS

Documents

JTC1INS31
JTCINS96

SC6N6569 Rev by
N6884
SC6N5333

JTC1N666

DIS 10736
SCGN6585Rev

SC18N2233
1SO 8613 DAD/4

DIS 7816-1
DIS 7816-2
DIS 7816-3

SC22WG1SN46R 1

Ref. No.

a2

b3
b4

c2

d1

d3
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ITCHSC2) - Informution 1tetrieval, ‘Iransfer, sind Manugement fur Open Systems Interconnection.

WGI - OSU Architecture

SC21 Security Coordination Ongoing SC21N2540 hl
Guide to Open System Sccurity WD SC2IN6167 h2
OSI Sceurity Aichiteclure 1S 1SO 7498-2 h3
Authentication Framework DIS DIS10181-2 h4
Access Control Framework CDI10181-3 SC2ING168 hs
WG - OSI Architecture ctd. wD SC21N6165 h6
Non-Repudiation Framework

Integrity Framework WD SC21IN6163 h7
Conl'dentiality Framework wD SC21N6264 h8
Framework Overview wD SC21N6166 h9
Framework for Security Audit Trail CD10181-7 SC2IN6169 16

WG4 - OSI Munagement.

OSI Security Management - 7th dralt Mature WD SC21N4091 1
OSI Systems Management - Part 8 Security Audit Trail CD CD10164-8 j2
Funclion

OSI Systems Management - Part 7: Security Alarm Reporting  CD CD10164.7 i3

Funclion

Objects and Attribites for Access Control Ch CD10164-9 is
Directory Authentication IN 9594-8 i7
Directory Access Control (5 parts) PDAM 1.2 9594 part 1 SC21N5942 8

PDAM 1.3 9594 part 2 SC21N5952
PDAM 1.3 9594 part 3 SC21N5953
PADM 1.3 9594 part 4 SC2IN5954
PDAM 1.2 9594 part 8 SC21INS5955

WG6 - OS1 Session, I'resentation und Commen Application Services.

ACSEE Authentication Service and Protacol IS addendum IS 8649 k1
OS! Upper Layers Security Model CD10745 SC21IN6095 k2
Security Exchange ASE Mature WD SC21N6096

JECYSC27 - Security Techniques,

(Nute: this SC has assumcd most of the work items of SC20. This summary caplures the proposed redistribution
of the SC20 work items.)

Regisier of Enciplicrment Algorithms DIS DIS 9979 e5

WG1 - Geaeric Securily Requirements

Glossay ol I'T Security Definitions Standing Document N270

Entity Authentication Mechanisms - General Model DIS DIS 9798/1 1
Cryptographic mechanisms {or key management - Overview  Approved NWI e6
Kcy Managemen! Framework wD 27N233 6
Sccurity Intarmation Objects NWI proposal 27N225 e7
Guidelines for Management of [T Security NWI proposal 27N111 e8

WG2 - Seearity Techniques und Mechanisms

Modes of operation [or 64-bit block cipher algorithm complete 1SO 8372 el
Maodes of aperation for n-bit block cipher algoithm DiS DIS 10116 e2
Data Integrity mechanism using 4 cryptographic check

function employing an n-bit algorithin with truncation IS 1S 9797 e3

Entity  Authentication  Mcechanisms - Part 2 Enmiity DIS 979872 e4
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Aulhentication using symmelric techniques

Entity Authentication Mechsnisms - Part 3 Entity
Authenticalion using a public key algorithm

Authentication  with  three-way handshake using zero-
knowledge techniques

Digital Signature scheme with message recovery

Hash Functions

Zcro Knowledge Techniques:
Pact 1 General Model
Part 2 Mechanisms based on Identity and
Faclorization
WG2 - Security Techniques and Mechunisms ctd

Key Management
Part 1 Frumework (see WG1 above)
Part 2 Mechanisms using Symmeltric Techniques
Part 3 Mechanisms using Asymmetric Techniques

WG3 Security Guidelines.

Evaluation Criteria for 1T Sccurity

Part 1 Introduction and Model

Part 2 Functionality ol IT Systems

Part 3 Assurance of Syslems
Collection and Analysis of of Requircments for IT Security
Evaluation Criteria

DiIs

CcD
WD

DIS
Study Period

NWI proposal

NWI proposal

NWI Proposal

NWI Proposal

CD9798-3

DIS 9796
27N223 & 224

27N177
27N178

27N179

27N235

27N234

note: the SC20 work items listed below have been reassigned to SG6 and SC21 of JTC1)

SC20 work items assigned to SC6:

Data  Enciphcrment - Physical  layer interoperability
requirements

Transport layer cryprographic techniques

Network layer cryptographic technigques

SC20 work items assigned to SC21:

Presentation layer eryptographic techniques
Practical conditions for ACSE Authentication

Techuicn] Comuittee 68 (TC63) - Bupking and_ Related Financinl Services,

TC68/5C2 - Operntions_nand Procedures,

Requirements for Message Authentication

Approved Algorithms for Message Authentication - Part |
DEA-1 algorithin (Same as ANST X9.9 - 1982)

Approved Algorithiny tor Message Aunthentication - Parl 2
Mecssage Authentication Algorithm

Approved Algorithms lor Message Authentication - Part 3
FEAL - MAC

Key Management (see also ANSI X9.17)

Procedures for Message Encipherment - Part 1 Genceral
Principles; Parl 2 Algovithms (same as ANS1 X9.23)
Sign-on Authentication (Ref ANSI X9.26)

Bunking-Key Management - Multiple Centre Environment
(Rel ANS] X9.28)

Data Securily Framework for Financial Applications

Key Management by Means of Asymelric Algorithms

complete

wD
WD

WD
WD

complete
complete
complcte

proposed
compicle

compleie
b

propsed WI
WD

CD

1SO 9160

SC20/3 N101
$C20/3 N100

SC20/3 N102

1SO 8730
ISO 8731/1
1SO 8731/2
1SO 8732
1SO 10126

CD 11131

SC2 WG2N227

CD 11166

f10

gl
g2

g3
g4

ml

m2
m3

m4
m5
mé

m7

m9
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TC68/SC6 - Financial Trangaction Curds, Relnted
WG6 - Sccuriy in Retuil Banking,

Retil Message Authientication
Pin Manpagement and Security

Pt 1 PIN Protection Principles and Techniques

95

citin_and Operatio

DIS

DIS

Pt 2 Approved Algorithms fuor PIN Encipherment  DIS

Retail Key Management Standard -
Financial ‘Transaction Cards:

Part 1 - Introduction to Key Management CD

Part 2 - Physical Security Requirements wD

Part 3 - Key Management Techniques for  CD
Symmetric Ciphers

Part 4 - Key Lite Cycle for Symmetric Ciphers cp

Part 5 - Key Management Techniques  for - Proposed
Asymmetric Ciphers

Part 6 - Key Lile Cycle for Asymmetric Ciphers  Proposed
Part 7 - Key Management Schemes ' Proposed

Pant 8 - Security-Related Control Information  Proposed

Dalta Element (SRCIDE)

DIS 9807

DIS 9564-1
DIS 9564-2

CD11568-1

WD11568-2
CD11568-3

CD11568-4

WG7 - Security Architecture of Banking Systems using the Integrated Circuit Card.

Financial Transaction Cards:
Part 0 - System Overview
Part 1 - Card Life Cycle
Part 2 - Transaction Process

Part 3 - Cryptographic Key Relationships

Part 4 - Sccurity Application Modules
Part 5 - Use of Algorithms

Part 6 - Cardholder Verilicalion

Part 7 - Key Management

CD 10202-0
IS 10202-1

DP 10202-2
CD 10202-3
WD 10202-4
WD 10202-5
WD 10202-6
CD 10202-7

Comité Consultatif International Teélégraphique et Téléphonique (CCITT)

SG VII Q18 - Mcessuge Hundling Systems

Message Handling Systems Framework
EDI! Security

complete

Draft Recommendation

SG VI 019 - Framework_for Snpport of Distribofed Applications

OSI Scceurity Architecture

OSI Security Framewsorks

Upper Layer Sceurity Model

Sccurily Model for Distributed Applications

SG_VIH Q20 - Directory Systems,

Authentication
Access Control

SG VL Q28 - Sccurity In Telematic Services

Proposed Secuiily Framework for Telematic Services

Approved Rec.

Joint 1SO work item
Joint 1SO work item
Joint 18O work ilem

Complete
Current work ilem

Current work item

X.400 serics
X.435

X.800

see h4 - h9
see k2

see JTCIN544

X.509
sec also j8

see 1SO SCi8

nl

n2
n2
n3

n4

ns
n6

n7
n8

n9
nl0
nlt

ql
q2

3]
12
3
4
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European Computer Manufacturers Association (ECMA).

TC29/TGS - Security Aspects of Documents

Security Extensions 1o ODA WD see c2
TCI2/TG2 - Distributed Interactive rocessing
TC32/IG6 - Private Switching Networks
Integrating Cryptography in ISDN
TC32/TGY - Security in Open Systems,
Security Framework complele TR46
Data Elements and Service Definitions complete ECMA Std-138
Autheatication and Security Attribute Service Definition WD TG9/9024
Secure Association Scrvice and Management WD TG9/90/43
European Telecommunications Standards Institute (ETSI).
TC - Specint Mobile Services Group {GSM)
GSM1 Services and Facilifies
Security Aspecls ETS GSM 02.09
Subscriber Identity Modules, Functional Charateristics F1s GSM 02.17
Specification of the Internal Logical Organization of the  ETS GSM 11.1}
Subscriber Identity Module (SIM) and its Interfaces
GSM3 Network Aspects
Sceurity Related Network Functions ETS GSM 03.20

Termina} Fquipment (TE)
STC TEY - Card and Cord Terminnls.

Specification  of Iniclligent Cards "and Terminals for work item
Telecommunications

x1

ul

vl
v2
v3
v4
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American National Standards Institute and Federal Information Processing Standards.

Data Encryption Algorithm/Standard (DES)
DES Guidclines

DES Modes of Operation (ISO 8372)

DES in Physical and Data Link (ISO 9160)
PIN Management and Security

Computer Data Authentication/ Retail Message Authenlica-

tion
Retail Key Management
Wholcsale Message Authentication (ISO 8730 and  8731)

Wholesale Key Management/Option set {or government use.

Wholesale Mcessage Encryption (15O 10126-1 and -2)
Wholesale Sign-on Authenticalion

DES Equipment Security Requirements

DES lor Group 3 FAX

Password usage

EDI Security Structures

Wholzsale Multiple Center Key Management

EDI Secutity - Cryplo Message Transaction set

Part 2 - By Topic
Topic Reference

Organization of wark al,a2,h1,h2

FIPS 46-1

FIPS 74

FIPS 81

FIPS 139/ FS1026
none

FIPS 113

none

FIPS 113
(restricted X9.17)
none

proposed Work ilem
FIPS 140

FIPS 141/FS1028
FIPS 112

none

none

Access Control h5,j5,j8,52

Alarm Reporting i3, ,

Architectural ducuments b2,b5,c2,h3,h4-h9,k2,m8,r1-r4,t1 v1-vdwi5x1
Aucdit 12,16

Authentication e4,£1,02,03,85,h4,j7.k1,m1,m2,m3,n1,51,w6,w8,wi |
Conlidentiality h8

Digital Signature f4,

EDI ) €2,q42,w15,w17x1

Encipherment/
Cryptographic Techniques
Evaluation Criteria M,{10
Hash Functions (5

el-e7,01-[7,g1-g5,m5,m6,p5,ul,wl-wd,wi0,wi2,wilwi7

Integrity e3,h7

Key Management ¢6,e7,e8,6,7,md4,n3-11,w7,w9,wi6
Message Handling ql

Network Laycr Sccurity bl.gs

Non-Repudiation hé

Network Layer Security bd

Presentation Layer Securily g3
Security Management © ji. 8
Security Inlormation Objects ¢7

Threats yl
Transport Layer Sccurity b3,g2
User Requirements cl

Zero Knowledpe Techniques (8

ANSI

X3.92-1981
none
X3.106
X3.105-1983
X9.8-1982

X9.19-1985
X9.24
X9.9-1986
X9.17-1985
X9.23
X9.26
none

none

nane
X12.58
X9.28
X12.42

Rel, No

wi
w2
w3
w4
w5

w6
w7
w8
w9
wig
will
wi2
wi3
wl4
wls
wi6
wl7
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Annex A. Other Relevant Security Documents and Activities.

The (olfowing activities/documents, while not included in the main body of the report, are identified here because they are
potentially candidates for future subiission to (the international 1T security standards work.

a. Activities

IEEE 802.10 - Standard for Interoperable LAN Security (SILS).
IFIP 11.3 - Secure Database Management Systems.

b. Documents

Canadian Trusted Computer Product Criteria - Communications Security Establishment.
Information Security Evaluation Criteria - France, Germany, Nederlands & UK joint initiative.

Sceure Data Networking System (SDNS) - US Dept. of Delense National Computer Security Center:
SDN20 Overview
SDN3u1 15 May, '89 Secure Protocol 3
SDN/401 2 May, '89 Secure Protocol 4
SDN/601 11 Aug. 89 Key Management Prolile
SDN/701 1 Aug. '89 Message Securily Protocol
SDN/S01 26 July, '89 Access Control Concept Document
SDN/801/1 26 July, '89 Access Control Information Specification Addendum 1
SDNMm02 1 Aug. '89 Key Management Protocol - Definition of Service
SDN/9O3 1 Aug. '89 Key Management Protocol - Specs. for Protocol

Trusted Computer Systems Evaluation Criteria - Orange Book (Computer Security)

- Yellow Book (Implementation Guidelines)
Trusted Network Systems Evaluation Criteria - Red Book (Network Interpretation)
Green Book - Authentication/Password Management.
Grey Book - Trusted Database Evaluation Criteria (still classified)




