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Abstract

Knapsack public-key cryptosystems are based on the knapsack problem which is NP-complete.
All of the knapsack cryptosystems which use some form of modular multiplication to disguise
an easy embedded knapsack problem, are known to be insecure. However, the Chor and
Rivest knapsack cryptosystem based on arithmetic in a finite field is secure against all known
cryptanalytic attacks.

We suggest a new method of attack on knapsack cryptosystem which is based on the relaxation
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of a quadratic 0-1 integer optimization problem. We show that under certain conditions some

bits of the solution of knapsack problem can be determined by using persistency property of

linear relaxation.

Also we propose a new Chor-Rivest cryptosystem which is based on an extension of Bose-

Chowla theorem. Unlike the original Chor-Rivest system, this new cryptosystem reduces the

number of calculations of discrete logarithms which are necessary for the implementation in

a multi-user system.
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A4 (e 348 x* e o3 2o

x*=0if vv<0, =1if v>0.

He| 2™,
p(O =vytvixi+ - +vax,ol f(x)2] best roofe] I
(x**, y**)7} Rhys LP2] & Hsjolud

vi>0— =) x**=1, vy<0~—) x**=0.

el Helol o8] & best roofoll A vie] 3 &
Hjgoldx] wleeltdA] FodstA Hrh. = best
roofell tH&h &4 (e 3= %24 g3} Rhys
Lpe] #A &34 ge 5zl A AgYe
A% Ao ol o utel WA = gapS
et

Ha| 3", (Strong Persistency Theroem)
whal f(x) 2] o] &} best roof fviioll A vi>0 [v;<0]
olgl (QP) Y EE HAS A x=1 [x=0]°]c}.

Hz| 4", (Weak Persistency Theorem)
wkel Rhys LP9] # A3 (x, y)ollA x=1[x=0]
old x=1 [x=0]a (QP)2] A s|7} FAlgtc).

o} 4] Rhys 413 3} roof & ©]-88ke] ¥ knapsack
A g AR 4 4 9ol 9k knap-
sack?] W=7} ¥4 @& 7 Fell= A BE Al
¥ knapsack ¥4l A5 A¥Y (QP) A F
54l =™ Rhys LPY roof & AHE-8h= £4) (4) 9
AN E ez Al 29 zhe] Rhyse| HA
oA x=0 [x=1]°1A} v>0 [vi<ole] =&
Aol 2ol sdE= W@ knapsack HS9
e o4 5 Uk

6. Chor-Rivest &A1) Yuts}

Chor-Rivest knapsack ¢t& A A= 71& 2 knap-
sack $tEA A 2} whe] mgeh dibdl] EA5HA] ¢
FrEtA o) 2] ol atB Tz Al4lel] ZAEN, 2F7}
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3l WE)E o] £-3}%x] ¢4 XMt} WubH <l knapsack
WElE Algtoz s, 71Ee RE ¥ Wy
of disle] qrAslc), 2@} o] FIAAE T
goll glel bAoA e olatma A4le] d8s)
22 ZgAe] EAEZ 9lt. o7 A= Chor-
Rivest st 2 A7} <48+ 3 3i= Bose-Chowla
25 dutslgeo ) Bl AgH o2 bdd kna-
psack SEAAE FHsLA el

Az| 5. (Bose-Chowla M2{2| s

p7t &8l ol h>17F Ageld, g7t GF
(p =GF(p)/<f(t)>2) multiplicative generator
@ shab, g A4 9E a0 1<i<phs o
gt&gtcla shab, (F 1<a<Lp'— 1)

iCH

273&

D {h}= AZ2elch. (F hi=g" mod f(t))

2) 0<h® 5 <r, BE i

3) rk<h

= x)2 (v, ye s v 7 AR THE
v Heola Tx, Zy<keld, TaxzX
ayi°lth.

(3%) ek Tax=Xayelzty 34,
A

(X]y X2y

GF(p™ @il

Zaxi Z ayi
g —g

oliL, A

HgaiXi — Hga;yi
olt}, 2B 2 chgo Aleo] FJI,

II hamXi:H hi(t)Yi
vk 24 (1) 3 xeyoll A ol Zgojl. (QED)
# A=l7} Bose-Chowla A 2]9} t}& g, Bose-
Chowla Ae}7} w2 GF(ph)elA b7} 19] o}

219] index¥H-& A48} knapsack WEIZ Fi=v]
Hl3le] duwistg AeleMe 257} ¢ o)slel o}

P& glolR A9 ste] ¢]9) indexE AT LR
4] knapsack ! B]& T-3ltcl= Holc)., aieli B
odubd el knapsack HE]-E AN 5 s}, 22
knapsack #HE] o] F-2-go] ME ct24 sjFr] 9
glo], CpAEL ME AR240) HES Ad sl
] 715 A % holl A k& A8k stodol ghe), ube} A
H AelolA Wk r=10]3 k=holw o] Hel+=
A 2] Bose-Chowla A2} FUsA Rt o
Ad1t3} %l Bose-Chowla A&l &7 3}¢] knapsack
Al g A A2 oS 3l

(1) 2549 £ p9 p B} 22 A5 hE
A g}, o] 52 GF(pHalA e o4tz A Ake]
Lolg Zleog ),

(2) GF(p)ell A 2l hel algebraic t &€ GF(p") &
Fzk9l alA At} & GF(p)ltlel A 227} hal
irreducible monic polynomial f(t) & A8l GF
(pWel Ao Ad4& GF(PLt)/<H(H>F xdsa
Ec},

(3) GF(p")°NA multiplicative generator g& %
oz A=,

(@ g9 " A5 13t rk<hdl I
ghcl},

(5) ZE joll dlsted a=log,(h)& 7lAtgic}.

=

kE A

oA {aj= 7HEA 7} k olFHYd ) 1 H-E-glo] A=
£ knapsack #Ele]t}. 2z} AM8-AbE 2 knapsack

FxAAE TEE AL g3 3k

(1) p, h, f1), . k& A},

(2) Z+ AaxE e b}, {afE F8iE, ged(m,
P~ D=1 mE A=t

(3) 59 o, E5 AT

a;=ma; mod p"—1,

& =g" mod f(t).

@, myum=1 mod p'—1.

(4) Je2 0<d<p'—2& At =q+d=2
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1%}
vl

714 {cf, p» h, k7F BA071eI9 t, &, d, {7}
v ylelct, o714 2zt AbgApE R FUd |hie
m¥% mpaEF HA AT 9ok WAA x= (%, x
e, %) R Fol ko ol Ehak 141 0—1 WE]elc),
ol thyat o] tEaElc).

E(x)=2", c¢x mod p'—1.
oj9] ¥xst A} cfgt Hrh

(1 #4 S=EX] w3t z=S—hd mod
p'—1E A4kgich

(2) s(t)=¢* mod ()& AlAgch.

s(t) =& mod £(t)

m; ¥ mawp

=g mod £(t)
mm X aug
=g O hod £(t)
At
=g mod £(t)
=11 .5, hwo mod f(t)

(3 s(F h(OZ A2 AFEsigozn
AR xell A 03} 1Ml ES] $AE Udopict,

Ak GEA A= g olARI AR
Be AR @A AMRE F ol GEAAE
T5% 5 stk FHoellA] Chor-Rivest 717 <
FAAY Fddct. wela] i ojAdRIIA4E
wte g @ o]4xr @A AHEE 7 Ude A
ol A o] sfmAA L FHe] Hop AgH o)

Aergd GEAA A dE3} A4 ph B} 2h
A oF hl vt =), B33 3L 1§ 3
gk p"— 1 Al F-58tedof st & 2o} 2h log po
REge Falol B atr). afeba] HvbH 0 & 4h log

X AItsl knapsack EAA Q] 8
i hi logh
1 13 5 12075238
2 14 15 9888267
3 14 18 13554503
4 9 8 4924428
5 27 28 8431377
6 24 4 28 20928952
7 10 15 17 15257188
8 0 12 2635422
9 28 21 14175233
10 1 15 27 25521516
11 19 10 25439528
12 7 1 16790094
13 15 8 21 25219605
14 22 11 27 7706827
15 20 18 15 21647197
16 19 1 24276005
17 25 2 10593790
18 17 8 24 25294790
19 19 14 4165892
20 3 4 13 22612316
21 20 19 5 17514249
22 30 14 19 3899764
23 16 2 6 10193296
24 25 1 19 25715459
25 22 27 3 16911281
26 30 30 5 11878288
27 23 19 7 14027593
28 30 28 14 9630976
29 29 6 24 4472654
30 25 6 1 20341343
31 11 26 27 21063445

A =20+6x'+ 1723+ 18x+ 11
= Gt -+ 23¢ -+ 2002 + 150 + 20

% : h(x) is written in the form of h(x)

=gt ap oz’
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pel GF(p) d4te]l A gsbch, Ely|= kub F7}
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A9 FUsA ph log p7} #rh, EE B 2F
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{o

logg p+k—1Ck
R= ————
10g2 ph
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r=2, k=29 45 HREL o 0.3610] HH
ol U= d(c)=1.129°]c}.
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