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An Expert System for Operational Aids of Security Control by
Incorporation with Conventional Program Packages
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Abstract- The security control can be defined as all control actions and counter-measures
to return the operating state of the system to a normal state. In an emergency state, fault
clearing and/or overload suppression is enabled as a security control in order to prevent the
extension of the fault. In the alert state, counter-measures should be set up in advance for
the dangerous points of the system operation in order to protect the system from expected
accidents. In the normal state, the routine scenario is conducted to analyze system state.
In the decision-making of the classification of system states, the heuristic and experienced
knowledge can be well applied and thus application of expert system to this area attains
considerable achievements. In this study, it is attempted to extract empirical rules through
heuristic analysis and establish the knowledge base. Finally, the incorporation method with
the conventional program packages is proposed. The expert system is designed to select
an appropriate method and to perform the corresponding package. The input data can be
automatically set up by using the data base. The computation results can be automatically
added to the data base.
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1. Introduction

The increase of complexity and diversity in
electric power system operation requires sophisti-
cated and experienced operators in each minutely
divided areas. Recently, much efforts have been
paid to the development of expert systems which
can take the place of the operating experts. [1, 2,
4-7] This study is aimed to establish an expert
system which gives operational aids in the security
control of power systems.

A system operator can be called as an expert
when he has the following abilities ;

1) deductive analyisis and reasoning in
problem-solving by using operating data for
the previous cases similar to the present
situation.

2) essential decision-making by the rough calcu-
lation and empirical judgment.

3) In a case where accurate calculation is
required, selecting efficient calculation
methods, performingrthe corresponding pro-
gram packages and analyzing the results.

Many authors of recent papers have been
devoted to the development of an expert system
which can cover the first and second abilities. [2,
5] However, this study is focused on the covering
of the third ability besides the first two for the
utilization of computational tools. The operating
states of system are usually classified into normal
states, alert states and emergency states. [7]

The security control can be defined as all con-
trol actions and counter-measures to return the
operating state of the system to a normal state. In
an emergency state, fault clearing and/or overload
suppression is enabled as an security control in
order to prevent from extension of fault. In the
alert state, counter-measures should be set up in
advance for the dangerous points of the system
operation in order to prevent from expected acci-
dents. In the normal state, the routine scenario is
conducted to analyze system state. In the decision
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making of the classification of system states, the
heuristic and experienced knowledge can be well
applied and thus application of expert system to
this area attains considerable achievements[2,
5]

In this study, it is attempted to extract empirical
rules through heuristic analysis and establish the
knowledge base. Finally, the incorporation method
with the conventional program package is
proposed. The expert system is designed to select
an appropriate method and perform the corre-
sponding package. The input data can be automat-
ically set up by using the data base. The computa-
tion results can be automatically added to the data
base.

The proposed system is tested to the 14-bus
IEEE sample systems and the results show the
effectiveness of the expert system application.

2. Expert System for Security Control

The security control can be classified into two
categories : security assessment and security con-
trol. The security assessment includes the on-line
security monitoring and testing of the robustness
of the system through the contingency analysis.

The security control includes the preventive
control and restorative control. However, this
study is restricted to only the security assessment
since the security control deals with various
topics.

2.1 Security Monitoring

Security monitoring is to detect the abnormal
point of the system by testing the on-line data of
the operating state of the system, which performs
checking whether line flows exceed its capacity or
whether bus voltages get out of normal range. The
security monitoring can be easily implemented to
the expert system since it requires simple upper
and lower limit checking. If any of the line flows
or bus voltages gets out of normal, then the alarm
signal is issued with the line or bus number.

2.2 Robustness Test by Contingency Analysis
The Power System must Secure the Robustness to

241



supply electricity without any trouble for the case
of various contingencies such as line outages due
to lightening, sudden generator outages etc. Conse-
quently, the robustness test requires checking
system state under each of various contingencies.
Moreover, system state under a certain contin-
gency must he evaluated by some computation
tool or experience. Conventionally. the system
state under contingency is evaluated by the com-
putation program package, so called, contingency
analyvsis program package. However, it requires
excessive computation time due to too many pos-
sible contingencies. This study is aimed to extract
heuristic rules to evaluate the system state under
contingency. Implementing the heuristic rules can
afford the expert system to save remarkable com-
putation time. However, in case where the heuris-
tic rules do not apply, it is necessary to mcor-
poriate with the computation software packages.
In this syudy, it is attempted to develop an expert
system which his the Tollowing functions ;

1 evaluating the svstemn state under contin

gency by heuristic rules.

2) incorporating with computation software
packages 17 necessary.

3} determining the application boundary of

heuristic rules by self-learning.

The incorporation with computation software
packages can be accomplished by using an inter-
face of the computation software package. The
computation package interiace performs the fol-

lowing functions.

I Man Mas hane dnocrbace

-
L

Fig. 1 Expert system configuration
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set up the input data file.
— access to the object module of computation
package
— access to the output file .of computation
package and updating data hase.
This software interface can be simply designed
with the software programming. The expert sytem

configuration is given in Kig. 1.
3. Knowledge Base and Inference Engine

The core part of the expert system is the
inference engine and  knowledge base. In this
stydv, an efficient data expression method is pro-
posed torepresent topological data of system
configuration and sysiem parameters, and it is
attempted to extract effective heuristic rules.

3.1 Data Base

Data Base for the power system consists of
operating state data, system parameters and
topological data of system configuration with the
on-off data ol the circuit breakers. The data for
system elements such ws transmission lines. gener-
ators. Joads cote. is represented by the form of
frame. Each slot of the frame stores one attribu-
tion of the elements with an appropriate name.
The clement data frame has the following form.

element (Klement Name, [datat*Name”, Val-
ue, Unity, data “Name”, Value, Unit) ]y,

On the other hand, bus data can be represented
by a set of attached elements, for which another
form of frames is defined as a “component” frame.
Each slot of the frame represents an attached
elerent and its operation state,

component (Component Name, “bus type”,
[element list]

Examples

element (line (3), [data{“bus_to_bus”, 1, 3.)).
data(“impedance”, 0.014, 0.058,
“pu’l,
data("Yc”, 0.0, 0.00084, “pu”]),

element (generator(2), [data{*Terminal

Voltage™, 1.05. . "pu”)]
data (“output_power”, 150.0, , “MW™}
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data(“"Max. output”, 200.0, .
"MW D
component (Bus(5), “Generator Bus”, [line(1y,

Line(2), generator{5:])
With use of the element and component, the
system or subsystem of network can be simply

represented by the following system frame.

system (“system name”, [clement or compo-
nent list])
Example

Iy
{

system (“whole system”,  |bus(1), bus (2},
bus(3:, busi4), inc(8), line(10)])

3. 2 Rule Base

In the security control, it is required to test the
robustness of the system against possible contin-
gencies. In this studv, several heuristic rules for
the robustness test are suggested.

Suppose all bus voltages are within the allow-
able tolerance and the total lsad of the svstem is
less than the specified load, sav, H0%, of the total
generation capacity. Then, the system maintaing
the robustness for the all possible contingencies
unless the distribution of load is severely biased.

Rule 1
conditions ;
[ Are all bus voltages within the allowable
tolerance?
27 Are all loading factors of lines less than
some specified value, say, 509 7
21 Is the tota) load of the system less than
50%  of total system generation capac-
ity ¢
clauseg : If all the above conditions are satis-
fied, the system is robust against all
contingencies.

Consider the line flows around a hus as shown in
Fig. 2. It one of the four lines has specially great
flow, the following rule can be applied for the

rohustness test.

Rule 2

Condition ;

4
Pk> 31 (Pri— PPt (pr By

stk
k=1, 2003, 40
where P/, P/ ; line capacity and line flow for
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Fig. 2 Line flow scheme

line ;
P % . generator capacity and output
clause ; If the condition does not hold for any
k, then the system is weak or vulner-
able for the contingency outage of line

k

For a certain line outage contingency, the line
flows can be roughly evaluated by the assumpt -
ion of proportional changes.

Consider the contingency outage at line 3 in Fig.
2. The simplest counter-measure against
this outage is to cover the line tlow pP3 by
increasing the generator output if possible. If
it fails, then we have to consider line flow
changes in other 3 hines. These line flows can
be roughly evaluated with the proportional

change assumption ;

g - ¢ ])l
2] - D20 . AN 3w ) )
APl = [P3-(n PO pripoypi

Pe'le Pl APel

‘ 3 ‘ muax b 1J2
APl [P3(R™ POl ey
Pe'2 P2+ AP
4 q - i max 3 7 }J4
APed (P3P g T
Po'd:: Pd+ APed

Then, the system robustness test can be perfor-
med with the use of the above roughly  evaluated
line flows. Hower, the errors involved in the

rough calculation must be taken into  account
in decision-making. This can be done with
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the introduction of marginal factors ¢ and 8.
and the robustness is checked as follows;

Rule 3

If APek > a[Prk— Pk, then line £ is vulnerable for
the contingency under consideration, or
contingency outage oi line 3 in Fig. 2(a =1,
0).

Rule 4

If APek<B[Prk— Pk), then line £ is robust
against the contingency under consideration

(0 <4<1.0),

The marginal factors should be determined by the
statistics. If they are chosen with sufficient mar-
gin, then the reliability of the rules is increased,
but the number of cases for which the rules are not
applied is also increased, and vice versa. In this
study, a learning system is introduced to
attempted to determine these marginal factors
with the initial Jearning set.

On the other hand, the above rules do not apply
if the rough calculation 4Pek holds that

B(Prk— Pk) < APor< a( Prk— Pk)

In this case, it is necessary to calculate accurate
power flows of line £ in order to test the vulnera-
bility of line k, which requires the incorporation
with computation software package.

4. Incorporation with the Computation
Software Package

The languages for the expert system are
developd for the treatment of letter information,
while they are not suitable for computation pur-
poses. Consequently, it is necessary for the expert
system to incorporate with the conventional soft-
ware packages for computation. The expert sys-
tem has a function to perform an object module
program if provided, for example, functior “sys-
tem” in prolog. In this study, an incorporation
interface with computation packages is developed
with the use of file management techniques. The
incorporation interface has the following func-
tions ; establishing data base for input data form
of software packages, setting up input data files
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and updating of expert system data base.

4.1 Data Base of Software Input Data Form

By analyzing the computation software pack-
age, the expert system is provided with the input
data and the corresponding format and then it
establishes data base of input data form with the
use of the ordered list expression.

4.2 Setting Up of Input Data File

This function is supported by the data searching
and the writting_ in_ file functions. Both functions
are implemented with the corresponding rule base.
The data searching function searches required
data and format among the whole space of expert
data base. If the data and format are found, the
writting_ in_ file function writes the data in the
input file in accordance with the corresponding
format.

4.3 Execution of Software Package

The expert system gets directly access to the
object module of the software package and the
input data file and executes the program. The
computation results are stored in the output file.

4.4 Updating of Expert System Data Base

Expert system gets access to the output file and
searches available data to update the data base
with the use of data searching rules and updating
rules.

In this study, the line flow calculation, when
accurate calculation required, is performed with
the incorporation with the contingency analysis
program package written in FORTRAN.

5. Test Result

An expert system is established for the power
system security control on the basis of the above
discussions, and tested for the IEEE 14-bus sample
system, shown in Fig. 3.

In order to test the proposed heuristic rules, the
results by heuristic rules are compared with those
by accurate calculation. The rough calculation of
line flows is tested for various contingency cases.
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Fig. 3 IEEE 14-bus sample system

Typical samples of test results are listed in
Table 1. The line flow is tested for the adjacent

lines to the contingency line, since the flows of

Table 1 Test results with the nse of proportional change
7 T T S T S S S S e S S e T T T T T e e e e e e
| Contingency | appli- | rate | Rough | Load | nurmal f
| dine | cation | line | Caleulation | Flow | line flow |
| outage | line | power | ) ] i
e e o
i 4 |1 5 1.271 ) 0.452 | 0.563 t 0.748 |
| |2 4 ] 0.965 | 0. 845 | 0.895 | 0.563 |
| e B} 0.70% | 0,26 | 0,123 0,414 |
] |4 3| 0.8% | 0.118 | 0.080 | 0.232 |
f P4 71 0.476 | 0,139 | 0.183§ 0.280 |
i i 4 9 | 0.268 | 0.079 { 0.104 | 0.158 |
| ] 6 | 0.8B1 | 0.56 ] 0.552 ) 0.401 |
T e pomm
] 4 @ i 2 4 ] 0.955 | 0.5i0 | 0. 0,563 |
i i 4 31 0.394 | 0.254 10,235 ) 0.232 §
i j 4 7| 0.476 | 0.306 } 0.384 ) 0.280 |
f | & 4 ) 1.082 | 0,561 { 0.570 | 0.619 |
| v 8 ] 0.486 | 0.390 | 0.394 ]  0.287 |
f | 10 | 0.096 | 0.037 | 0.023)  0.057 |
| [ 14 | 0,188 | 0.083 | 0.077 | 0.099 |
e S R Rt
] 86 It | & & | 0.115 | 0.359 | 0.363 | 0,401 {
] P62 | 0.129 | 0.085 | 0,082} 0.076 |
i | B 13 ) 0.295 | 0.193 | 0.196 | 6.174 |
| {11 10 | 0.064 | -0.038 } -0.035 | 0.033 |
b e S et 4
| 9 14 | 4 9| 0.268 | 0.128 | 0.144] 0.158 |
| | 7 8 | D.485 | 0.231 [ 0.260 | 0.287 |
| (<] 10 | 0.096 | 0. 069 I 0.116 | 0.057 |
t |13 14 | 0,088 | 0.151 | 0.153] ©0.052 |
pom—m——m— T T s st 4
|12 13 I 5 12 ) 0.129 | 0.062 f 0.081 | 0.074 |
i | 6 18 | 0.285 } 0.186 ] 0.187 | 0.174 |
| 1313 14 | 0.088 | 0.049 { 0.050 05z |
SO RPN SN RV —— I S S, J

JIE W ZEIW AAlol 28t MEE HHEH NHE HE HEI ALY

Table 2 Robustness test for different operating
conditions.
No. of test cases=84
A =No. of correct decision
B=No. of incorrect decision
C=No. of unapplicable cases

r— T T T "
| normal line power | ] i I
R | 50%x | 60x | 8% |
| rate line power | ] ! |
b= ———t—7r—r—t—7v—T—4—r—7—4
| a I A | Al B} C} Al B} C| Al B| €}
L S e e aE T
| 1.2 ] 0.8 176 3] 5i71) B8] 5]139(33)12]
| 1 0.7 |74|2’8]53|7|14|37]32]15[
| i 0.6 |73[2l9|58|7]19|31]31]22|
| | 0.5 |54[2]18[52!7|25|27[30|27]
bttt -t - -
] 1.3 ) 0.8 |7S|3|5[7]]8|5|37]31|16|
J | 0.7 |74] 2| B|63] 7|14}135(30)19}
| | 0.6 f73|2|9|58[7119|29|29)25|
| ) 0.5 |64]2]18'52]7|25|25}28|31J
bt = —F =+ —
] 1.4 | 0.8 |78|3|5]70j5|9]34]27123|
| | 0.7 [74|2[8|62|4f18|32‘26|26]
| | 0.6 }73|2l9|57|4[23[26!25[33'
i | 0.5 |G4|2]18|51[4|29|22I24[38}
bt ==t — b=
| 1.5 } 0.8 |78|3[5{70,4|10|34|27|23|
] | 0.7 741 2| 8)62| 3[19)32)261}26|
| } 0.8 |73|2|9]57[3]24|26]25]33)
| | g.5 ]64]2[18)51|3|30[22[24[38_[

s e iata ks st T S R S S S

| 2.0 ] 0.8 |74] 3] 7|70 4}110]31j24]29]
f | 0.7 (72} 2]10162] 3{13{29123|32}
| ] 0.6 J71| 2}11|57}| 3]24)23|22{39]
] | 0.5 |62] 2120|51) 3|30|13{21]44]

R s ks St S SR S S S

| 3.0 } 0.8 | 73] 3} 8|68] 4|12]25{16}43}
| | 0.7 [71] 2111160 3[21[23]15]46|
| [ 0.8 |70 2]12|55| 3126|17{14]|53]
| | 0.5 |BL} 2(21)49) 3[32)13(13158}
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these lines can be severely affected by the contin-
gency. This result shows that the rough calcula-
tion with the use of proportional change assump-

tion can provide with useful information for the
robustness test of system against contingencies.
However, considerable errors can be efficiently
covered by using the marginal factors ¢ and 4.
Table 2 shows the results of the system
robustness test for different operating conditions
with various marginal factors. Here it is noted
that the reliability of the test can be increased by
taking greater o and smaller 8. However, the
number of unapplicable cases rapidly increases.
factors must be

Consequently, the marginal
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selected to make compromise between reliability
and applicability. On the other hand, the operating
condition of system should be taken into
consideration. In this study, a self-learning system
is under research to determine the maginal factors.

6. Conclusions

This study proposed an expert system for the
security control of the power system with the
extraction of heuristic rules and the incorporation
method with computation software packages. The
developed expert system is tested for the 14-bus
sample sysrems, the results of which show the
applicabilitv and effectiveness of expert system
application to the power system security control.
The features of the proposed expert system are
follows :

a) A systematical data expression method is

proposed for easy handling of the topological
data of system configuration.

=

Heuristic rules are extracted in the practical
operational sense, which can afford to save
remarkable computation time in the system
robustness test.

¢) An efficient method is proposed to incorpo-
rate the expert system with the computation
software packages.
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