iR 85-22-3 -2

AT vES] 29 dolel B EuA

(A Method for Data Security in Computer Network)

o sF fB/% # K e
(S. H. Ryu and B. U. Choi)

2 B

& Brolde AFe MEYZ kold HEHE dlolel =& SBFIAE A48 (multi-user system) ol
A files B3537) Yo o] &5 E cryptographyol ¥3slel Fick. & system conventional cry-
ptography ¢l 7] % public key cryptography 2 #el@e 2 EEE7F w2 7lo He7t golsi=d A
2% ZA EEol oe g4 NEEE 2E + Uk

Abstract

In this paper, we describes a cryptography, which is a useful method for data security in
computer network and file protection on multi-user operating system. This system manages
the keys of conventional cryptography with public key cryptography. As a result, we can
obtain high speed encryption, easy manipulation in key management and signatured text by

new authentication.
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Fig 1. Authenticator verification method using CCS.
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CAP Crypto system2] 7fetx
Block diagram of CAP crypto system.
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PROCEDURE h(Pi) ;

begin
RT[O0]: =";
for i:=1 to 128 do
RT[ 0]:=CONCAT(RT[ 0],70");
for i:=1 to N do
begin
T(i] : =EXOR(RT[i—1],
CONCAT (Pi, AK[i mod10])) ;
RT[i]: =REVERSE(T[i])
end ;
T:=T[N]

end ;

(4714, reverse+ 128bit9] T[i]E& AdAF oz wj
o &= E}-’F"]J—. EXOR 2 exclusive OR8] Ak
e §ol

o] *3‘35."_ T+ 5E message vectorol t3le]
IfEA abEolA =2 message®lole Aol E7H%
A =i, ¥4 hv 4F 9 one way function 22 #t
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PROCEDURE cap-encryption ;

begin
GET(S); (State initial seed)
MK: =RANDOM-P(S) ;
(Generate mother key from random
processor)
CK1: =E(KBe, MK} ;
SK: =copy (CK1, length (CK1) —639, 640) ;
(Generate son key)
CK2 : =E(KBe, CK1) ;
TRANSMEET (B, CK2) ;
for i:=1 to 10 do
SK[i}: =copy (SK. 64% (i—1)+1, 64) ;
SK[ 0]):=SK[10];
RT[0]:=";
for i:=1 TO 128 do
RT[ 0 ]:=concat(RT[0],70")

for i:=1 TO N do
begin
CT[i}: =FE(SK[i mod 10], P[i]);
T[i]: =EXOR(RT[i ~1], concat(P[i], AK
[i mod 10]));
RT[i]: =REVERSE(T[il);
TRANSMEET (CT[i])
end ;
ST:=D(KAd, T[N]);
TRANSMEET (E(KBe, ST))
END;
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9] 739 64bit4q, RSA 2l 3% 10%°°(2F 640bit) A=
4 Ae] 5lo2 lblock® DES$ RSA9 A2izke (7)

A= At
400,000 . 50, 000 .
o D e —80: 1 (7)
utelA DES ¢} RSAS He| Alzke)& A(8)3 o)
Flor F-*) E(or D)=1 : 80 (8)

w2l x bit?] data-§ AMeEl3lr] M LB B
f& DES9 7% R(9)st 22

X
RSAE A% 7% K00,
Ti=g ><E-8><(64 ) (10)
RSAE %39 E£ S ¥ A% R,
Termgl, (1-:+D)-15><(64 ) an
CAPE 53l BEAY A5 A28} 3t
Te=2E-+ (E+D) +5F -(320+§4’f—) (12)

et BHE A obv RSASH BFHE s CAP
system ¥ £ E7b ZobxlE x o & 410,011,102 o s)

(206)



10

A1y Zol
x_8
64 64
x=29260.2 <} 3,000bit o] A+ wj 2&] z2l(5)9) K
EZ RSARch #Wapzxo] RSAd ol A& & wij
1,500bit o] ol 4] -5 wepAl g o 4 Slrh

320+ (13)

Ve
RSA with Signature

©3~-

CAP with Signature

85, A4x wa
Fig. 5. Through put ratio.

3.000bit 375byte & Yk oz $ej7} Helsjor &
BEE oA Y @ dataol”) wjFoll = wi
£ £532 ciphertext9} BHLE & F Utk

V. #&

o] 43 o] CCS¢ PKS &
< ks ch

A A &B2 conventional 3t HbEol 2 3ted encry-
ption HEZ FL A 23, PKSY #H#od 9t 7|
o gedrt Eolsieh
N2E REFEHBE =5t AAT
signature & Fo g fir W NEEH o] U3,
RSAoA9t & FHkol 25ted master key & FIH T
45 ey HHERS) FHTE ¢ & U =¥
DES ¥ c} #/138F ciphertextd & 4 YL EZZ net-

%

&% CAP system

x,

digital

work protocolel] & AlA® & FHAT 7 high level
layer o4, plaintext9] stateol] ¥3 HHE Azt
®, o 7% Zelx S o] MRESHL REERE o] w
2rz Ay #E KM 294 5 U+

HAFE WEYZY dlole} B Ful4

2 # XM

[1} F4%, S, “Computer Network®] Data 2.
Fp 17, AgAAZEs 2ATEEEA
=534, vol.6, no.2, 1983.
438, v &, “Comuter Network?] Data ¥
AT, oidAAF 3 FASEgENY =
24, vol.7, no.l, 1984.
R. Rivest, A.Shamir and L. Adlman: “A
method for obtaining digital signatures
and public key cryptosystem,” C-ACM,
vol. 21, no. 2, pp.120-128, Feb. 1978.
NBS: Data Encryption Standard Federal
Information Processing Standards. Pub 1.
46,1977.
W. Diffie and M.E. Hellman: “Privacy and
authentication: An introduction to crypto-
graphy,” Proceeding of the IEEE, vol. 67,
no.3, Mar. 1979,
(6] Z8A. “Data FAlel UolH A #HE
27, gepisn 4AEs £, 1983

[7] R.C. Mercle and M.E. Hellman: <‘Hiding
Information and Signatures in Trapdoor
Knapsacks,” IEEE Trans. Inf. Theory
vol. IT-24 no. 5, Sept. 1978.

[8] D.W. Davis: ‘“‘Applying the RSA Digital
Signature to Electronic Mail, IEEE Com-
puter, Feb, 1983.

[9] A.S. Tanenbaum; Computer Network.

p-H Pub. pp. 386-439.

[10] S. Miyaguchi : “Fast encryption algirithm
for the RSA cryptographic system’ IPS of
Japan, vol. 24, no. 6, Nov, 1983,

[11] R. Akiyama and R. Yathubosh : ““Trends
on the hardware technologies for data
encryption,” IPS of Japan, vol.25, no.6,
Jun. 1984.

[2]

(31

[4]

(s

—

od

w

(207)



