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Web app source
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Docker Image Repository
A

: [ Docker Engine
ipull )

|
| |
| |
| |
| H |

H 5 |

! Reqqest H H Docker - |
| dockerimage;  s------- foop
| ; Image v |
- Docker Cli |
I |e Developer/ |
: % docker rmi Operator |
| |E command or |
| nothing :
! Docker Image License Compliance . |
| Infri . ‘ Script
| nfringement Prevention System £ |
| execution |
| Similarity Check Module |
: )4 ) { :
| [ Sensitive Data Identification Module :
: 1 1 |
| |

|
|

|

[ Sensitive Data Encryption Module

Encrypted )

L Sensitive Data




ASK 2024 st=ttErls| =E2 (313 135)

B miollA] Alekehs w7 olmlA] elolds HE o]l
QIR W] Alz=gle ZdRkel Docker Hubob 22 95 9
AEg] b Adxok sk &= on|#] FOSS o]kl A
g dldshs Sl B oluHlel] 23E o] gl wIFk dle]
HE et ol ¢wsleto] ofelARl AR NIzt ]
olElE VMo R FAS FAY F gl sFsds Folart
sk (28 2= B =EolA Alvtehs A4Sl ©A o]

n) el FEeolols Sk WX AlARlS Welze)

i O 1= T
7% O]H]XH Tr/‘} BE Sdste BEI WE velH
g s, ol dEsie: wEw 745 3

Algorithm 1 Similarity Check Module
1 begin

2 input local_image_name, tag

3 output_path < ’'scan_results.txt’

4 local_hashes <« pull and extract hashes for
local_image_name

5 hub_images < fetch images with tag from Docker Hub

6 for each image_name in hub_images do

7 hub_hashes <« pull and extract hashes for
image_name

8 similarity <« calculate similarity = between
local_hashes and hub_hashes

9 write similarity to output_path

10 if similarity is high then

11 remove both local_image and hub_image

12 exit loop

13 else

14 remove hub_image

15 end if

16 end for

17  remove local image files

18 end
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Imane ubuntu: rolling has been pul led successfully,
ISimilarity with ubuntu:rolling: 11.11%
Image h ntu:rolling has been removed.
[Renov acted directory: extrac’ / buntu_rolling
mag D n( vume 20240407.1 has bees w\\ed successfully.
ISimilarity with ubuntu:noble-20240487.1: 11.11%
fic- 20240805 11115
[Image ubuntu:mantic ZE 40405 has been removed.
Removs ctory: extracts/ubuntu mantic-20240405
Imeg ubuntu:mantic has bee pulled successfully.
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Image ubuntu has been removed
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Algorithm 2 Sensitive Data Identification Module
1 begin

2 input image_name, tar_path, output_path, patterns

3 try

4 Execute command ‘docker save image_name -o
tar_path’

5 Print “Image saved to tar_path”

6 catch error

7 Print error message

8 Terminate the script

9 end try

10 identifications < []

11  Open tar_path as a tarfile

12 for each member in tarfile do

13 if member is a file then

14 file_content <— read member as string

15 for each line in file_content do

16 for each pattern in patterns do

17 if pattern found in line then

18 Add finding to identifications

19 end if

20 end for

21 end for

22 end if

23 end for

24 Open output_path as CSV file

25  Write headers to CSV

26 for each finding in findings do
27  Write finding details to CSV
28 end for

29 end
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