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Algorithm 1 : Pseudo code of attack: BikeAttack(h,w*, M, I)
// Preamble
1 m + Plaintext such that H(m) is easily distinguishable by timing attack
2 while True do
3 Generate random e, of hamming weight w*®
4 if DecodingFailureDistinguisher (e, ) = True then
5 ‘ break // Found the first e which causes a decoding failure
6 end
7 end
// Main body
8 F.G, A, B + empty vectors
o for i« 1,M do
10 e" + Move random non-zero bit in e
11 ADy + Distance spectrum differences between e and e*
12 if DecodingFailureDistinguisher(e*, ) = True then
13 e —e"
14 Update lists F, G with ADy according to [NJW18
15 else
16 | Update lists A, B with ADy according to [NJW 18]
17 end

end

// Postamble

A’ + max(A) — A + min(A)
D+~F+G+A+B

21 Recover secret key with distance spectrum D as per [GJS16]
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Assembly code

Binary machine code

mov r3, #90
mov r4, #90
eors r3, r4

0010
0010
0010

1010
1010
0011

mov r3, #90
mov r4, #90

HEEE 13, 4

0010
0010
0010

1010
1010
0011
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