ACK 2023 st=dtxrlis| ==27%! (303 23)

ez 7Inke] Afold 91F E4 S f1¥ I0C FF HT

]zoﬂl sepal Aaa! o] g2
}\1 g AFEEERE FEA
sAYEn HAFEH TR ug
jylee0741 @gmail.com, 12lilliput@gmail.com, 0110jhr@gmail.com, kingecsO0@gmail.com

Validation of IOC Extracts for Graph—based Cyber
Threat Analysis

Ju-Young Lee!, Tae-Hyun Han!, Hye-Ran Jung', Tae-Jin Lee’

"Dept. of Computer Science, Hoseo University, Student
’Dept. of Computer Science, Hoseo University, Professor

Q oF
FH e vk EA0) gk Aot E‘“‘;T 3351?121 o] AR Wl Fofo HgseE AE7}
o]Fo] X1 9t} £ GNN(Graph Neural Network)S E33a YEQ A dolgE Rdgsta o7
5 EAete ol Ao, o 2= "A § AkolH %7—3.01] e d$ 88 FFA7E ° 28
g 4 9o AT GNNE& A8-3}7] HOHHh gz ==7} 2 I0C(Indicator of Compromise)
glolHg 7} Basty, E =Fd A= I0C Extractor & 3F4Sl CyobstractE &3l 9138 HuAZHH
I0CE F&3te W o5 &83te adzs FFHsta 24T 1gS xﬂ"]ﬂq.
1. ME Bt 2842 10C &9 294 ¥ F o
H 2= 7k EA gk A7 el 1l Uz 54 dds 7 ExEe 1S 1dete
A= HA o] F AlolW HQF Fofe] F&3tH T AlE ol Abgsk= @A dojolnt o E 5o, 37He At
7} o]FojX 1 Y. 53] GNN(Graph Neural < “Handel”, “Handel”, “Haendel’& *3tsl= H3t
Network)2 533 UEQA dlolg] Tdax 7 < 98 “H(@dlae?)ndel” o2 A A = Qv Ap
Aol maAoln ofd FE BAU HQF oWE 23S g g2E A2l Aol F&5tH st
Alztst & Atol¥ A e S TS A = el wet A FAE 2F el AR o
7171 9al gde wHow 48T 4 Uk shAT 543 dEHe BT I0C FE a3« o)
GNNE AH&3h7] e e= 2efze] w==7F & 9 2 AFolM e RS AMEstE B4 BE
Al HlolE 7 "ARaslt}. ofr]elAd Alolw] & X xE CyobstractE &-&3lo] IOCE F=3t}. Cyobstract
¢l IOC(Indicator of Compromise)’} &3 I&& = SEI(Software Engineering Institute)?] CERT
gk I0Cx= ot 7= 7 == 7|E 99 25 FA17F HEQIR F(DHS) AFal H1A 9] Datasetl
FAskE H Efo] e ZARE ALolH A B el sk BAE zALE At & 59
A, A, EH#% el Ao ALgHT. mebA AbaL i S(IR) =724, Bl2EE Jgetd IRe of
B =F& [0C Extractor % 342l Cyobstract< 3 #Ad HAHRE EFYHIu Cyobstracte AERE
F3 Alol¥ 918 RIAMZHEE I0OCE F=3= W 92%, AEE& 96%, F1 score U%Z =2 A5S B
HE AUleta, o]& Graph= T4 ske] GNNe| % oFa Joew, ®x Jhsg I0CE  ipvdaddr,
4 2 B = HHs AAEE s ipvbaddr, ipv4range, ipv6range, ipv4cidr, ipv6cidr,
asn, fqdn, email, filename, url, mdb, shal, sha256,
2. B oS ssdeep, filepath, regkey, useragent, cve, cc, isp,
2 A a7 338 s)Ee dwrHoz olF AlolH asnown, incident, malware, topic® % 25%©|tH1].
Aol waatHA EAEoF & dolH o ¢ FH
S7HATh webd w2 ol HRERE &S 3. A ¢t Framework
E&408 IOCE 58 Zado] AxHx v Agtst= A9 AA +x2= v 2o Bar

- 1226 -



escerarasic:,

IRLFOL,
ok

(€ 1) I0C &= 7:“]-

F3AS 7vto g 3 10C Extactora /\}490}04 z}

do
i)
s
R
_>L
_1
o, o
- 3
O
ﬂl
_&
o
o
i_
e
NI
)
5
@

‘ZH 2 Zgstsk H Graphi 33
o] 10C GraphZ GNNol| <5 A 7]
aE A A A 9% BAo Ass
A Hb gt A 94@ %78‘01] 3k §& 2lAlo]

-

4. MY 2 An

AHU  HolHAAMS  T0C FE&

<]l
Mandiant 918 H3AE ALESHATH2] sid H
Me S dA" AR Hole ¥TFH IF
UNC48419] A& 9 7|&d @) Adgsta ) w

aAel= IP 4, FQDN, siAl 3= k4, URL,
el ol & § B 10C 4t £Fse ek
e BaAE html B1E AAS I, BEI Fo|
A A~ET &3t 208 Cyobstract® &85}
o I0CE F=3t. Eso] &xaA &ste= [0C=
AH Axdrs 9E F FE25 Jg.
¥ ZAys (29 DY 2Y. ipvdaddr, fqdn,
filename, url, md5, cve, cc, malware, topic®] &

58 2ae B 5 Ak

5. 28 R F 3 gtgk
2 A= Aol ¥ HauAy "H2E do]Ho
A TAAS 7|Htez2 3 I0C Extractor®E 83}

o el
o el

5
3

t}. 2+ IOCZ Node® YEMHIL,
HAE Edge® EAIT o=

Node 7te] %
A eE deld Abole] Awye ET F o
W, #4449 A Aest AFS 0 AAFA B
g % Qo] A%an mgAoR A9 U v
2 FYND 5 9

gt 54 Ee] gla f WAR ool
Malwarest #24 5 @487 gaidE 3714

Sl HIO]EW} dasith webA FF AT E F
st 4= &= IOCE S7HA 712
2 I0C GraphE vHso] GNN
H nde vigoz Aty ¥

WA AT g,

ko

N
PN
g
i
off
ol
o
ﬂHN’
o

Acknowledgements

=2 20239 % AR (I AH B TAIE) 9
S
(<3}

O

2 AREBNN GG AQE ol £Yg
2l (RS-2023-00235509, ICT&% &3 AlH] -
=4l 428 AR AT d=Ha 39
BebgHA 7% A

N |

[1] Caballero, Juan, et al. "The rise of GoodFAT
R: a novel accuracy comparison methodology for i
ndicator extraction tools.” Future Generation Comp
uter Systems 144 (2023): 74-89.

[2] Austin Larsen, John Palmisano, Mathew Potac
zek, John Wolfram, Matthew Mcwhirt, “Barracuda
ESG Zero-Day Vulnerability (CVE-2023-2868) Ex
ploited Globally by Aggressive and Skilled Actor,
Suspected Links to China”, Mandiant, https:y//ww
w.mandiant.com/resources/blog/barracuda-esg-expl
oited—globally, (2023)

- 1227 -





