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I, Preliminaries

1. Related works
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Number of Internet of Things (loT) connected devices worldwide from 2019 to 2021,
with forecasts from 2022 to 2030 (in billions)
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Fig. 1. Number of loT connected devices worldwide 2019-2021,
with forecasts to 2030
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Fig. 2. Vulnerability in Embedded Linux

lll, The Proposed Scheme

ol 53t ofe] 34 whHe] k=t B o] FEEF7| Lo
ik ZA] B2 T4 MESR 34, AZESe] 37, g5t FEo
2 F VE d= 5 0k

Attack model Features of attacks

Node Tampering, RF Interference, Node
Jamming, Malicious Node
InjectionMalicious Node Injection,
PhysicalDamage,Social Engineering,
SleepDeprivation Attack, Malicious Code
Injection on the Node

Traffic Analysis Attacks, Traffic Analysis
Attacks, RFID Spoofing, RFID
CloningRFID Unauthorized Access,
Sinkhole Attack, Man In the Middle Attack,
Denialof Service, Routing Information
Attacks, Sybil Attack

Virus and Worms, Spyware and Adware,
Trojan Horse, Malicious Scripts, DOS

Physical attack

Network attack

Software attack

Side Channel Attacks, Crypto analysis
Attacks(Ciphertext Only Attack,
KnownPlaintext Attack, Chosen Plaintext
or Ciphertext Attack), Man In the
MiddleAttack

Cryptographic
attack
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IV, Conclusions
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