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ABSTRACT

With the development of IT technology, cybercrime is becoming sophisticated and intelligent. In particular, in the
case of BackDoor, which is used in the APT attack (intelligent continuous attack), it is very important to detect
malicious behavior and respond to infringement because it is often unaware that it has been damaged by an attacker.
This paper aims to build an EDR platform that can monitor, analyze, and respond to malicious behavior in real time
by collecting, storing, analyzing, and visualizing logs in an endpoint environment in real time using open source-based

analysis solutions ELK Stack and Sysmon.
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2-3 EDR (Endpoint Detection and response)
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