Implementation of crypto key-based loT network security system
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ABSTRACT

As research on IT convergence continues, the scope of IoT (Internet of Things) services continues to
expand. The IoT service uses a device suitable for the purpose. These IoT devices require an
authentication function. In addition, in IoT services that handle important information such as personal
information, security of transmission data is required. In this study, we implement a crypto key-based IoT
network security system that can authenticate devices for IoT services and securely transmit data between
devices. Through this study, IoT service can authenticate the device itself and maintain the confidentiality
of transmitted data. However, since it is an IoT service, additional research on the application efficiency
of the encryption algorithm is required.
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