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ABSTRACT

SQL Injection attacks are one of the older attack techniques and are the dominant type of hacking attempts against
web services. There have been many attempts to hack SQL injection attacks by exposing data or obtaining privileges.
In this paper, we implement a log analysis system that can respond to SQL injection attacks in real time using the
open source ELK Stack. did. By providing a visualization of SQL injection attack log data through the implemented
system, it is expected that users will be able to easily grasp the degree of attack risk and quickly prepare for attacks.
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String sql = "select name from member
where  userid=""+userid+"" and  passwd=""+
passwd +7;
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select name from member where userid=‘test’
or 1=1 --and passwd=‘1234’

9 sQL &89 2t
e AZYo= S5t =9
AT

OFeF ALEA}7F ofolt]of| ’;drop table contents-- ,
d¥iso] 1234 2h= 2 YHSHE DBAH
ofefet 22 Wejols MLEA o] contents Eo]

o] ARlgE BAZL LAY 2 ock

select name from member where userid="";
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E 1. ELK Stack &%
S8 version
oS CentOS 7
Elasticsearch 7.17.5
Logstash 7.17.5
Kibana 7.17.5
Filebeat 7.15.5
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OS CentOS 7
Apache 2.2.17
MySQL 5.1.73
PHP 5.2.17
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