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ABSTRACT

Elliptic curve cryptography (ECC) is widely used in hardware implementations of public-key crypto-systems for IoT
devices and V2X communication because it is suitable for efficient hardware implementation and has high security
strength. However, ECC-based public-key cryptography is known to have security vulnerabilities against side-channel
attacks, so it is necessary to apply countermeasures against security attacks in designing ECC processor. This paper
describes a survey on the side-channel attacks and countermeasures applicable to ECC processor design.
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Table. 1 Side-channel attacks versus Countermeasures on ECC
TA SPA DPA CPA RPA/ZPA DA Template attack
Double and add always [2] (6] (0] - - - - -

Randomized projective o
coordinate [2]

- - (6] (6]

Montgomery Powering o) 0
Ladder [4]

Randomized Montgomery 0 o o o
operation [1]

Elevated binary number 0
system [4]
Randomized scalar
multiplication [2]
Base point blinding [2] - - - - (0] - -
TA: timing attack, SPA: simple power analysis, DPA: differential power analysis, CPA: correlation power analysis
RPA: refined power analysis, ZPA: zero power analysis, DA: doubling attack

- - - - 0 - -

)
I

olFU FALE olgs] 9FE AUNOR FY [10] 5 Corer MR W] k.
sto} WAH BT RiPQ YuE PAst:

A9l Z7 (semi-invasive attacks), 12]1 AA|

mao] FIstol JuE ASste AY F4 (inva lil. ECCo| Fad =4 it

sive attacks) 502 JEECH B E=RoNE BAY

2 54 & HAEY s45 SHeR AARIG AR O R, ECCe PSMOllA 2ald A0l F

o X

(timing attack; TA)S 53} ato]  ofsto] v|F7|7} =59 4 ot PSMS F4dst=
124 2ol el Als AIzro] U

[}
%
utt
£op

I 9 51A] A b PD A4 SITt Db AARARE 4]
oo} x}o|7} vFAElH o2 o]fsh Elojn] B A9 Afo]F o] &St FAE sA00 F st
£ v|Y7]S Atopgl wholch Ecco] oist A] 1] 2ol TaH ECC FAE 34 His¥Uds
A} BA= DAX ZA (classical attacks)Tt 4 & HEAQI S7FA] At E ZARICH
A7 374 (particular point attacks)o] QJc}. HA A HA, 22Qst AdiE F716t0] ZF A4t A
AL A Azkel AN (point scalar multiplication; <= B WEol BAE 342 YA 9
PSM)S ojz] ¥ ZIs§sto] Als) A|7FS 2Al5hH= Al2 double and add always &112]S5& ©o]-&5l H]
Wgeln, 25 AH AL (yES olgele] & D719 A U} 1917 021xIo] T PA
A% PSM AtrS Es) v|wWr]2 xAstc) (5. PDE £o¥5tal 19 W= PA AAE= H2HA
A2l B (power analysis)e syl xsg"l AL ARES AASHA st [5].
WSt AUsn B o/ge) LS ¢ WAL S AAeld =4 wEE W

28
e
oZ

ol
-

[T
e
ol

=
ol Mal Bl uloll 37 o OIESHAl RolEE shi wo] Itk dlAlZ Coro
A8 RPRAZFRM A B (correlation  n’s randomized projective coordinateE o] &3to] &
power analysis; CPA)Z s 4 9ich SPA:= Ao @ #E=2  HHY of (X:y:2)7F ofd
30 Maian migg BAst: Wiiolm, DPAY  (AX:AY:AZ) (A=0)2 WHAIA FuES A9
CPAL gt 20 Agan npyol sl B@ &t sk Wol At [2)

of AmALZ BAGE wgolth ECCol chat sp Al WAL, WU7lo] S E5tA] g PSME AL}
A= PSM @4t A] A GAl (point addition; PA) ¢+ WHol ot oA = Montgomery ladders ©]-&
Atab A £ Hj (point doubling; PD) ¢lAte] M= S PSMZS ASHH u|YZ|b Aglol 4 PA

],

2

l_
> g

23 mEo] M2 2 Ao o]2 o]fs)] uv|wy] A & PD AR L8fstnz w|Wro] S 4
2 5S4 9l DPAE BN 99 atn & Al € 4 oo [3_]~

7t 091 AFEE 0] 85H= RPA (refined power a y AR, Aistes &9 AE &4 Ad|EHE A
nalysis)?} ZPA (zero power analysis), & P} & 2 o] LASIA] oAl st= Wwio] Qltt. g o= ra
PE 0]85}lo] H|YU7|S BE6H= DA (doubling att ndomized Montgomery operation= o] &35t |G
ack) & TSt 324 gso] ot [6]. UpAZE Foll B3t A4t AnbE &4 4% A

o] Qo= SAl AAF A] WMl FREjAlso]l  H mES A 4 g o (1]

M AH]S BASH= carry-based attack (CBA) [ oA A, M2 & AAE ol&sl datd B9

7], A2 AH] HE3] 1LE3slo] AAse BlZal St WRo] QI oA]2 EBNS (elevated binary n
(template attack) [8], U1 IAtolA] A7 umber system)2t= O]l AAE o]&stef RAiE

27 (collision attack) &40 AFE2 7HRHA Ait a&d= [AISH
[9], Al 7]9to] Melan BAg; ydy] 231 o [4].

102



2022

ECCo HAld 34 tigyH2 A9 oAl 7HA]
B olQJol= AR A]E &7]= base point bl
inding, PSMO[|X|2] &-5H-Z o] &sto] FUst v

710 EH3H o2 HAFFS ZH= random scalar multi
plication 5 TFgt dale]5o] AAEo] Qi F
7HR] ool ¥HE o]8ske] ¢ sutAQl LR E
THE0] ARSI = gy [12].

olv

= = —

HAd 574 FolA vAY 349 gYdEt 73
of tisl AmE 1, ECC Z2AA AAo] A8
& Qe A 34 gl disl =ARIGL
B 12 ECCo| gt #Ad 34 {31 tgget
of tigt HluE Holn ok BAld 4L A
chFsty nwetel wpHoz WMty 9lon o

of thet EHH]E A Rlstsfol gt
ZAME AtElE2 Bo dUsHA 245t &%
g F4a 70*6& UAS 2= ECC Z2AA

Aol & ool

Acknowledgement

This work was supported by Korea Institute for
Advancement of Technology(KIAT) grant funded by
the Korea Government(MOTIE) (P0017011, HRD Pr
ogram for Industrial Innovation)

References

[1] K. Liao, X. Cui, N. Liao, T. Wang, D. Yu, and X.
Cui, “High-Performance Noninvasive Side-Channel
Attack Resistant ECC Coprocessor for GF (2m),” in
IEEFE Transactions on Industrial Electronics, vol. 64,
no. 1, pp. 727-738, Jan. 2017, doi: 10.1109/TIE.
2016.2610402.

[2] J.-S. Coron, “Resistance against differential power
analysis for elliptic curve cryptosystems,” in Proc.
Int. Conf. on Cryptographic Hardware & Embedded
Systems. Springer, 1999, pp. 725-725

[3] Luo, Chao. “Novel Side-channel Attacks On Emerging
Cryptographic Algorithms And Computing Systems.”
(2018).

[4] Huang, Yue. “Efficient scalar multiplication against
side channel attacks using new number representation.”
(2017).

[5] Danger, Jean-Luc, Sylvain Guilley, Philippe
Hoogvorst, Cédric Murdica and David Naccache. “A
synthesis of side-channel attacks on elliptic curve
cryptography in smart-cards.” Journal of Cryptographic
Engineering 3 (2013): 241-265.

[6] Tawalbeh, Loai & Houssain, Hilal & Al-Somani,

103

—_

—

—_

—_—

Turki. “Review of Side Channel Attacks and
Countermeasures on ECC, RSA, and AES
Cryptosystems,” Journal of Internet Technology and
Secured Transaction. 6. (2017).

Pierre-Alain Fouque, Denis Réal, Frédéric Valette,
Mhamed Drissi, “The Carry Leakage on the
Randomized Exponent Countermeasure,” in Proc.
10th International Workshop, Washington, D.C.,
USA, vol. 5154, pp. 198-213, August 10-13, 2008.
Suresh Chari, Josyula R. Rao, Pankaj Rohatgi,
“Template Attacks,” in Proc. 4th International
Workshop Redwood Shores, CA, USA, vol. 2523,
pp- 13-28, August 13-15, 2002.

Kai Schramm, Thomas Wollinger, and Christof Paar,
“A New Class of Collision Attacks and its
Application to DES,” In T. Johansson, editor, Fast
Software Encryption - FSE 2003, volume 2887 of
Lecture Notes in Computer Science, pages 206-222.
Springer, 2003.

10] Mukhtar, Naila, Mohamad Ali Mehrabi, Yinan

Kong, and Ashiq Anjum. “Machine-Learning
-Based Side-Channel Evaluation of Elliptic-Curve
Cryptographic FPGA Processor,” Applied Sciences
9, no. 1: 64. https://doi.org/10.3390/app9010064
(2019)

Tetsuya Izu, Bodo Moller, and Tsuyoshi Takagi,
“Improved Elliptic Curve Multiplication Methods
Resistant against Side Channel Attacks,” In
Proceedings of the Third International Conference
on Cryptology: Progress in Cryptology (INDOCRYPT
'02). Springer-Verlag, Berlin, Heidelberg, 296-313.
2002.

Fournaris, Apostolos P., Charalambos Dimopoulos,
Athanassios Moschos and Odysseas G. Koufopavlou.
“Design and leakage assessment of side channel
attack resistant binary edwards Elliptic Curve digital
signature algorithm architectures,”
Microsystems 64 (2019): 73-87.

Microprocess.





