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ABSTRACT

The previously used locking device is a PIN method and has a problem in that the password is exposed by
malicious users. In other words, if attackers looks at lock passwords from the side, correct passwords are known. In
this paper, we aim to solve these security problems in lock devices resistant to shoulder surfing attacks. The proposed
encryption approach is designed so that attackers cannot know lock passwords. To this end, we use a hidden password
method instead of directly entering a PIN-type password to prevent the correct password from being exposed to an
attacker even if someone steals the lock password.
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