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Abstract: In construction projects, it is common to exchange documents using email because of 

convenience. In this study, a method extracting and organizing block information automatically 

based on email was developed. This method is composed of document exchange and archiving 

processes, which are difficult to manage and vulnerable to loss. Therefore, this study aims to 

develop a solution that can automatically link email and block information. The block data 

components are designed to derive from email exchange and user-additional input information. 

Also, automatically generating blocks process including extraction and conversion of information 

was proposed. This solution can lead to promote the convenience of project document management 

in terms of identifying the document flow and preventing loss of information. 
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1. INTRODUCTION 

A massive number of documents of various types are generated during long-term construction 

project. The management of these documents is difficult, given the different types of stakeholders 

involved, such as employers, engineers, contractors, subcontractors, and vendors. Email has 

become a common tool for communication in construction projects because it is ease to use. The 

importance of email usage has increased in the area of communicating and storing major 

information, given that email can be employed as a technique to track, store, and extract progress 

data [1]. However, since email is not a specialized way to store, manage, and track documents, 

construction organizations often encounter troubles with regard to lossless storage and efficient 

management. In order to deal with these issues, it is necessary to introduce blockchain technology 

that has features in security, decentralization, and transparency.  
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This study is a basic study for developing a document management system with reliability based 

on blockchain and email. The purpose of this study is to develop a conceptual model that 

automatically extracts and organizes block information for blockchain based on email. 

 

2. RESEARCH BACKGROUND 

2.1 Document Management in Construction Project 

Information technologies (IT) software for construction projects contains problems due to 

centralized governance and fragmented structure. On most projects, the IT softwares are managed 

exclusively by the general contractors [2]. It means the existing systems are centralized and have 

transparency issues and vulnerability of malicious manipulation and forgery. Poor maintenance of 

the centralized IT infrastructure can lead to data loss [3-6]. Lumineau et al. [7] pointed out that it 

is difficult to verify authenticity in a centralized system and can require a lot of time and cost. 

Contracts are used in the construction industry to bind parties together for the purpose of pursuing 

a construction project together. In today’s construction megaprojects, the communication and 

change management are often done manually through email. This approach is vulnerable and prone 

to human errors [8]. This means that difficult situations may arise in the fact-checking process of 

potential disputed situations. Thus, it is required to improve the document management method to 

minimize the manual work and to store the email information automatically.  

2.2 Blockchain Application 

Blockchain is a type of transparent database using a peer-to-peer (P2P) network, as opposed to 

a centralized server [9]. In other words, blockchain technology secures the reliability of shared 

documents within a construction project while simultaneously managing the data shared among 

multiple persons effectively. The blockchain owned by each node are synchronized after block 

generation due to transaction occurrence and block propagation using the P2P protocol through 

this blockchain, the participant of the construction project can record, verify, store, access 

information with mutual cooperation [10]. Several studies have been conducted on the storage and 

application of different types of project information (e.g., project documents, site information, 

schedule, costs, quality, materials, BIM files, and business compliance). Blockchain is a disruptive 

technology, given that it can build mutual trust in cooperation and enable different organizations 

of a project to achieve security and consistency in their information management [11]. Previous 

studies shows that blockchain technology has advantages in information storing and tracking. But, 

research gaps exist because no research has been conducted to store and utilize email information 

and construction documents on the blockchain. 

 

3. RESEARCH FRAMEWORK 

3.1 Design of block data structure  

The block header and body consist of three types of information, such as email event 

information, additional user-input information, and information referring to existing blockchain. 

The concept for block generation is shown in Figure 1. First, the email structure contains header 

and body like the block structure. Header of email includes attributes such as “from”, “to”, “CC”, 

“subject”, “date”, etc. Body includes “contents” and “attachment”. The email event information 

includes these attribute values of email structure. Second, user additional information is directly 

input by users. It includes attributes such as “Document classification code”, “Related keywords”, 
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“Transaction ID”, and “Attachment version”, which are available for efficient search, versioning 

and filtering. Third, the others (i.e., “Block number”, “Previous Hash”, “Previous transaction ID”, 

“Previous attachment version”) are created referring to existing blockchain. The block header and 

body are reorganized by combining the three sources. 

The details of the components of the header and body of the block are shown in Table 1 and 2, 

respectively. The block header is mainly composed of information related to email event and 

information referring to existing blockchain. In the case of the block body, it is composed based 

on information of attached document and additional user-input information. Among these, 

“encrypted original text” is a hex string type. This is the output value after extracting the text from 

the attached file and putting the extracted text as the input value of the sha-256 function. 

 

 

Figure 1. Concept of block generation model 

 

Table 1. Component of the block header 

Name Type Description 

Block number CHAR Number assigned to each block 

Block hash CHAR Hash value of the header data of new block 

Previous Hash CHAR Hash value of the previous block 

Merkle root CHAR Hash value of merkle tree 

senderID VARCHAR Email Sender’s unique ID 

receiverID VARCHAR Email receiver’s unique ID 

Subject VARCHAR Subject of email 

Content VARCHAR Content of the email 

Timestamp TIMESTAMP 
Occurrence time of an event [Year, Month, Day, 

Hour, Minute, Second] 
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Table 2. Component of the block body 

 

3.2 Block generation process 

3.2.1 Email event 

The block information generation process is shown in Figure 2. In the email environment, the 

mail user agent (MUA) is used to construct the screen view exposed to the user such as Outlook. 

The mail delivery agent (MDA) is used to bring the information of the email to mail server, and 

the mail transfer agent (MTA) is used to transmit the email between each email server . 

The order in which users write and send emails on this application is as follows. The sender logs 

in using a application. The application serves as the role of MUA. The sender writes an email and 

requests to send an email. The MUA uses SMTP to send an email request to the sender's MTA. 

The sender-side MTA delivers mail information to the receiver-side MTA using the SMTP. The 

information stored in the mailbox can be accessed by the receiver through MUA. When the receiver 

requests confirmation, the receiver’s MUA requests information from the receiver’s mailbox and 

then delivers it to the receiver. When the receiver’s MUA requests the recipient-side mailbox, 

POP3 or IMAP is used. If mail data is well transmitted to the receiver’s MTA, it returns the 

reception result that the information was delivered to the sender’s MTA. The sender’s MTA 

transfers the reply message to the application. The sender’s MTA transmits information about the 

mail sent to the sender’s mailbox and the application starts the block generation process.  

3.2.2 Email information extraction and conversion 

The application requests and returns email data to the sender's mailbox, and then undergoes a 

data converting process of the email according to the block-data structure. Email information is 

converted to block information as follows; "from" to "senderID", "to" to "receiverID", "subject" to 

"Subject", "date" to "Timestamp" and attached files to "Encrypted original text". The original text 

of the attachment is extracted and encrypted using SHA-256 algorithm which is a one-way 

encryption method for business privacy. The encrypted original text is derived from each attached 

file, that is, transactions are generated by the number of attachments.   

When the data conversion process is completed through this process, the sender can input 

additional information for document management such as classification, versioning, and 

correlation in the application. Next, when the input of additional information is terminated, a 

blockchain upload request is made to the application. The application then generates block 

information based on the result of data converting and additional input information. 

The remaining information generated by referring to the existing blockchain includes “Block 

number”, “Block Hash”, “Previous Hash”, “Merkle Root”, and “Tx ID”. “Block Number” and 

“Previous Hash” are formed based on the data of the last block currently stored in the blockchain. 

Name Type Description 

transactionID CHAR Transaction (attached file) number 

prevTransactionID CHAR Previous transaction number 

attachmentVersion SET Version of the attachment 

prevAttachmentVersion SET Previous version of the attachment 

encryptedOriginalText CHAR Hash value of attachment text data (encrypted) 

documentClassficationCode SET Document classification code 

relatedKeywords VARCHAR Keywords associated with attachments 
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Figure 2. Flow of email information and automatic generation process of block data 
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"Block Number" is given by adding 1 to the the last block number (N) of the blockchain, that is 

N+1. “Block Hash” value of the last block is set to “Previous Hash” value of the new block. All of 

these are stored as the components of new block’s header. "Tx ID" refers to the order of “Encrypted 

original text”, which is also formed by the number of attached files. Each "Tx ID" is assigned to 

the leaf nodes and forms a binary tree, and the value of the top node is determined as "Merkle root". 

"Tx ID"s are stored in the body, and "Merkle Root" is stored in the header of the block. 

3.2.3 Block generation 

All values stored in the header of the block are collected by the concatenation method, and then 

it is encrypted by the sha-256 function. The output value is finally set to "Block hash". When the 

entire block information is generated through this process, it is broadcasted and connected to the 

existing blockchain as a new block by chain mechanism. Each block is sequentially connected to 

the existing blockchain whenever it is created. 

4. CONCLUSION 

The purpose of this study is to develop a conceptual model that automatically extracts and 

organizes block information about the blockchain based on email. In this study, three types of data 

sources were defined to link email structure and block structure; email event information, 

additional user-input information, and information referring to existing blockchain. Furthermore, 

a method of automatically generating blocks using sources was presented through information 

flow. Through the proposed method, it is possible for users to automatically generate blocks at the 

same time as sending an email. 

The proposed method minimizes manual work for email based document management through 

automatic data linkage and prevents information loss because relevant information is immediately 

uploaded to the blockchain when email is distributed. In addition, since the generated blocks are 

sequentially connected to the blockchain, these information can be referenced when identifying the 

document flow and fact-checking. That is, it is possible to promote the convenience of construction 

project document management.  

Future work will focus on the solution with extended functions by integrating the proposed 

conceptual model into the construction document management system. 
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