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A study on the development of cybersecurity experts and training equipment for the
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Abstract - As cyber threats in the maritime industry increase due to the digital transtormation, the needs for cyber security training or
ship's crew and port engineers has increased. The training of seafarers is related to the IMO’s STCW convention, so cyber security training
also managed and certified, and it is necessary to develop a cybersecurity training system that reflects the characteristics of the OT systern.
of ships and ports. In this paper, with the goal of developing a training model based on the IMO cyber risk management guideline,
developing a cyber security training model based on the characteristics of maritime industry threats, and improving the eflectiveness oi
cyber security training using AR/VE and metaverse, A method for developing a system for nurturing cyber security experts is presented.

Key words - Maritime cyber security, proessional manpower training, crew training, MASS, Smart ports
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