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Fig. 2. Appearance of ChipWhisperer-Lite 32-bit.
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couv2d_input | input:

[(Woue, 64, 64, 3)] | [(None, 64, 64, 3)]

InputLayer output:

Y

convzd | mput:

(None, 64, 64, 3) | (None, 62, 62, 16)

Conv2D | output:

Y

max_pooling2d | mput:
MaxPooling2DD | output:

(None, 62, 62, 16) | (Noue, 31. 31, 16)

Y

convld 1 | mput:

(None, 31, 31, 16) | (None, 29, 29, 32)

ConvZD | output:

A 4

max_poolng2d 1 | mput:

MaxPooling2D output:

(None, 29, 29, 32) | (None, 14, 14, 32)
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convzd 2 | put:
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dense 1 | mput:
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denze 2 | input:
(None, 32) | (None, 9)
Dense | output:

Fig. 3. Base model configuration.
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Table 1.

Params: Number of parameters, L-acc: Learning

Learning results summary table.

accuracy(%), L-loss: Learning loss, V-acc:
Validation accuracy(%), V-loss: Validation loss,

T-acc: Test accuracy(%).

L L \% \% T
Params
—acc. | —loss | —acc. | —-loss | —acc.
1 |173481 | 93.10 | 0.125 | 94.38 | 0.108 | 92.19
173,481

2 | +Drop | 77.90 | 0.452 | 85.00 | 0.167 | 83.75

out

3 | 1L3B3B | 90.60 | 0.152 | 93.12 | 0.136 | 93.44

1383b

4 | +Drop | 90.35 | 0.142 | 9250 | 0.122 | 90.62

out

e =7 U FRE ASSHET W mde
713y 2d 2 mde 7]33 Edof| Dropout |
ololE F7bslqith 3 wAe J|RY wadA i
del 5 ¢ 2d 49 mde 39 mdeA
Dropout #|o]o]& F7}3F Edo|t},

1 wde) s Aoes of 931%E MY e
Sh% ASEE Ytk w3 4% gFw g4 o
94.38%= the Edo HlF =& HIELEE HYa,
Al AZdEE RI9%E F HAZ =2 AYE=E

2 RHle s A= 7790%E HATh o]
ES
H

TR R B

[5=I,
i)
rlo
,
b
i)
2
)
3
S
o
=
o,
o

g 2
[

4o A R

% N Ay



ASK 2022 sh=ttED

=22 (2938 13)

npxjuto 2 4 mde 3 mdo| Dropout 9ol

o] 713 =dolt}. &A% Dropout #olo]E F
7HEol = 3W REo A FErert 2A WA Y
S AL FAaE 4 Q) o= 3 wdo] 3A gy
2 g3 HAZ FFoR dhgo] HJtta dAd
T AT

wels 3 mde 9Fo om duyEHS
9344%<¢ A== +/FE F Jde ATE ARG

4. EE

B ERdAE ds dugFe] 78 dolgire
Z gt=gefd M od 45 dagFo] JhEs A
BHehe waled 2ds stk A 2l
S 71EFNA ol FHe] FAAFE wENL, F
Zhe] mdle] s gElE Eeldte] Age mde

“
_Y}i
=)
iy
il
ot
(o
ol
2
o

Few wde By dolHe 1dE ojuAg
sAlA e dugEFs ERedT F5F A5
Az ez olv At ohd, 33 delele] A g
g B BReE wdg A4l onAE E
PR SAE B BF 29 F ol o] mRH

5. Acknowledgement

o] =i 20229 % AE(ITEAH B AT

AMLog2 BHFA7 =X GAE S A s Jol 43
?i?“”(NoZOlS 0-00264, IoT &¢d E5A<
FF HeE AH Vs A 100%).

ﬂllH l‘ﬂ 2

L]

b

Ao
ok

(1] P.C.Kocher, “Timing
implementations of Diffie-Hellman, RSA, DSS, and

attacks on

other  systems,” In  Annual  International
Cryptology Conférence, Springer, Berlin,
Heidelberg, pp. 104-113, 1996.

[2] P.Kocher, J.Jaffe, and B.Jun, “Differential
power  analysis,” In  Annual international
cryptology conference, Springer, Berlin,

Heidelberg, pp. 388-397, August, 1999.
[3] F.Rosenblatt,

model for information storage and organization in

“The perceptron: A probabilistic

the brain,” Psychological Review, 65(6), 386 - 408,
1958.

[4] S.yang, Y.Zhou, J.Liu,and, and D.Chen, “Back
Propagation Neural Network Based Leakage
Characterization for Practical Security Analysis of
Cryptographic Implementations,” In /Infernational
Conference  on  Information  Security — and
Cryptology, pp. 169-185, 2011.

[5] R.Gilmore, N.Hanley, and M.O’Neill,

network based attack on a masked implementation

“Neural

of AES,” In [EEE International Symposium on
Hardware Oriented Security and TrustHOST),
pp. 106-111, 2015.

[6] ZMartinasek, O.Zapletal, K.Vrba, and K.Trasy,
“Power analysis attack based on the MLP in DPA
Contest v4,”
Telecommunications and Signal Processing(TSP),
pp. 154-158, 2015.

[7] M.Carbone, V.Conin, M.-A.Cornélie,

F.Dassance, G.Dufresne, C.Dumas, E.Prouff and

In 38th International Conférence on

AVenelli, “ Deep Learning to Evaluate Secure
RSA Implementations,” [ACR Transactions on
Cryptographic Hardware and Embedded Systems,

pp. 132-161, 2019.

- 471 -





