ACK 2021 &=

L k|

=27 (283 23)

A A 28 A

i=1asi|

AeA*, e,

R ) L

o

F3E Bt Ht

X] Kok

H_]'-EH 051****7 o] ]] Oo*

REEE EEES RO E S REEE RS RPN BT

f s

weid 3lo] A e S 713 E F 5},

oexgta bl 7wt Sk al 1T 4 9 o}

eungimin@naver.com, hihello1208@naver.com, pmj7755@naver.com, ty990520@naver.com,
diwldms30899@gmail.com

A study on security evaluation by type of ICS Asset

Eun-Ji Kim*, Hye-Jin Kim**, Min-Ji Park***, Tae-Young Park****, Ji-Eun Lee*
*Dept. of Convergence Security Engineering, Sung-Shin Women’s University
**Dept. of Information System engineering, Sung-Shin Women’s University
***Dept. of Computer Engineering, Sung-Shin Women’s University
****Dept. of IT Business, Korea Polytechnic University

8 %

At A A gl H B AFILTE HAEte] AH| 2~ Al go] FHE AS- Abs]d F ES ofr|E 4 Q1Y) wiitel
T/ o2 Wi Arke] Hel #ES HEskeE AL wlg Fash. 9 =S ARdAloI Al ~E Ul Aake] HeA
G9E AT A 2" A fFEE Hobd HUF TRIOMS At Y A 1Fel wel BetxAE
AEA oz At 2t S AHAH R dotsls ZRA~E TR HEate] AojA| Al Bl FES
g H o7 FAEE AN TERIOMoR dgd F QEE Jr)

. MB ot g GAE HAxAE A 85t

aA0 HH #YTE ThestEs dth. olE

AgAOIA 'L AGAA e ARE Y] Fagt nigo R fEA/PA /=A< SHA fHA ™
lazerel  HHE B4 ZEAEE Adete AR HobxAY A AAESE g&HoER AgT 5
Al zgloltt, o]2 Qlal] AH|A AlFo]l Fud AF AEF v FFHYAAE A AoA xR
Azt AAA FEjet Abs] Efom ofoj 4 T HGHE AAANCRE #AYseE ZEAEE
UTHL]. AA AbFAo A =Ee] HlxX] qtAl= Alrgt
A/ HLE/BFUE 75l A FAEE Aol HkxA
Zl=ell o8l A= 7] wiiEe] #Ele] g&Ael . 28
At 2], ES Tlse W uwef
ArgAA A ~"lo] CAY A|~EloR WAEWA, 1. DA YETo o2 HokM Il 2| TRAMA
ool = fIAG AtolH Hel FH o 2w 9ol
&Aoo 2 WAL 2], old wek 7+ fxd™ B =FolA AASE DA KoM HyF H 3
kel EAS REd e EA Q] B R E A Lste]  ZEafe oy g ZRAAR AEele] A
71E FHeRd EorxA #Ee aeAds Sustd ZEALE ofd (O DA Feld 3l (1)
dodol AT ¥k olye, 7|E/AAF HASFHS DA =Y A= YY" AAFS Direct DA,
&Ko7 Holstal FHeFdo| W e ZXE BOP(Balance Of Plant), Indirect DA, EP(Emergency
npE o] AojA]2®l Alug Q3 &S A3} Preparedness)® 3. (2) EFZATo] uiet
ool EAgt. 2 =ioAe ALY B 2 OFHE FAEES A&sted a7 54 wkds
daldEges dAdez Hrtste sdd EHAdol  HokxA 8 (3) DA £ EACNA G Adu]o] e}
mEt RS aFssta,  HAsE BHAERAE Al AGH x2A A 9 olds Fate asX<l
A¥Ae=r Hgstaza gvh. Hg, CVE 53 FHH A& At old YA EAtite] HAE
gAgzt AxzAME F3 RS A HHe  E=YRE JGAA FAES gt



ACK 2021 st=dtELfs| =

START —»  CDA

Short-term Medium-term

v
High Impace ¥ ; ¥
hime non-fungible
" assets
accidents
‘ N
L MNon-Direct CDA
Safety
EP-CDA. N BOP N N Indi N
Chers TP s P mescion ™ Coena % DisctcdA
functios
I I v
EP Additi I BOP Additional
ot Option
+ +
P BOP InDirect
[ | |
______ == e e e e e e e === = -
operation Checking security 1
] Control Item
I Implementaion 1
|
implement
| i LI ok o Y 5 Risk Acceptance 1
] tem
| i M 1
dditi 1l I
| casure s "
| > |
| v’ 1
Additional
I Meacure. Take Measures 1
|
| v |
| Report Writing I
I |
: 1
: |
! 1
: |
|
Vulnerabilties, Impact Faciity 1
I Options Identification I
|
! i i 3 |
! |
: 1
! |
|

2. 7158 HNE Z=2AMA

1. EP, BOP, Indirect DA A& 27 ZZANA

(19 2)v AFYAEAte] Fefddeoe ue
Arts EREtE Al daEss =438 sl
ZRaWe 7 3 dAe] DA d¥E EF HES
Sk, (1) DA 87, (2) DAE AH yXAdE =k
Y A- XWOE v‘i—v, (3) 9 BHe =3
rEoA4d 228 EP, BOP, Indirect DA Z1H o=
Al -3}

1 Ad At F DA RFE

Z&ech, DA E A AT} MEA] §2 ] oksE oA

. H & FYAY wAE Vs

& ApiFolek. o] % e (DA &

Atolw] 7 WAl Al SSEP 7)ol FAH g o)
pzs

¢
o
>
2
>,
>
L)
"‘ =
-{u:
o,
E

=

HAstE AP YXdAsk(e]sl, Direct CDA)<}
HAAo] ofsfo] WA SB= 7HATSTIAERKOlE) N

Systems
Adverse
Execute N affect to N Protect N Noi
SSEP * ssep DA System > &
\'—. L ‘—‘ ’
cba
High Impact
from
accidents
i N
non-fungible
ssets
LN
e 1
1 . BOP Impact Safety & security ]
EP Impact anal — > S
| ARG analysis I instruction function |
! l ' !
! i Adverse fungible !
| fungible et @ e
assets Satety assets o - Direct CDA
1 exist System enist !
1 I
v N v
1 i I
1 causing |
hut d
1 shut down method to 1
1 i detect -—
demage
1 Ppower I
1 method to' plant ¥ 1
| detect status |
. demage by |
N educatior
1 v education training !
1 training |
1 Y |
1 : v I
method
I to detect 1
I demage 1
\ education g evaluation \
| training riteria
defensein |
I ¥ depth Y 1
: * l
1 EP BOP ——  Indirect CDA I
e e e o m———mm—m——————— - |
NON -Direct CDA

© =2 EP, BOP, Indirect DA A4t

2 GAZ Direct CDA ¢ Non-Direct (DA & EF3it}.
Dlrect CDA ¢} Non-Direct CDA &= SSEP Zalfiﬂoéiklé
Z3 SSEP ##H 7] S ford o g 3= AH|
Sl nE AT - A
3 @Al= Non-Direct CDA oA 37|53 SSEP ¢
AaldFrs swo = EP, BOP, Indirect DA ®
FRTh. EP A SSEP 715§ EP 7S BEdhe
dboltt. WA EP JF= FAS FE Y AHAlol
WP lsS +asE AdelA setdt. ma 54

ARZb vRl e BF- EP Vs oAl FlE

Lo fo

=t
)=
RUS

>

e iAol EAsh=A ettt B, ARaL7h
LA & Eds BASAY ALE Cger] 9
Fdo] ARG AFILE W2 g 5 QAW AbaL
F SSEP &4l didk 9ol =3 Avta ddd &
Slel HFHo=m FP 2 EHIT F AUtk BP =
TAdae wkgko] A HeR JdFE & ¢ s
Ao, wrHae @A AHE AAE + Sle
FHAES ATy A8l Asets vikd #¥
dulolth. WA BP 9FE WM& T AL
Hewel HAdFEES vttt A AR
g A oF, WAL AEARe] AT oAF,
LA R, A B JlsE AT 7S
spobgh 5, BOP Wk &4 FA] ofF-of wf T EA

- 1037 -



ACK 2021 shaatELl 3| =2F| (283 235)

5 gt SSEP 7wl otdEdsS WA
v S g9lslal BOP 2 W/ 3tth. Indirect
ARREE A W XA B BRE AEshe dE 2
AtolH &4 EH/HE  7)5ol

WA e
1

]
Al ko
]

AT AT 5

mebd QAR A Aol EAathe

Indirect
ARoR RRE 5 Avk. Y Aush ohse
AT oA oAl Al

A=A
A ARE

eFdt. 9 37
SSEP 715l o} aFs m
DA o2 HF3lo},

ARl wg A
Indirect DA =

% e A, G2 vojgol
bhol e HMAA @rvhd APe Fesw
HAE A A9 BAYES oASEF @)

|g5g oo e o] EAla: 45

o] F-ofl =

%
of @AxNxel

AeA A CVE @2 A=A AlZ2ARS

A AR ol FFE

A gEabs Aok

3 Ang WY},

o} 7+ FHekd xx o] 7|7bo] uwh
E

op rlo Hi

_O|L
2
o
o
iz
3
o

(

9
=i
12

o 2A

=
. AR AAREY. Fe

rE K
o
w2

NCORNRN r;'lL ot @
ol
o

1

(o]
2
N
=~
2

5

A=, 22 At FHeFd

227} 7FsEt A @] X E A SA| 22X E

ol@at, IR} FARA} Brlsstar vwekEch
Az, 24 HEAE Fate] Hopds

B EAFES J|Fow F7] 2AE  H R3]

AAGTE, weF B EA &0l E4

Hepd g 3
etk dnle] Az 2 FRARRE FH okl
g tetRA e B4 e HAse] F7] 2AE
55 AH TANHE AAUT. F AA GARA
Hopg 24 FREAN FEHA 2 A A AA

edi
actio — )
, action
possible
_____________________ _i_______________________/
N
Mediumetern ¥ ___________________ —
- N
s \
/ \
| Action Officer Ing Manufacturer/Supplier I
| ¥ Inquiries |
| |
I l l I
| |
} Other N Alternative }
| control measures |
| items exist exist |
| |
! I\ N !
| |
} Remove attack vector using Remove attack vector using }
| other controls alternative measures [}
\ /
A /
-
n
{’ longterm T T T T T T T T T T T o oo oo oo o oo —— e \
|
} Step-by-step improvement/action |
|
| with design changes |
! J
N r _____________________ -
N Action
status

Reasons for not being able l ¥
to take action
‘ Performance results &

(1% 3) DA ®Hd =X A3 ¥+ agF

(19 3)9] ZEo we} 2XEE Hasta 3
@7, F71, A7) 2A FAYHe T HE GAE
Fgtt, HH xx G 24 @i FHepde
ate] Zzx|o]d ofF-5 SRIFFo TN HFH ZX|7}t
AgHog oY= HESC. oPHYuH
olg Ayl olgPArUAAE HIFY, A Al
ujojefo]  Ag-o= o] YEIAFLE oo gk
gtxzAE dEst & gl oldgoyiE el
A wHRgth. o] v ZXFA7E A9 ¢ =
gtz A = FAFENA MEgse S dFHo=
gk B RS FHoRH XA At AAH R
ol H A wj7pA REEET

lIl. DA EotA =HItof| e HotxxX|
1. Z20Y T 7|5

=
e 37K #Y 71eE HA 9 ojef Al
VsoerE aHHom  ARIAOIAAEHIY]  AARS
FEEE Ho H FHd #YE ¢ de= Vs =E
TR ATk AR Tls F F8 7T 47HAE HE
ol A Al gkt

- 1038 -



ACK 2021 shaatELl 3| =2F| (283 235)

DABZ Z20H
T ma EEEC HoE B saney
oae =2 qEz=zH sAgsId e AMEETEL  omAnza R
TS EEEET A== uR A AEzHL LEEEE Tary
I 2 = =
iz waa=zs L SHRR, s A ol 1t =5
e fg%ﬁ o g Ed =Mt
en/80R/ Aoz =
IndirectDA Hg g =2l bkl
A 2o Aol A8% 52
ERE-FEs ) HE S5 278

Jp—
(29 5) At 7%
(19 5)= AkdeE ®e] AAF GAA B
Hyroloh, ZAbS dEetd 2R kg A
w2} EP. BOP. Indirect DA Q3= H7~
Utk &g gAY B 2UE SFsd SA
A37F kg HpF SR, o] 715 s B AR
EP, BOP, Indirect & 3dhiro] sjold & glt}.

DA B =239

AtolE EXIES U EE =3

mamanr RumRET e amn pren

LEES]

e e ELE
as BEer gL U4 AU EEH 0GR BATYCI T WUl

LR 7 22 AHNR U Al HD TS 2O ALY 20

(29 7) FAkH & 7w

(1) 7)€ AP we) el 2N virolth. %A

559 AT AMAE 2AT PN 9 B BA,

22 53e SRl 2 du B3] 2 AGH

2AA0E BYE £ dvh. 2A Ax gL

wAAApEE Aso] AT 2NE AuHOE
Il

a3 NP

avia FOMIAT GEAC ATHE 3 U0 WN

(1 8) Ak =A o|gAE Ve

(29 8)2 (¥ 7oA st FHebd ZAHAIE
=

Fshe ol WAL TR Airolth. Ak

das sy #Fo] ZHet 5004 =24 A=,
=AY, 22 FA ol xdd ojdARE
TEIT. THHE oJdANE vE EAojdA %
A HER S Jbsstn, DA F ok deElE

D27k sl 2]
1.

Y

AN A /&4 SHelA
.]

#4% AL 5

h&‘l

Iv. &8
B oERdAE BA% Ha JBES A A
Ssel AW AAGEoR mee Wrkea A

4 g o=
ERAsE At o2 Qlshe], AN
d IR
AR T2A2E AgGoRH A A nek 57

F4s 7@,

Acknowl edgement
T A REAN AREFRIARINR)
28 g3 ((THEY TZAE A&},

ikl

L]

[1] 271, =A138], A713, A2, “da=ddsa

AU gaste] sk §82491 HobxX] A&
el A7 AR g Alo] =1, 271-271, 2017.
, ol "e] ARG Al Al ~E BT
AN HE. " AR BT A 25.5 (2015): 5-

_{

- 1039 -





