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<X 1> SPECK #}#}m]E

Block size Key size |Word size(n)| Keywords | Rounds(r)
32 64 16 4 22
48 72, 96 24 3,4 22, 23
64 96, 128 32 3,4 26, 27
% 9%, 144 48 2,3 28, 29
128 128, 192, 256 64 2,3 4 32, 33, 34
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Algorithm 1 : Quantum circuit for SPECK-32/64

Input: 32-qubit block (z,%), 64-qubit keywords (Fys lys 1y 1),
Carry qubits ¢ ¢

Output: 32-qubit ciphertext (z,y)

1: for i=0 to r—2

2. Round function(1/2) :

3: x <« ST

4 x < Addition(y, z, ;) //Parallel addition
5:  Key schedule(1/2) :

6: ligs < Si7li%3

7 ligs < Addition(ky, l,e 5, ¢;) //Parallel addition
8  Round function(2/2) :

9: z <« CNOT16(ky, =)

10: y «— 82

11 y < CNOTI16(z, )

12:  Key Schedule(2/2) :

13: for j=0 to 5 //Constant XOR

14: if G>1) &1

15: Liga L] — X513

16: ky — 8%k,

17: ky < CNOTI6(l, s, ky)

18: //Last round

19: Round function(1/2) :
20: z «— 8T

21: x < Addition(y, z, ¢,)
22: Round function(1/2) :
23: z < CNOT16(k, )
241y ST

%5y < CNOT16(z,y)
26: return (z,y)
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<3 2> [3]9] SPECK %7t 3= %o Za3k vg

SPECK Qubits Toffoli CNOT X Depth
32/64 96 1,290 4,222 42 1,694

64/128 192 3,286 10,722 57 4,239

128/256 384 8,442 27,502 81 10,778

<3 3> AJAek= SPECK 47+ 3= 7&lol e vl§

SPECK Qubits Toffoli CNOT X Depth
32/64 98 1,247 4179 1,160 814
64/128 194 3,233 10,669 3,131 1,863
128/25%6 386 8,375 27,435 8,255 4,522
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SPECK | Qubits gates depth Cost security
32/64 132 | 1,797x2"7 | 1,249 2" | 1,122 2% Not
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128/256 773 1,945 216 | 1734 x 2140 |1 687 287 Lgﬂ )3
6. 22

B =Rl SPECKeN thek oz} 32 223} Fag 7]
o2 Grover izl A8 vlE-S F4si9lon tles

A 23 Alefel] thig A ks EAel Flefek 4 gl

0]

lr

7. Acknowledgment

o] =E2 FRAoR AR1dE (I EA N

e Adoew FHEN7|ESIGAE ] Ads Eo

&E A7 (No.2018-0-00264, 0T &3 =

= HeE 71A A, 50%) :Lrﬂi HEA
o=

o,

T o i

off P

> M3

N 0,

e R g T o
oE Lo Y >

N
X
e
Lo
X
Mo,
o

n

HLO} —H@% Od:llou‘ (<QICrypton>,
No.2019-0-00033, w|iAFE 2o givst ALtk 3%

7N F% kA AT 71e7iE, 50%).

—_—

[1] Grover. LK, “A fast quantum mechanical algorithm
for database search,” in Proceedings of the
twenty—eighth annual ACM symposium on Theory of
computing, pp.212 - 219, 1996.

[2] KB. Jang, S.J. Choi, HD. Kwon, H.J. Seo, “Grover
on SPECK Quantum Resource Estimates,” ePrint
Archive, Report 2020/640, 2020.

[3] Anand. R, Maitra. A, Mukhopadhya. S, “Evaluation
of quantum cryptanalysis on speck,” Progress in
Cryptology INDOCRYPT 2020.

[4] NIST. “Submission requirements and evaluation
criteria  for  the

post—quantum cryptography

standardization process”, 2016

- 246 -





