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threats behavior using pseudonymisation based
on consortium blockchain network
WonSeok Yoon", HangBae Chang™

“Dept. of Security Convergence, Graduate School, Chung-Ang University
“Dept. of Industrial Security, Chung-Ang University

Q o

B omRoAE A%HoR wolum gl e #3248 BAs daAY 224 e
gkl 71997 A9e]l PCAHE A9 21 dlolHE A elste] B2l J]Eske] W ael #
og the Bt A FHE B WA FF dolE % Ayl st hrolAe
FEL YAT # A& dolE AL FrsE ATE AdT 4 Wi AFEeA FAAE
g 2 28 AAsE R A AA WA FF dolE Mo BA¥ES B ATE FHA
HEZ ol 71dzre] WA #% delHE $9stn eige #3 A B8 /el 2
A & Qe WA FE2 vde AT 5 vt

1. He H 52 Ba mue Adss wgom At
e 19 WY e BEHE Q@ A gws) Agsa drH3l e @4 daEn gl
T 87 & /199 AR WA guAs 3% & & A% e URa §F gAAFdAE o
of NQARALe] NRA FEAAC] AZHew  BE AA £ dolEI ohd Az ed 7w
Solba gtk AAR 20189 olF WA oF  FAdely A AA #F veold A Folrt =
uek Ab SE 47%7F F4E ga, 249 602  Agch mE FAH B0l Qe WA FF 3
= Q7 204 ol ge] WA BAL A ATHIL Aol A AEe WP AYsE fF P
WAe fEol AL Aol B} He  WF #F YA bsdds ARE wEA
A oeE e ANES FaAwe A7/ A @ A Al
UFE AEs ETE ARESE WUE BolEth Wetd B a7E /19 499 ANYRE nEs
gEHoR 9 yradel P98 BAStn 2Y o A9 B WA §F 94 98 A2AE BE
Hash AL, URAgel dal TR wge A A WEAZE FEHse] yEgad Fld 7Y
Pshe E OFF PHoE YA fES W 2o WR FE4 9% A 99 A9 dol
Ao weleha alvH2l AW uRelq wAs: B RT AgANE Fi ANARE usey oY
FEALE AT 5 gl WA dojum g dolHE WEHI] FIF AU FHeke] 7]
S whe HEe gl WEd BFE WMES B wel X 2E 340 §F PUS AR ¥
A o gt} Aspe AR EAA AN WA B9 dold
Aol WA F2E VA A8l old B TR ALEE dTdh

- 348 -



ACK 2021 st=dtELl 3|

2. AT
2.1 AXANH 25H 2l

=25AY Tlee ARE AT F gl 4
A AEE BSE s TR flo]l oA
tAEA AME T 5 A HE TlEolw5] ol
g EFAQ Vlede dEAer HEY EFA
W A E5AAL] FEol EAsk=H HEY
AN AaAY EF5AQY 7PE 2 Aol= #
oJzte] F7tellA 7 2 AolE vEd 5 At
HeE E5AA 2 Aol FE FAY F
Jal &g FA d ¢ gloeu® Holy E3 o
A EFE7E = o duh webd sEE S50
W3 ARE o o] M= FE

AUTH6].

olg gt FAHES Hekstax HAAAIY EFAQ
7)ol TS e T1gely v]Ewte] o]
7F 7hsdt AlE " HESAE Jvtew 2L 3§
A2 o dugFS AHgel EAdAAY A&
L& Fdststa FAAS fFAske] Ak delA
A 24 AAY} FEFY] HARE QR of= H
of f&3tA AFEE I 719 THe] RIAIEE T HE
T dermg Aro Vx| o]5o] 7]

22 WEX 7& Holg A7

7190 HFolA FEEE A5 A7 8iA
Ul ioll Al oAl == AREAEe] A9lE tAY ol
A AE = A REE7] flE) dlolEHE wHET] 9
g A7 2esit WA fF §A dolE Al
A 7 wol ARE F<l dlo]E = CMU(Carnegie
Mellon University) t38tell 4] ®+& CERT dHlo]lg Al
o] B2 Aol A& HH8]. CERT dHlolH Al
7H3e] 7ol gy AMEAES PC 2E
g dHolH=E, o F 5708 Aluel el ofofAel
gzl ik deolHE thFa vk =3 Wyt
Zo &gk dlolE] A disiAE dely Al
2 oo ek MEsF aste] AMEAY] &
e B FAFeRE HAT 5 A sk oA
E X S

Adstel Rz 5 HAE L=stetar o

BN Fo ot rlo

o

o=

ol

-

719l @9l 2o delHE EstiA 714 71e
Aardd e5Ads 8 /5 AP Ao
Aol NAFR7E £3d FRE THLS F U
Ao PC AR EZE ARl Zeto]lHAIZE FA 3l
S & or®E MAAREFT #3 FAIF =4
ohowEbA 2 AT HQle] ZeholuAl EAlE R
“et7] fls A< PCol A9 = dlelEelA A<l
AR7E o7t 5HES BF 7HEAE WY
i 5AE vAEEtete] 719 ke e 7k 7he st

o)
A AAES [P F 1L 719 He 29 39
HolE S AaAY BEA 6 ]Ea7] 18 v
A

—

<FE 1> AHEA A9 7R A Y dHloly A

g £ A A o] H 7+ A g 7)€
. AE 2 K
ol = o] o]
18 R 100 o
KU20C70543999710
C352BD21099100
A2} ID Hongl234 [B95A21132E4B20 <% 3}
20D321ADD6666
E7T7T5AECE
o] v &1 Hong11 @gmail|[H#*3****@gmail.co A A
.com m
25 Technician Technician X
Eat Web Software W 7]
2] E 2} B
PC ID PC-18850 PC ~Lwwoworx | v
%l
9 o]WlE | File Open File Open X
ol MlE Ay e) 02/21/2020 02/21/2020 <
11:47:24 11:47:24
RAMSW0221 Az B
o) & A\t &) 1] & sk doc 2FA (273 =;
A.doc vk XA

dolHE 714 7+
= AAT

of Feigk 7199zt Ad2 A4l
= P9 2ad A 7t
Wy ol BEd 7237 olde] 7199 A

Fom WF FEAd dg FHo] Jhsetes A
ghoh JHQl Aol 7S5 A 39 dHole = 7Hd
A2 B 7199 AR AAle ZalolrAE A

- 349 -



AT = A AN ARE FA Aol PCA
Ay Gofol sl =Fol 7IFste] B 7%
2ol 2aE S w PCoAA ol gz 1o}
7hg st AREARE RS e WS AAG
2" 12 71 3] AN EFA HES

N\
21 Aol 2t A 2| £ X2 N ’
Ll =2l 29|21 ojo|E] 7= |
< >
10 |
i

21 Hz|

Block chain L Block Header

|
I Block Body
A Transaction Data

Block Index

=

Block Database

State Database

(2" 1) A&2A

o2
e
Jht
i_r“
rO
it
X

4. 28 2 FF A7

Ageta B mzu AdE 4Pl 3rse
A3 71le) QR vhulsk AER 4P & A9 )
ol W fEel A% Fhstn ok me
AR AT A9 e AaAY BEAL Ve
28 PEstel 4 719 AAE0] PCAA wAtE
W 21 dolEE AR Aol BE /1S3 o}
WEel A MASE WA 5 A9 dolHE ox

EodelHE HAEEE Sa 490w Y =1
o el oA FAHORE wEsA RHES
AR A stel B JSeta ARALE DBt

Fe dolEgE 7153kl 719 el
A& gkt

= ATE SEA I ghe] k@
TEom dA WA FEo] dHoly Al

sdsta e 719l WA

B L R )
S o
;&:. 32 Ho o I E
P
ol
Y i o
_>‘~1_‘
Off
>
i
o2
fo

o
4

T 2% SIEM(Security information and
t management)¥ 72 7oA Al&3IE= 9]
&8st a5 et 54
S B B e L e B = A R

ko] JAYS E3 AA Mt AEE
= ol o2 7Y &Y

U] FEAE
=3 Aess EeE A9
2 ol 71 e WHAr '
TR 2 AR 3 & A=
) s

=
71 EoF

@
<
@
>

Ho o2 ok
ot
=
-z
Y
%o o2
e
O%(l
o
2
o
i

L

R oQTE AerleqnEAY U AREN7) 0
4l Hg ICT ATAEAAAde] A7a
Ty AS" (ITP-2021-2018-0-01799)

U o

23
[1] IBM. “Cost of Insider Threats: Global Report
2020”. Retrieved from IBM. 2020
(2]
Report”.
2020
[3] Al-Mhigani, M. N., Ahmed, R., Abidin, Z. Z,

& Isnin, S. N. “An integrated imbalanced learning

Threat

Retrieved from Cybersecurity Insiders.

Cybersecurity  Insiders.  “Insider

and deep neural network model for insider threat
of Advanced
Computer Science and Applications, 12(1). 2021.

detection”. International Journal

- 350 -



ACK 2021 st ECy3| =27 (283 2

s

)

[4] Yuan, S., & Wu, X. “Deep learning for insider
threat detection: Review, challenges and
opportunities”. Computers & Security, 102221. 2021
[5] Yaga, D., Mell, P., Roby, N.,, & Scarfone, K.
“Blockchain technology overview”. arXiv preprint
arXiv:1906.11078. 2019.

[6] Syed, T. A. Alzahrani, A., Jan, S. Siddiqui,
M. S. Nadeem, A., & Alghamdi, T. “A
comparative analysis of blockchain architecture
and its applications: Problems and
recommendations”. 7, 176838-176869. 2019.

[7]1 Zheng, P., Xu, Q. Zheng, Z., Zhou, Z., Yan,
Y., & Zhang, H. “Meepo: Sharded Consortium
Blockchain”. In 2021 IEEE 37th International
Conference on Data Engineering (ICDE). pp.
1847-1852. 2021.

[8] Glasser, J., Lindauer, "B.: Bridging the gap: a

pragmatic approach to generating insider threat
data.” In: Security and Privacy Workshops (SPW),
July 2013. pp.98 - 104

[9] Yoon, W. S, & Jang, H. B. “A Study on
Dataset of Insider Leakage Behavior through
Analysis of Document and File Manipulation
Behavior”. Spring Conference. The Journal of
Society for e-Business Studies. 2021. pp.120-122.

- 351 -





