ACK 2021 BH&8IELN3| =27 (283 25)

32-bit RISC-V Aol A €]
A B2os PIPO HA wWE I+

[¢] =

A $-

*
o3
o
jus)
==

#

*

ule]
“sAg g stn A Ei{j e S e
shuraatum@gmail.com, starj1023@gmail.com, thdrudwn98@gmail.com,
minunejip@gmail.com, hwajeong84@gmail.com

Optimized parallel implementation of
Lightweight blockcipher PIPO on 32-bit
RISC-V

Si-Woo Eum’, Kyung-Bae Jang™, Gyeong-Ju Song”, Min-Woo Lee",
Hwa-Jeong Seo”
“Dept. of IT Convergence Engineering, Han-Sung University
“Dept. of Information and Computer Engineering, Han-sung University

=1 l; LB 'E‘Oﬂ’qb PIPOY] @Y Hi A3}
?Lf‘ﬂ% xﬂoﬁﬁq. v HE HH3 73S Rlayerd HAstet 71 2A%F

71E AT e 70%9 A% &

stod, A2~ WHE A =H3} Rlayer?d 24 H

¥ £ % HA3 FHE Yo FE3

o3
2
lo
-
rﬂ.’:
tlo
2
0%
o
© i& ¢

_ﬁ
i
_L
Zﬂ
lo
fr
E
[
é
N
tlo
K
{0 U$
o
rlr

S YA, ok Addroundkey ‘7134 Oﬂ A

Ak WEE AHES E9 vWre HAHE FEe 9y %—Er'j: tiu] 80%< 45 F4S Felstdda,
Fsst £oE wEA FEdS £ HH3 FES "d%l HE T Oy 157%2 A5 F4S dA5A
}.
1. ME o 7IHS AWgith 4F e AY 7HE AL
AA 453t daglFe] TS U AAFE T AH T8 Hdes HUEST mpA o R 5o E
S el AAEHAT] "W ol dagE F =i A5 ydn
Be FEo] AgE AR FAE= XA Ab
gol7]oll &= <A 2tk NIST(National Institute 2. &dH o7
of Standards and Technology)olA% 20154 9l 2.1 PIPO €& ¢S

B ds FRAS MHEF o, o]lF Fal Aste PIPOS] <&st <agls  SPN(Substitution
7oA A}LSL7] HEs oy A O dug= Permutation Network) TZ& A&t &5 49|
o] = I k. = 64-bit, 7] ZolE 128-bit, 256-bitE A e},
PIPO+ ICISC’20°] A %ﬁ-ﬂ 73%} L5935 ot 7y 7] Aoje] me} 13, 17825 A dPsiy ga3)
11709 vlAsg ALz 23719 A v EAAS ARS 7F R AAAQl s (19 113 2ok
&= &84 ¢ Bitslice® ?Lﬁﬂoﬁ o], &4l
g FEe] ew AW BEerzoltil]
B =folAE 32-bit RISC—V%LOHH PIPO 74 % |‘| [T |.!.| [T |\|
BESE vd BE A 7 498 9L 3 PR, ¢ S
Ao AYFo), e I I O T P B e
B o= A4S g5y 2 274 = PIPO LT
A% B2 sh 32-bit RISC-Vel dhajA A3t SO . s
3ol e w8 AH5 FAY 49 9E 7 d B

Fig 1. Structure of PIPO
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Fig 2. Rlayer(left) and Slayer(right) of Round
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2.2 RISC-V Processor
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Register Description Saver
zero(x0) Zero register

ra(x1) return address

sp(x2) stack pointer callee
gp(x3) global pointer

tp(x4) thread pointer

_ function arguments
a0™a7
and return value

s07sl1 saved registers callee
t0™t6 temporal registers

Table 1. Purpose of RISC-V Register
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Input : X[1]

Output = X[1]<<<7

//X(1) = (X[1) D)~ (X(1) » 1)

1. andi a3, a3, Oxff

2. slli t6, a3, 7

3. srli a3, a3, 1

4. xor a3, a3, tb

Table 2. A part of Rlayer; (a3:X[1], t6:temp)
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Fig 3. Internal alignment of registers
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Input : All], B[1], C[1], DI1]

Output = (A[1], B[1], C[1], D[1])<<<7
//X(1) = ((X[1) < 7))~ (X0 > 1))
1.1  t3, 0x80808080

2. 11 t4, OXTFTFTFTF

3. slli  t2, a3, 7

4. and t2, t2, t3

5. srli a3, a3, 1

6. and a3, a3, t4

7. xor a3, a3, t2

Table 3. A part of Rlayer; (@3:X[1], t2,t3,t4:temp)
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[ 3] Aletel= 7S 483 PIPO9] Cycle® e F nEst AA 2 FE 7lsE, 25%).
cpb(Cycle Per Byte)olt}, A3y oz od HFT Z
3t W V2AES A FHom 70%9 272
(e}

PIPO-64/128 Cycle Cpb
Kwak et al. (4] 2078 259.75
1-PT Our Work 1217 152.21
4-PT Our Work! 2715 84.85
4-PT Our Work? 1918 59.93

Table 4. Performance results in RISC-V (:Memory
optimized, %Speed optimized)
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