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2.1 Revised CHAM cipher

ICISC'17414 23 ¥ CHAM< ARX(Addition,
Rotation, XOR)4HS AM8-3F+= Feistel 722 = o]
N 24F A EE S dargFolth

cipher n k r w | k/w
CHAM-64/128 64 128 83 16 8
CHAM-128/128 | 128 | 128 | 112 32 4
CHAM-128/128 | 128 | 256 | 120 32 8

[Table 1] List of Revised CHAM ciphers and
their parameters.

Revised CHAM< 7]¥ CHAM ¥} &4 3tA 3714
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ACK 2021 sh=dtE

%[0] |11 ] | x[21 | xmB1]
—

B : Round

ROLg RK[i mod 2k/w]
I I
‘X:'+1[1]| ‘Xi+1[2]‘ ‘XHIB”J =
=

E§| Round
mjm RK[(i + 1) mod 2k/w] i1
[%ea ] [Xiral2]] \xm[swJ _

[Fig 1] Round function of Revised CHAM block

cipher.

CHAM ¢35 ¢x
=0 gy = AL 7
He= M ZHolA AAbS A9l st
o] ¥t CHAMS &= ¥+ [Fig 1]
c}.

2.2 RISC-V processor

RISC-V Z=ZAMA ZF 32-bit 75 RV32[i= 32
W8} 32-bit A AEE AlE T3] RISC-V Z2A]
Aol HA~E e &%= [Table 219 ).
z0 HAAZEHE 3 09 @S ze dA2Ho
ole] z07z49 HAZH= 55 &k AR
A ~HZ #G=o] tt. Callee saved &A=
2l s07s11E A8 a07a?, t07t62> AHES7] A
o old ;e BRET S glo] A&l ThsEitth
olwl, a0~a7 WA AEE function argumentE 117

3 5, A gaopaiy,

e K

Z

Register Purpose Saver
x0 zero register
x1(ra) return address
x2(sp) stack pointer callee
x3(gp) global pointer
x4(tp) thread pointer
_ function arguments
a0 ~ a7
and return value
sO 7 sll saved registers callee
t0 7 tb temporal registers
[Table 2] Purpose of registers in RISC-V
processor.
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P = A Fd Uk oWuJ, 88 E}%EE 5
Z+3l+= Revised CHAM-64/1282] &4 & #8344,

E£5 ol dAE ATE F dvh EF oS A

eFgh 423k A2 [Fig 219k 2.

[*a[01] [Xa011] 2] (@]
P, Round 0
RK[0mod 2k /w]
[0 | (@] [aB1] T
1
Ea D Round 1
ROL, | RK[(1 mod 2k/w]
[#:l01 | [ %01 | [%021] [%a31] _

Fig 2. Structure in which block-movement step

is omitted.
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He 55(a27ah)s 9EoE Yo Abgo] 7hest of FzZE Akl slli, srli HEHS xor WH=
ot 28-S ARESHA HW, WEy JIE ste] £ AbEete] Fdetdt. ZH oA A4S 9§ AFES
7F AsteEch g 7] wiEel] Ak vyl dis 4 LEZE FAZE A Ao gk &= i F9 v
g oo, ~28& A83HA Yv dA=HE &85 E9] gho] F714E 4 9t} o] & AlA o Wx]Elr]
T383l9tt. Function argument #g zZt1 & af ZElo]Ad A ¥ Oxffff gho]l AFE o] A= t5
a0,a1<S 247y HE3 g= 7] g 2t of Zglo]Ad <dito] AAFE o] A& t4E and A4
S sko] A9 16-bitE BT 0o WAt 1
Input: \o0, ‘ol 3 E ALS A wo = A 5 Q] wiE
1. mv t4, \o0 A gt
RISC-VE Ae A28 AFshA 7] b
5 ol 0, w1 SCV_ H?Jo_ﬂ' ﬂ?OP]w]“H 1,
3 orli t td 15 M7t dAAS AS gdstr] Y8 sltu BE & A}
4. xor t4, t0, tl 43ttt [Table 319 1294 ZolA \old t49}
5. and t4, t4, t5 // ROL, \ol®] kel Hisixl A7t Ao = Fejolth
sltu &= ol t49 7S Hluste] 49 Ftol
g. lh Eiy Sialt; \ol®th & A9 1& wretsitt, A7 2AskA] &
. Xor , t4, )
Q addi al al. 2 Sk, Nol9] ZF Fheo] t4x T} 4 AT, TiA
ALFAAANA A7 FASATE 47 9 &+ AL
9. xor \ol, \ol, t3 2 Aas7] o] wdE 1S \olel tA teElE
10. and ~ Vol, \ol, t5 ozM BA xS A st}
//add on RISC-V without carry flag
11. add \ol, \ol, t4 4 M= =}
12, sltu \t0, \ol, t4 ST . o
13. add \01 \Ol t0 *1‘5]: Xo]'oﬂ /‘11_.‘ SIFIVGA]'QJ HiFivel Rev B %%q\%?_
14. and \ol, \ol, t5 RISC-V& &&3 At 7|He tis 5 vt
=
15. sl t0, t4, 8 . _ 5 e
17. xor t4, t0, tl EA3HA] 2o} Revised CHAMe thak Reference-C
18. and t4, t4, to  //ROLg F=, RISC-V oA G383 revised CHAM, A<t
' 7]Wol Ag" 7@ =l whal cpb(Cycle Per Block)
19 addi 65, 13, & 243l A% MuE vk 4% M Aok
[Table 412} 2t}
[Table 3] Odd round code implemented with
: i Reference
macro; One of the values of o0 and Mol is nc This work This work"
(a3, a4), (a4, ab), (a5, a6) and (a6, a3). C code
9215 2378 1931
T A ger 18 )= A A - -
B, AT AE 01 I Z~_:£ 5 }Ejﬂ °l . °! [Table 4] Evaluation result on RISC-V with
13 1:}__1 il oﬂ] . c: 2 < . Ejr e optimization level -02 in terms of execution
? 2 THste | wet RES 2% i =4, timing(i.e. clock cycles); Notation(*) indicates
T840 I=E HYE ota E4A AEE 5 9l . o :
B . with optimization techniques.
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