)

__O._

(283 2

K1
o
Hli

ol

I
ol
<
ol

I-EH

3

ACK 2021

o H] ]

§-_’|-_

1%
=

e-mail:{ww232330, mhkim}@hknu.ac.kr

Image—based malware classification system

using image preprocessing and ensemble

techniques

Hae-Soo Kim", Mi-hui Kim"*

“School of Computer Engineering & Applied Mathematics, Hankyong

National University

o R
o T 7o

RO B

=

To

)

s A B B
]_

| vholu el sl g o) e A7)

=i
i LBP, HOG

9]

3]

Y
ol
B
™
ol
=
o
=
TR
N —
o]
=
H_I ﬂﬂ
=1 NP
jant
~ o
X X
=
Z 2
Ar
3
1
oF B
My ®o
=
ﬂ
s
N
ofp
KA
o
o))
He
o
%)
il
o
A
~
<)
o
W =
T X
—

el

o

1

o] NaYAs Mg E

2=

3

o}
o}

=)

7hebH A 7]

[/
I il

3
o2 7px] W o o] Fojx|aL gtk [5] o]u]A] 7]

2.1 olm[x| 7]gt otM¥ 3
]

Fof wo}7]

S

TH

ek AR w2
?)

oy
HEA
A

o}

[2] 20213 6% WatchGuard technologies®] A} 2

ohy

kol = ghxlo A [6]2] Ao A= Linux

Median

}11  LBP,

5]

64x64 712 Al Z}+3}t

WA o g A

=
T

dpoll waw 7]

3

s

KN
=

q2] 71"} Hard voting

3],

=]

i

fro

&

7} 74%0])

W_E

)

—_
o

A S Originaloll A 98.77%

S

&

pans

S
]

3

fvzel

s

LBPE 96.47% Median Filtero| A= 98.57% <]

of Al 7HA Fd AE 7]

Wi

f
42171 ZEE2 Hard voting classificationS

o

=
=

1

=
;ﬂ

<

3

LBP(Local

A8 7Y, 5

/\01—

&

woll A=

H =
i

JA At

el

- 715 -



ACK 2021 sh=4tELHS

Image Generation Module(IGM)

Data Converting

Malware _ _ _ >4

1byte to 1pixel

Bytes Files : i . 6
? Malware Binary to . Grayscale
: 2 e . in Grayscale =
Binary Ibyte vector image Image
Ll
1
Malware Grayscale
Images
1
!
........................................
[ 1 1
1 | B) Select LBP 1
1 L 1
[ . 1 i,
' Feature Selection Module(FSM) : Eiselect Hog
Not I ! T 1
.’grepz;ucz‘sf?:gl Image Preprocessing ' f
[ 1 1
1 1 1
s e o RAW LBP € — = HoG €F-—q4----

Malware Grayscale
Images
(RAW, LBP. HoG)

Predicting

softmax

Mlodels Score Adding

Multi-class Classification Predicted

scores

Classification models

pred += scores

- — — —>Malware

pred
Family

numpy.argmax(pred)

(29 D Ak Al=H

Binary Pattern), HOG(Histogram of Oriented Gredients)

7} Soft Votings &3l = &7E5 gt

3. Mok Alag

B g E R mRolA AEE

PYIE BF As9e Agac (17 DelA 1
=

3l xﬂo }\]/\Eﬂ% o]u];q xg/\g U-‘é l_ET/Ré

ojmA] |4t

’

3.1 o|m|x|
IGM)

T IGMo A= Hiolug] PEj= o] Folzl oA
FEE IByte ©9E ol 2k wide] P
T/dskal S wiES AR UnE Ve R 34
Z olmA &2 WET. <E 1> oo ynE A
sk 71Ol v 7]

<% >3 A7 ojux] 1H|[7]

S =71 8

MM 2 E(Image Generation Module,

ok

ST A ]

< 10kB 32

10kB ~ 20kB 64
20kB ~ 60kB 128
60kB ~ 100kB 256
100kB ~ 200kB 384
200kB ~ 500kB 512
500kB ~ 1000kB 768
1000kB < 1024

3.2 o|lo|x] EM ME ZE(Feature Selection Module,
FSM)

T FSM2 3.1 e ojmA& Adg=
E4d wet dAE T EEolth. RAWE A
AE oM A& HAAHYE A ¥ LBP, HOGE Al
2k omAlE AEle WAo=R onx 5AFE
s

ght

3.2.1 LBP
LBP=
FAolM TH A4S 7] il
2Rl Arshs daelsoer Fabeiv (8]

2 Enel e wdd e oAl

Zolek= el

nE
71E

[e)
Aol AR BAAE 2n 92

el h
e
3.2.2 HOG
HOGE 93999 Arls Az 23 F 7
Aol JdIX|(Edge) AHE EASR FEHIE i
Zow BARE[9] ¥ =R AT TR
Q3 olmAe] Aol 7 olnAelN F%H

fr 19 o

.
NA AR §AE Aol

- 716 -



ACK 2021 sh=4tELHS

3.3 eMaAE EBR E(Malware Classification

Module, MCM)

g MCME 3.27¢lM AdEs SAe wt A
ZE oMAE BF BdEe] Y I =e] Y
s d5dn
3.3.1 CNNJ[10]

ojuA] 7k epgm= BFHE 8 71 g
% 292 CNNZ AHE3th. CNNS g8kl Sl

2 A5 (Layer)ol = Convolution Layer, Flatten
Layer, Dense Layer’} 21T} Convolution Layeri= ©]¥]|
#e] EHS FE3h= 9ES 3Fal Flatten Layer
229] olwA] dlolHE 12k wide] FEjE niy
T}, o]% Dense Layers &3l o|v[A| & EF{Feic)

EfoAE 4709 Convolution LayerS’} 170¢] Flatten
Layer 370 ¢] Dense Layers A}-8-gtct,

3.3.2 LSTM(Long short-term memory)[11]

OFAFE JIHS 93] =7} mulg ol g s o
tlolBl 7} x4 02 o] Foy A Q= AAIYE dHolH et
= AS o]guA AAY doled wrHel LST™
el Fe A

3.3.3 YME 7Y

Hefgol M Asoret= A Tl st vlolH
s Ewdolnt[12]. Holy Fdx EdFeld
dlolgell A 2+ Fef kel Holg &) siaatel 7t &

45 HRH13]. Hely et 4L FHae
2dol folojso] aid S SAS A=
FolAl X RdElo] ERE W Ad=E @ A%4E =
el Al X Flojtt. olefd s EAHPES 3
Ast7] fl& 7 N o] e Rdlo] =Eaidl A gk
=5 ol &3t HFTAR ER/RE Ml GEE 7
o] St}

2 oE=EdA oed 35 e E VIS
ol &3t} thrd ERoe Rdo] 7P wol dd
ok S22 BF/7F H& Hard Votingo] 1 =2
of F¥3 AUeEs BT diA MF & @s 7l
S22 BEF3S Soft Votmgo] o Ho=i
X Soft Voting WHOo 2 #5735},
4. Mg E3
41 MY &3&F

4,1.1 M8 dlolg

2 EollA] Ao o] &3t tlo]H & Kaggleol] A
AFE 3l 9= Microsoft Malware Classification
challenge(BIG 2015)[14] ©|o]E o]t}

<GE 2>o B71E AEY Vi E BW 9 F
of 7H¢ @2 dlolE & 2042700]a b A2
olH &= 427lelth. AAl HelHE 3] b
olf o] 77t HlelAl e Aol7] Wil o] - "

oo W dolg j5el Aolsl 2 HolHE o4
A Aok mEle] Ae %7

.

<3 2> "ol Aol x3te otz sfde][14]
Familly name #Train Sample Type
Rammit 1541 Worm
Lollipop 2478 Adware
Kelihos_ver3 2942 Backdoor
Vundo 475 Trojan
Simda 42 Backdoor

TrojanDownloa
Tracur 751

der

Kelihos_verl 398 Backdoor

Any kind of
Obfuscator. ACY 1228 obfuscated

malware

Gatak 1013 Backdoor

412 85 oI 4y
2 =dAs 712 olvA(F, RAW), F7HA

AT W (=

LBP, HOG)¥} CNNE@o| o}is

7|Ho] ALE RUE2L OH ﬂﬂﬂﬂ— o} A} o] |

booleangt<S

4.2 &8 E1 24

(192)01] o EO]: ZAA]

>
e

- 717 -

oftt
o
:“:
i
ol
ol
N
:L
o
o r
EE
o
i
02
ox
e
N
¥ oz on

ar+ ek
o
=

2l softmax%}ﬂr onehot
labelgkS M 3] A]
.0, FalseE 0.02.% W
= et Hd whe
SAsth. 72 A E



ACK 2021 sh=4tELHS

RAW
98.5

98

97.5
97
96.5
96
95.5 l
95
CNN

CNN Ensemble CNN + LSTM Ensemble

Accuracy(%) CNN CNN Ensemble CNN + LSTM Ensemble

RAW 96.19 97.38 97.93

(29 2)ov]A] dAe] & »d ¥ A3}

5. 42

B =RoAE N2 otdm=rt Yehde ual
I I=E tiAEE e Fash Jeds o] &5
IFFESE BRT W E7Y AGEE Folal Hol
HE 78 5 7 S92t Holg Ex43Po] A
S u HIEE Folv= WS At

AAAHY, ojuA ] AAe] AALD HR7} o}
UTHH UHHAQl CNN S E EdHT LSTMO] F
7he GAE Rdo] Agrrt  wre e g9
ATt

Ta3% 5A4e 3t 7 B4 wE FE 7IYe
A AsES gt 13 bgE dHolgE F
el o gus Fess S o gwe] W3

6. Acknowledgement

o] =i 2018 % AT (A=A HELH)
Ahow Aol A s wol Fad AT
2] (No0.2018R1A2B6009620), A A =} 7] u] 3],

D=3
[1] “2021 Akel¥ 919 A7, KISA &= <18l
34, January 26, 2021

https://krcert.or.kr/data/reportView.do?bulletin writing_seq
uence=35878
[2] C. Beek, et al, 2021 McAfee Threats report

https://www.mcafee.com/enterprise/en—-us/Ip/th

reats—reports/jun—-2021.html
[3] Press Release, WatchGuard, June 24, 2021

https://www.watchguard.com/wgrd-news/press-releases/ne

w-watchguard-research-reveals-traditional-anti-malware-sol

utions-miss

[4] S. Yue,
Classification: a CNN based
http://arxiv.org/abs/1708.08042 2017
[5] M. Sahin, S. Bahtiyar, “A Survey on Malware
Detection with Deep Learning,” 13th International
Security  of
Networks, 34, 1-6, 2020

[6] S. Kim, D. Kim, H. Lee, T. Lee, “A Study on

Classification of CNN-based Linux Malware using

“Imbalanced ~ Malware Images

Approach,”,

Conference on Information and

Image Processing Techniques,” Journal of the Korea
Academia-Industrial Society, 21, 9,
634-642, 2020

[7] L. Nataraj, S. Karthikeyan, G. Jacob, B. S.

Manjunath.

cooperation

"Malware Images: Visualization and
Automatic  Classification," Proceedings of the 8th
International Symposium on Visualization for Cyber
Security, 4, 1-7, 2011.

[8] T. Ojala, M. Pietikdinen, D. Harwood, "A
comparative  study of texture measures  with
classification based on featured distributions," Pattern
Recognition, 29, 51-59, 1996

[9] N. Dalal, B. Triggs, “Histograms of Oriented
Gradients for Human  Detection,”  International
Conference on Computer Vision & Pattern Recognition

(CVPR), San Diego, UnitedStates. 886—893, 2005

[10] K. O'Shea,R. Nash, “An Introduction to
Convolutional Neural Networks,”,
https://arxiv.org/abs/1511.08458, 2015

[11] S. Hochreiter, J.  Schmidhuber, “LONG

SHORT-TERM MEMORY,” Neural Computation, 9, 8,
1735-1780, 1997
[12] R. O’Brien, H. Ishwaran, “A random forests

2

quantile classifier for class imbalanced data,” Pattern
Recognition, 90, 232-249, 2019

[13] F. Provost, “Machine Learning from Imbalanced
Data Sets 101,” AAAI Technical Report WS-00-05.
2000

[14] R.Ronen, M. Radu, C.Feuerstein, E.Yom-Tov,
M. Ahmadi, “Microsoft
challenge,” ArXiv

“http://arxiv.org/abs/1802.10135” 2018

malware classification

e-prints

- 718 -





