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Algorithm 1. pIndexSearch(parallel Index Search)
Input : E(q), E(node)

Output : E(cand) // all the data inside nodes
related to a query
Ca :

01. generate thread_pool // create a thread and wait
in the pool until a task is given

02. for 1 < z < numpege

03. call thread_pool_push(GSPO(E(Q), E(node,), E
(a,)

04. E(a) = m(E(a));
Cp:

05. o' < D(E(a))

06. ¢ < the number of 1" in @

send E(d) to Cg

07. create ¢ number of Group // Group : node group
08. for each Group

09. assign a node with a'=1

10.  assign (numipea’c) - 1 nodes with @=0
11.  shuffle the sequence of nodes

12. send Group to Ca

Ca:

13. cnt < 0

14. for each Group

15.  permute node IDs using 7

16. for each Group

17. for 1 < z < num

18. forl < s < F

19. assign task 7 to threads in the thread pool
20. for each T

21. for 1<j<m

22. E(t,) < SM(node,.ts; E(a,))

23. E(cand,n.s;) < E(cantu.s)*E(t%,)

24. cnt < cnt + F

25. return E(cand)
End Algorithm
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Algorithm 2.
Retrieval)

pDataRetrieval(parallel Data

Input : E(q), E(cand)
Output : E(resuld)
region

Ca :

0l. for 1 < 7 < cnt
02.  call thread_pool push(GSPO(E(Q), E(node,), E
(a)

03. for 1 < 7 < cnt

// all the data inside the query

04. assign task 7; to threads in the thread pool
05.  for each 7;

06. forl < j< m

07. E(y;p) < E(cand;)*xE(r;;)

08. E(d) < o(E(a); E(y) < n(E(y)

09. ' < (1)

10. send E(d), E(¥) to Cg and r’ to user

Cg:

11. for 1 < 7 < cnt

12. a; < D(E(d))

13. forl < j< m
14. Yij < DEW;))
15. send @, ¥ to user
AU:

16. for 1 < 7 < cnt

17. for1 < 7 < m

18. resultij < Yi; - rij
End Algorithm
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Parameters Values Default value
Total number of | o g 61 8k 10K 6k
data(n)
Level of
kd-E 2] () ! !
# of
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Encryption key
Size(K) 512 512
# of thread 2, 4, 6,8, 10 10

<29 2> "ol F(n) W3l w2 A<t
71He Heoxe Aee Helt doly 7t F7}
sl wel oA AR FUtES B 4 9k 1
thread “golA] Aetsl=  7IW(Rangep)s 7]
Range; [5]Eth vt 570 & Hs& BT o]
+ garbled A& F3 ¢Est A Z2EZ] §
EXow AHgsty] witeltt w3 WHsE F9
s FFe SAH87] 98 threadS 2014 1002
7t AA AeB7tE TSI <Y 3>). At
= 712 thread el vlelste] dso] FdES
4 ok oFb=# 10 thread oA Alotst= 7]
I 71E 71HE vlastd, A|¢kel= Rangep©] 71
¢l Rangerel Bl 24w 5 &do]l A&

4 gt} o)== A¢tst= 7|W o] garbled circuit
BE A 7HE A&ste] 2&F < 4o A

rb

oL

the number of data

e Pange]  e—e—HanreFl

<2¥ 2> oy g Wt wE AdeETt

7. 28 2 g% o7
Se9E oA 4n wEE AQas 99

2 A &5
7} mhe wHS Adrh oebd @ a7 e
Ao g FYstel ¥ 45 AQse Fees A
A Au nsE Adss WY 99 A
P He Adsh B5FE Fal, AdsE
Agel AR REE AR BAG ZEHA D
A9 45e Bde AFHar

[

Procassing timelses)

4 6 8
the number of thread

e P17 2 F

>

<19 3> thread & W3l w2 A

olf
o

7t

Acknowledgement

o] =& 20199 % AR () Adow g
FATATG] AAL wol FHH ] EATAIS
(No. g AT A A HE :
NRF-2019R111A3A01058375)

=

&1
[1] Pagel, Bernd-Uwe, et al. "Towards an
analysis of range query performance in spatial
data structures.” Proceedings of the twelfth ACM
SIGACT-SIGMOD-SIGART symposium on
Principles of database systems. 1993, p214-221.

(2] AAZ. "N AR E S Ho| #S N2 1A &
A 7 eE 36, 2012, p95-120.

[3] Kim, Hyeong-Il, Seungtae Hong, and Jae-Woo
Chang. "Hilbert curve-based cryptographic
transformation scheme for spatial query
processing on outsourced private data.” Data &
Knowledge Engineering 104, 2016, p32-44.

[4] B. Wang, Y. Hou, M. Li, H Wang, and H.
Li, "Maple: scalable multi-dimensional range
search over encrypted cloud data with tree-based
index”, ACM symposium on Information, computer
and communications security, 2014, pp. 111-122.
(5] A3, A3, A5 "obxaA dlolE o]~
Ao A ] bHe o HejAHE daeF" =
AANHFES S =54, 12, 4, 2016, p71-83.

[6] A. C. Yao, "How to Generate and Exchange
Secrets”, Proc. 27th IEEE Symp. Foundations of
Computer Science, 1986, pp. 162-167.

[7] P. Paillier, "Public-key cryptosystems based
on composite degree residuosity classes”,
EUROCRYPT. Springer—Verlag, 1999, p223-238.
[8] Samanthula, B. K., Yousef Elmehdwi, and Wei
Jiang. "K-nearest neighbor classification over
semantically secure encrypted relational data.”
IEEE transactions on Knowledge and data
engineering 27.5 (2014): 1261-1273.

Ao
rek

- 162 -





