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S =1
ICISC20°01 4 wE9 A% E2935 PIPO= HE £golx 7|W ZLox F&FeA T30 I
FAd HAS AY7]el A @S AT A H o AL shed AHE EFYT o
2 =7 ARM Z2ZAAME ez PIPOY ¥4 HA T+dS Aetet), Aot +dEE
HE, 16389 #HE dasr) 7testt Fdd= A WHo &8 #HAAH R AE, 2
Axl HH35 7|HS AFEE T TES AlOx fusion ZRAAE Aoz o A Z2A
A, 71€ ds a2~ PIPO =5 64/128, 64/256 A4 Zb7Z 34.6 cpb, 44.7 cpbel A< 7}
A}, Aekst= 7IHe 8HE 64/128, 64/256 ﬂ'ﬁoﬂ’ﬂ Z+7y 120 cpb, 156 cpb, 168 & 64/128,
64/256 1AM Z+Z} 6.3 cph, 8.1 cpbel TS HoFET o= 7]E UH] ZF A EE 8PWE ¥HE
THEL 9F 65.3%, 66.4%, 16H &+ HH 7“&5# oF 81.8%, 82.1% Y £ Hd5< HATH
2. 0| &
= ALY, AstE dA4 (L A, Ze 21. 3 5243 PIPO
A8 F)e AHEJIHY 771E 9 PIPO[2]= ICISC20014 2x¥ AF E5¢=
SHA T R A dze FAd t}. PIPO+= & EEUdsHt vAE A4S 4
Side-Channel Attack)el F<FstoH1]. H=1d AbgEte] FREE L, E&8F 13} vpaAF A
b3 37} A EE Eoto] zkE HapA ol A o] Fdo] 7heskH, 53] 8-bit AVR “dellA
8 Az AE, 29 5) 2Ase dEs) Ad T4 WS AYrlel v sd3 o5
o Z3l= E84 ¥4 7ol A5 Ad ESAds R Hold B S A
= A Z2AA F 3] ARM = PIPO*= SPN(Substitution-Permutation Network)
Foll A F-aid WIS AY e AE & & At HiE Qo]i‘:— 64-bit A}-&3}H
PIPOS] W ¢tsstes 289 AH FAS 7] 128-bit, 256-bit A7]E= F Abg-gh,
PIPO?] w7 4= & 1o A &<l 7}%6}E‘r.
T g 2o 2%eA = PIPO
64-bit ARM Z Z A Aol tiajr st <3 1> Parameters of PIPO block cipher
wma 2= 50 olsl = A
89 #AH Fd= A A4 74 7 Type Block size | Key size Rounds
5 v = ; .
At 4delA = 71E PIPO 7=t 64/128 64-bit | 128-bit 13
5 o Ji-o 5 T - -
THEel s valdth mAves 5 64/256 64-bit | 256-bit 17
B =5 A28 Wy
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= e S-layer= 49 HolE A& HE Sdto]~
S-layere} A3 <d4to] A E&FH= R-layerZ2 F+4% AR FdEe] A B =AM 11719 b4
t 7t ges F5Y T8 A XOR¥ g HE A4 2370 Ay HE AANE xdete
o 29 12 PIPO9 AAHQ F+2E eld Z o] EEAQ HE &Egtol~ FEE AREgth
o} R-layerv= E&4<Q st=9o] 2 AZEo] ¢

PIPOS] e}e= g4t ulHg Aol A8
S /Ké

AL
Mo
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N
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64-bit Input
|
|
HEEEEEEREEEEEEE
63 62 61 60 @ 3210
v 7~0 X[o]
r Rounds — | 158 X
RK;_1 @ €iq 23~16 X121
31~24 X{3]
39~32 X{4]
e
O RK B 5548 X6
[

T 63~ 56 X{7]
Output (64-bit)

2.2, A ZZ MM 64-bit ARM ZZA|A
v 7= 7] Zolo] wal e A7 o] Al ARM Z=AA+= AVRS A8 AFE<lEdl g
g€t BellA, 1S AFdte AY Z2AA F sy
ot} ARM Z=AA %, ARMv8-A (ARMv8)<
ARM Z2AAM AFT FTolA Ha Z2A4 F 35
volth, 2 =FoAE ARMvEY F FH/ T shy
el, 64-bit AArch645 oo gtk AArch64

* Key size = 128
K128 — K164HK064

RE, = Ky o0 (1=0,1,..13) (AB4)E =Zret dA 2=, WE dA2HZ F FF

o AAzHE AYv, A7 324 EA o F

" Key size = 256 oA WE Az delde] WA Aol e
K0 = K9 KRS K| K = AeH3].

RE; = Ko (i = 0,1,...17)

<3 2> Summarized instruction set for optimized PIPO in parallel-way, Vd: Destination vector register, Vn/Vm: Source vector

register, Vt: Transferred vector register, Xn: Source scalar register

Instruction Operand Description Operation
AND Vd, Vn, Vm Bitwise AND Vd < Vn & Vm
EOR Vd, Vn, Vi Bitwise Exclusive OR Vd < Vn & Vm
LD1 Vdl-4, (Xn) Load multiple single-element Vdl-4 < (Xn)
MOV Vt, Vn Move vector Vt < Vn
NOT Vd, Vn Bitwise NOT Vd < !Vn
ORR Vd, Vn, Vm Bitwise inclusive OR Vd < Vn | Vm
SLI Vd, Vn, #shift Shift Left and Insert immediate Vd < Vn << #shift
SRI Vd, Vn, #shift Shift Right and Insert immediate Vd < Vn >> #shift
ST1 Vtl-4, (Xn) Store multiple single—element (Xn) < Vtl-4
TRN1/2 Vd, Vn, Vi Transl?ose vectors Primary/secondary Vd < Vnleven], Vmleven]
UZP1/2 Vd, Vn, Vm Un.21p vectors pnmary/secondary Vd < Vnlodd], Vmlodd]
7IP1/2 Vd, Vn, Vi Zip vectors primary/secondary
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go] FET EofJdu¥, WHe suR tge
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A= E 128-bitE AFE & doern= x7] A
AN A= 64-bite] HF(X[01-X[7]) + MNE AZE +
ATt Fte] HE EE X 8-hito] =z, WE XA
g sty E g QY se

219 o Wy BEg Ay
1670704 A48 5 ik dE Sol, shukel wg
dA2E 3 AATE v PR 167 X[0]

52 AT 5 Aok A BB A E B
A
[}

Qe shikel WEl AR 2E A4S 5 3
O]% ?340}7] AOHH X 3‘4 I=EE /\]'% Sl
EA=Ke) =

52 S-layer XS A #= AEoh= 2=
o]t}. S-layer ©¢]&Fofi= R-layer7} oJojA=
R-layer A% Aol dX2=H AES AdyPsA] &
=t R-layer ©o]|$ 2+ = 7185 XA Ak 3
B2 gAY wAE Esjof vk o= F 3
o] o 5 I=F AT 8 HE WEe A9
F=9] ‘4s, 8h, 16b’9} 7+ arrangement
o2 dhe] fAAF 871 HE

3.3. ZH oM A{t = X5t

R-layerdl A= =ZHolA diake] F=2 AL&HT

2 AY% Z2AM AVR Z2AM Z$- oAl
2 WyolZ ROL, RORY} 22 ZHolAd dAie
AR A o2 A gt AR ARM Z 2 A4 ] of
AEg HHo] FoldE ZH oA dAXS 9HsEHA

A hete WuHolrh &AL gErh Al A
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<3 3> Register value alignment code

Post alignment code
ZIP1.2d v8, v0, v4

ZIP1.2d v9, v2, v6
ZIP1.2d v10, v1, v5
7IP1.2d v11, v3, v7
ZIP2.2d v12, v0, v4
7I1P2.2d v13, v2, vb
ZIP2.2d v14, v1, v5
7IP2.2d v15, v3, v7
ZIP1.16b v0, v8&, v10
ZIP1.16b v1, v9, vl11
ZIP2.16b v2, v8, v10
ZIP2.16b v3, v9, vl11
ZIP1.16b v4, v12, v14
ZIP1.16b v5, v13, v15
ZIP2.16b v6, v12, v14
ZIP2.16b v7, v13, v15
7ZIP1.8h v8, v0, vl
ZIP1.8h v9, v2, v3
ZIP2.8h v10, v0, vl
ZIP2.8h v11, v2, v3
ZIP1.8h v12, v4, v5
ZIP1.8h v13, v6, v7
ZIP2.8h v14, v4, v5
ZIP2.8h v15, v6, v7
ZIP1.4s v0, v8, v9
7ZIP2.4s v1, v8, v9
ZIP1.4s v2, v10, v11
ZIP2.4s v3, v10, v1l
ZIP1.4s v4, v12, v13
ZIP2.4s vb, v12, v13
ZIP1.4s v6, v14, v15
ZIP2.4s v, v14, v15

Pre alignment code
UZP1.4s v8, v0, vl

UZP1.4s v9, v2, v3
UZP2.4s v10, v0, vl
UzP2.4s vll1, v2, v3
UZP1.4s v12, v4, v5
UZP1.4s v13, v6, v7
UzP2.4s v14, v4, v5
UZP2.4s v15, v6, v7
UZP1.8h v0, v8, v9
UZP1.8h vl, v10, v11
UZP2.8h v2, v8, v9
UzZP2.8h v3, v10, v1l
UZP1.8h v4, v12, v13
UZP1.8h vb, v14, v15
UZP2.8h v6, v12, v13
UzZP2.8h v7, v14, v15
UZP1.16b v8, v0, vl
UuzpP1.16b v9, v2, v3
UzZpP2.16b v10, v0, vl
UZP2.16b v11, v2, v3
UZP1.16b v12, v4, v5
UZP1.16b v13, v6, v7
UZP2.16b v14, v4, v5
UzP2.16b v15, v6, v7
TRN1.2d v0, v8, v12
TRN1.2d v1, v10, v14
TRN1.2d v2, v9, v13
TRN1.2d v3, vl11, v15
TRN2.2d v4, v8, v12
TRNZ2.2d v5, v10, v14
TRN2.2d v6, v9, v13
TRN2.2d v7, v11, v15
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<3 4> Comparison result table (Unit: cpb), * 8-PT in
parallel-way '%: 16-PT in parallel-way

Type | Ref. C | This work® | This Work!®
64/128 34.6 12.0 6.3
64/256 447 15.6 8.1
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