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{E 1> HPC Security Challenges by NIST
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{(E 4 Supercomputer Cryptojacking

Step Description
Initial approach through attack

vectors such as spear phishing, usb attachment
Establish C&C connection and obtain VPN

Malware execution| authentication information after executing

malicious script on accessing user PC
VPN authentication and authorization after

Initial approach

Exploit exploiting VPN server vulnerability
After collecting target network configuration
Gathering and system configuration information, obtain
additional SSH authentication information that can
information authenticate to the login node of the super

computer _
Access to the login node of the super computer

using SSH authentication information and
acquire root privileges after exploiting the

Linux Kkernel vulnerability
Cryptocurrency mining command and infected

host control through C&C server after
maintaining SSH_connection
Achieve the goal | Achieving the APT goal of cryptocurrency mining

Base expansion

Continuous access
and target control

FHHAFEH Bl A H5 FolM MuH]Z AR AT
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(& 5) Supercomputing service disruption
Step Description

Initial approach through attack

vectors such as spear phishing, watering hole
Infect User PC and obtain VPN authentication

information by executing malicious code
Create SCADA exploit file on USB inserted in

Exploit infected user PC and access VPN after
exploiting VPN server vulnerability

Initial approach

Malware execution|

Gathering
additional
information

Control network information collection

Control management information is leaked

through DB server after accessing the Control
Base expansion | Managemnet Console through infected user PC
or USB memory stick and executing malicious

script i - i
Supercomputing service interruption due to

actuator malfunction through PLC control logic
Continuous access| change after maintaining access to Control
and target control | Managemnet Console and exploiting SCADA
and control communication protocol

vulnerability
Achieve the APT goal of supercomputing

service suspension

Achieve the goal
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{E 6 Supercomputer security requirements

Step Primary Category

Simulation training and security training are
required for users. In addition, threats must be
detected by analyzing behaviors according to

user profiles. A UBA solution is proposed.
Network traffic should be intercepted by

mirroring, suspicious content should be
Malware execution| analyzed in an isolated environment and
malicious code execution should be blocked.

Sand boxing is suggested.
Vulnerability assessment should be performed

Initial approach

EXDIO.H at all times.
;Egi}tliﬁ;lg When a scan attempt occurs, the CERT should
. . analyze the threat IP and block it early.
information

Honeypots should be deployed at different

network locations to detect APT threats early.
Threat traffic continuously approaching through

SIEM and TMS must be analyzed and blocked
early.

Base expansion

Continuous access
and target control
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