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Abstract - As discussions of the International Maritime Organization for the introduction of the Marine Autonomous Surfice Ship (MASS,
began in earnest, discussions were conducted to prioritize cybersecurity (Cyber Risk Management) when developing a system to support
MASS operation at the 27th ENAV Committee Working Group (WG2). Korea launched a technology development project for autonomous
ships in 2020, and has been promoting detailed tasks for cybersecurity technology development since 2021. MASS operation in a digitai
maritime communication system environment requires network security of various digital equipment that was not considered in the existing
maritime communication environment. This study introduces the basic concept of network security equipment to support MASS operation
in the detailed task of cybersecurity technology development, and defines the network security equipment interface tor MASS ship
application in the basic stage.
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Fig. 1 Network security equipment interface definition for
MASS vessel in consideration of digital maritime—
communication system environment
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