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Fig. 1. MITM based Network Protection Architecture
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Fig. 2. Network security sensor and Cloud server
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Table 1. Specification of Network Security Sensor

ltem Value

Single board Raspberry Pi compatible
CPU H6

Memory Size 1GB

16GB (CFCard)
Embedded LINUX

Storage Size
oS

Network Security Sensors= HTTPSZ- 53} Cloud Servere}
BB, UES)=T Zofst ZE Hoste] AR} 7+ HostE<] IP
Address, Mac Address, Host name, Ethernet device vendor,
Ow/Off line”dd], IEYXFENY 55 A3taL, »AE A9
(Network IDS/IPS 3, Filrewall 33, Network Access Control
A, Anti-VirusH25) 12]1, SRR 58 vielie}
AgRH3].

Cloud Server= HTTPD, RDBMS7} T4d=]o]g)oin, Network
Security Sensore] F714)¢] Hil(Heartbeat)S 53l 0% HHE
RDBMSe]| 21 9l 78418kt

Network Security Sensori= ESRS T12f5le] Listensli= PortS
7RI @31 2% Network Security Sensor7} Cloud Serverol]
HTTPS?] Cliente] &&= F&ato] FLlehct

Cloud serveroiX] 9947|119 MAEE 84 o= YA ARE
5 o] AP AF FRE, Reverse-SSH AHIARE FA|o] 245
275} o] u, Reverse-SSHE- $J8} One-Time-Passworde} <15
AE B2l AFE Fl7] 9.

80

IV, Experiments

Table 2. Comparation of functions
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V. Conclusions
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