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ABSTRACT

In a distributed machine learning system, sharing gradients was considered safe because it did not share original
training data. However, recent studies found that malicious attacker could completely restore the original training data
from shared gradients. Gradient Leakage Attack is a technique that restoring original training data by exploiting theses
vulnerability. In this study, we present the image transformation method based on Discrete Cosine Transform to defend
against the Gradient Leakage Attack on the federated learning setting, which training in local devices and sharing
gradients to the server. Experiment shows that our image transformation method cannot be completely restored the
original data from Gradient Leakage Attack.
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