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ABSTRACT

This paper describes an integrated H/W-S/W implementation of elliptic curve digital signature algorithm (EC-DSA)
using a security system-on-chip (SoC). The security SoC uses the Cortex-A53 APU as CPU, and the hardware IPs of
high-performance elliptic curve cryptography (HP-ECC) core and SHA3 (secure hash algorithm 3) hash function core
are interfaced via AXI4-Lite bus protocol. The signature generation and verification processes of EC-DSA were verified

by the implementation of the security SoC on a Zynq UltraScale+ MPSoC device.
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