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ABSTRACT

The network separation environment is a network security design system that separates the internal business network
from the external Internet network. It separates the internal business network from the external Internet by separating it
into a business network that is not connected to the network to which the Internet is connected. The network is
separated, and it is a relatively secure network structure compared to Danilman in terms of security. However, there
are frequent cases of infecting internal networks by using vulnerabilities in internal systems, network devices, and
security devices. In this paper, we analyze the vulnerability of IT security threats in such a network isolation
environment and provide technical measures for effective security monitoring.
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