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ENCOURAGES Administrations to ensure that cyber risks are appropriately addressed
in safety management systems no later than the first annual verification of the
company's Document of Compliance after 1 Jan. 2021

Urgent need to raise awareness on cyber risk threats

and vulnerabilities to support safe and secure shipping, which is operationally
resilient to cyber risks,

RECOGNIZING that Administrations, classification societies, shi
ship agents, equipment manufacturers, service provi ts and port
s, and all other maritime industry stakeholders should dite work towards
safeguarding shipping from current and emerging cyber threats and vulnerabilities

owners and ship

= How to strengthen cybersecurity (KMI)
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= How to strengthen cybersecurity (KM

What is the cyber risk ?

Types of Cyber attack
MALWARE Malicious software which is designed to access or damage a computer
without the knowledge of the owner. There are various types of malware including
trojans, ransomware, spyware, viruses, and wormssource;

The guidelines on cyber
onboard ships, BIMCO 2017}

PHISHING Sending emails to a large number of potential targets asking for
particular pieces of sensitive or confidential information,

WATER HOLING Establishing a fake website of compromising a genuine website to
exploit visitors.

SCANNING Attacking large portions of the internet at random

SOCIAL ENGINEERING A non-technical technique used by potential cyber attackers
to manipulate insider individuals into breaking security procedures, normally, but
not exclusively, through interaction via social media.

What is the cyber risk ?

Types of Cyber attack
BRUTE FORCE An attack trying many passwords with the hope of eventually
guessing correctly. The attacker systema ly checks all possible passw

the correct one is foundisource: ser security onboard ships, BIMC

y by flooding a network with data. A Distributed Denial of
Service(DDoS) attack takes control of multiple computers and/or servers to
implement a DoS attack

SPEAR PHISHING Like phishing but the individuals are targeted with personal emails
often containing malicious software or links that automatically doon«d malicious
software.

SUBVERTING THE SUPPLY CHAIN Attacking a company or ship by compromising
equipment, software or supporting services being delivered to the company or ship.
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What is the cyber security ? What is the cyber security ?

= Cybersecurity can be defined as = Cybersecurity attributes
the collection of fools, policies, security concepts, security ds, /i CONFIDENTIALITY The control of access and prevention of unauthorised access to
risk approaches. actions. training, best practices. assurance and ship data, which might be sensitive in isolation or in aggregate(source: Code of practice -
technologres that can be used to protect the cyber environment and organisation Cyber security for ships, UK Department for Transport 2017).

and user’s assets(Source: Overview of cybersecurity, [TU-T X.1205, 2008).

USER’s ASSETS Include connected computing devices, personnel, infrastructure,
applications, services, telecommunications systems, and the totality of transmitted
and/or stored information in the cyber environment.

POSSESSION 8 CONTROL The design, implementation, operation and maintenance
of ship systems and associated processes so as to prevent unautohrised control,
manipulation or interference.

INTEGRITY Maintaining the consistency, coherence and configuration of information
and systems, and preventing unauthorised changes to them. A loss of system

= Cyber-Security and vaer—svafety rlsks ) integrity could oceur through physical changes to a system, such as the
CUBERSECURITY RISKs Potential for intentional disruption compromise, or unauthorised connection of a Wi-Fi access point to a secure network, or through a
exploitation of a computer network or control system by non-autherized fault such as the corruption of a database or file due to media storage errors.
personnelissurce: Guidelines for addressing cyber risks at maritime transportation security act{MTSA)
requlated facilities, USCG 2016). AUTHENTICITY Ensuring that inputs to, and outputs from, ship systems, the state of
CUBERSAFETY RISKs Potential for accidental disruption of a computer network of the systems and any associated processes and ship data, are genuine and have not
control system by an owner, operator, other actor, or as an unintended been tampered with or modified. Authenticity issues could related to data such as
consequence of a mishap within a connected cyber system. a forged security certificate or to hardware such as a cloned device.

KINPR 2019 6/22 KINPR 2019 7122

What is the cyber security ? Cybersecurity related standards & guidance

2016 BIMCO published Guidelines on Cyber
= Cybersecurity attributes Securiy Onboard Ships.
AVAILABILITY Ensuring that the asset information, systems, and associated ” -
processes are consistently accessible and usable in an appropriate and timely
fashion(source: Code of practice — Cyber security for ships, UK Department for Transport 2017)

UTILITY That asset information and systems remain usable and useful across the
lifecycle of the ship asset. An example of loss of utility would be a situation where
a ship system has been changed or upgraded and the file format of historic data is /Y

en  shipewners and
M Code il 2021,

2017 IMO. Msc?uﬁspgégﬁf_,g
cybes

managers o

no longer intelligible to the system 4 B\ ] recommendations.
/ O -

SAFETY The design, implementation, operation and maintenance of ship systems = 2017 USCG developed draft of Guidelines for Addressing d

and related processes so as to prevent the creation of harmful states which may Cyber Risks at Markime Transpostation Security ACT (MTSA) A

lead to injury or loss of life, or unintentional physical or environmental damage. A Regulated Faciilies,
safety issue could arise through malware causing a failure or display or

- P
communication ship systems alarm states. @ @

RESILIENCE The ability of the asset information and systems to transform, renew

and recover in a timely way in response to adverse events. In the event that an @ E
outage aceurs, it should be posyb\e to recover a normal operating state, or B - o
acceptable business continuity state, in a timely manner. SN RS o e iy 20 s
Cybersecunty related guidelines(Source: KR 2013)
KINPR 2019 oz2 KINPR 2019 iz2

Cybersecurity related standards & guidance How to Identify vuinerability & Assess risk ?

= BIMCO guidelines

Cyber risk management
approach as set out in the
guidelinesisource: The guidelines
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How to assess importance & satisfaction ? Analytic results of importance & satisfaction by IPA method
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