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HELA HY &% ALFHNIDS)S HESA E E Hola e AF AAEAY d SEl
g S FHAEte] 34 AFE ddsteE Ala"o R, A9 #A 2dS Aksir) HEgh 3 =
71E9] NIDS+= A2y A 7Rk &2 7Yool F+& HES AWsly] ¢35t Hybrid Feature Selection
o] FAt} ol HEIE T vy AHE FZF = 71 S Aerstw, SMOTE(Synthetic Minority Over
gyo] ¥ v FI FHES gX s A sampling Technique)”]' ¥ RUS(Random Under
APT(Advance Persistent Threat) ¥4 o] 914 Sampling) 7|'H< 23] tlolE] Ale] B3 EAE
of kst % Asstgel wepxd Efy 9 279 fasto][5], 2 SHEEL] FAES st
ek B4 oA e Ak b8 A7 A st
3 ATk 2 olgd BAE sAsty] Sl& 71AE 2. & AR
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A g2 FAAE AA deolE F < dlelH Folxl AAA o] }e] HHATFE e
of Hl&o] o 1%= elx QvH4l o]y g Ao gz AR 1943 H, &
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Hybrid Feature Selection ®H-S A <tstdth. A= t}. AAZ Pearson A#WAF7 & EAS7|Y=
02 E4 Huy dpglZoaiyg FHEAgA FHT Feature Importance® ¥ 4% #o] =2 #2 7}
o2 FHste] grol A&t XA #ct, wEbr] Feature Importance WS Z3
S3 Ads & A5 olHe $H 5EdeEs 19
2.2 NSL-KDD Glolgf A T o 2 =2elA AAeE HFS= o9 @ 7
KDD CUP 99 dlo]¥ Al[6]2 19991 DARPA 3 7HA BAe 5d5S R 2Yd & g =3
JEA Frh TRIaNS F3 ol tolE Ao ‘num_outbound_cmds’ 542 ZFHAIE 022 3
= 1w EYAE mddste] 387HA¢] Zu o] Aol A A s
Eda Y &4 4 AEgolds S8 wEolAl
th. M. Tavallaee ¢][6]=> KDD CUP 99 t 01 g A <3E 2> 09 ©]%e] Pearson F¥AT #A £A4 =
Eo] tR7F AYAA Av, B2 o5 diE 5o 94 29 wc
Eoets FAdS A4se NSL-KDD ]H A 1 dst_host_srv_count, dst_host_same_srv_rate
= ARbstaith. NSL-KDD dHlolE AMEx= 41749 > rerror_rate, srv_rerror_rate, dst_host_rerror_rate,
Adow FAEY {13 o] 47X ¥4 FIHES dst_host_srv_rerror_rate
w3ata 9T} 3 serror_rate, srv_serror_rate, dst_host_serror_rate,
dst_host_srv_serror_rate
4 num_comproimised, num_root
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3.1 dlolel Hxal 4Ee ddsty 54 Wee a8 Az T 5
NSL-KDD dloje] Al Ad=9] doje P42 ATHLL shAIwr & 29 A adzs &d dd 1
nominal, binary, numeric 37FA 2 &3 F 9lth Az ome A 4o AAst= Fsir. o]
nominal HolE &2 EF Ay@dow dad 3 H £ S8 113789 2 54 ol A& et
& (onehot) ME = W33 ©W numeric Yl °]E
S dEiAeE Ha HAd s (Min-max <3 3> HFSE &l ded 54 g9t
Normalization)E %183}, binary tlolH 59 7§ =3 I% (39)
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count, diff_srv_rate, dst_bytes, dst_host_count,
dst_host_diff_srv_rate, dst_host_same_src_port_rate,
dst_host_srv_count, dst_host_srv_diff_host_rate,
duration, flag_REJ, flag_RSTR, flag_SO, flag_SF, hot,
is_guest_login, logged_in, num_compromised,
num_failed_logins, num_file_creations,
protocol_type_icmp, protocol_type_tcp,
protocol_type_udp, rerror_rate, root_shell,
same_srv_rate, serror_rate, service_domain_u,
service_eco_i, service_ftp, service_ftp_data,
service_http, service_other, service_private,
service_smtp, service_telnet, src_bytes, srv_count,
srv_diff_host_rate, wrong_fragment
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3.3 Data Balancing
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<3# 4> NSL-KDD Dataset =

KDD Train+ Balanced KDD Train+
Normal 67343 (53%) 45000 (25%)
DoS 45927 (37%) 45927 (25.2%)
Probe 11656 (9.11%) 30000 (16.6%)
U2R 52 (0.04%) 30000 (16.6%)
R2L 995 (0.85%) 30000 (16.6%)
Total 125973 180927

DNN Parameters

Architecture [39-256-512-512-5]

Activation / Initializer Relu, Softmax / He Uniform

Regularizer / Strength L2 / 0.0001

Adam / 0.0005
Cross Entropy

Optimizer / Learning rate

Loss

5¢F #o

NERDIEES

)} validation loss7}

ARGl

a9 2 Ajtd 2de] e v
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B8 dolge] thal Accuracy HS 7HA 1L
= AL FAget. el B o =goAe
59 2do A% HIUIE Accuracy, Precision,
Recall, F1 Score® #H7} A% = ALE3tTh 19 2
Q o] 4747 AT A R vl
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<¥ 6> Aotd o Fyad e HI)

Proposed Models

precision recall f1 support

DoS 0.96 0.85 0.90 7458

Probe 0.84 0.66 0.74 2421

R2L 0.64 0.42 0.51 2754

U2R 0.26 0.14 0.18 200

Normal 0.77 0.96 0.86 9711

Total 0.82 0.82 0.81 22544

<E 7> oRlal REEe] g FHs EF A

Random Forest

precision recall f1 support

R2L 0.99 0.08 0.15 2754

U2R 0.5 0.01 0.02 200

Vanilla DNN

R2L 0.95 0.08 0.14 2754

U2R 0. 0. 0. 200
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