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Abstract

[IoT) has received great attention in
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(Figure 1). System Model

valid and smart
device and data is real. After verification, the
signature of CA and encrypted data will return

blockchain as a storage request.

components in

Storing in IIoT

ledger and secure manner.
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Algorithm 1: Blockchain-Enabled Secure
Storing Among Smart Devices

Data
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Do
—

22.

23.
24.

25

Ethereum nodes;

. Deploy smart contract on blockchain;
. Blockchain start mining;
. for SD m in M do

Run Gen (1") to obtain (pk”, sk”);
CA stores identity ( m, pk");

. end for
. for SD m in M do

Collect data ;
Generates data collection (Z, );
Hash collected data # (l, );
Send { 0, Sign sK"H(l}, )} to CA ;
if Vrfy pk™ Gl | Sign sk"H(l; )} == 1 then
if {, == collection [m ] then
U = Sign sk™H (U, )}
Return {0, Signsk(U#)} to SD m;
end if
end if
if SD m receives signature from CA then
Send transaction request
{U,, Signsk(Uyx), pk"y  to blockchain;
if verifiy signature and identity is
true then
Upload transaction to blockchain
and wait for confirmation ;
end if
end if

.end for

. Initialize private blockchain and setup N

2) Non-mining Nodes: Since the non-mining

compared to a mining one.

Gen (1"
(pk™ sk™

run
keys pair
]7’1

. And CA would
store SDm id and public key (m, pk™ ) in a list
(Line 6). SDs
different kind

(Un
m
data according to the result Vrfy pk™U. ,Sign
sK"H(U,y,
by SDm
U, with the data

if Vrfy pk™ U, Sign sk"H(Up, )} = 1 and Uy =
collection[m], then CA will add its signature to
m (Line
Un,Sign
sk“NUnm*), pk™

a new block by mining nodes.

5. Conclusions

transactions.
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