
 
 

AST  CFG   Node.js    
 

*, *, *, **, **, ***   
*   
**KITRI  

***   
e-mail : sonysame@naver.com 

 

Node.js Module Vulnerability Analysis: Based on AST and CFG 
 

Hee Yeon Kim *, Ho Kyun Oh*, Ji Hoon Kim*, Jaewook You**, Jeong Hoon Shin**,  
Kyounggon Kim *** 

*Department of Cyber Defense, Korea University 
**Korea Information Technology Research Institute(KITRI) Best of the Best 

***Graduate School of Information Security, Korea University 
 

 
          

      Node.js    . 
 Node.js       , Node.js   

        .     
   Abstract Syntax Tree         

 Control Flow Graph/Data Flow Graph  Node.js       
  . Node.js          

  .         
  scope     .    Node.js   

Abstract Syntax Tree  Control Flow Graph/Data Flow Graph     
     ,         

 .  
 
 

1.  

Node.js     
        

      
. Node.js      

    NPM(Node Package 
Manager)      

.  Node.js  2009   ,  
  . 2018    

1,010,921   , NPM  
      40  

   105     [1, 2]. 
  Node.js    Node.js  

       
     .  

 
Node.js        

 .   express  
, 36176       

 [3].     

      
 ,     [4]. 

Node.js      
       

 Node.js      
 .  

 
   Snyk, Retire.js, Fortify   

Node.js       
       

  .      
      

      .  
 
Shiyi Wei     

    JSBAF(
 Blended Analysis Framework)   

   [5].  Murthy  
      

 CFG(Control Flow Graph)    
 [6]. Quinlan   C  C++

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 475 -



 
 

  AST(Abstract Syntax Tree)  
      

   [7].    
      

    , Node.js  
      . 

  Node.js    AST  
CFG    .  , Node.js 

   AST  CFG  
       

 . 
 

    . 2  Node.js 
      

. 3  2     Node.js
        
  . 4    

  .  
 

 
2. Node.js      

     
Node.js      

       
       . 

        
    ,   

   Node.js    
,     

       
 .     . 

 
2.1   

 
     

,      AST  
CFG   .  Node.js 

      
   ,   

require    .  
Node.js      

       
.       

       . 
 

2.2 AST  
 

AST Abstract Syntax Tree    
     . 

       
  ,  ,  

    .  AST   
     . 

  if(x==1)    

 AST  (  1)     .  

 
(  1) Example of AST - if(x==1) 

2.1   Node.js    
      ,  

AST       
     .  
Quinlan      C/C++  

     [7]. 
    AST   

        
   .    

   ,     
  AST     
   .     

    AST     
 AST        

      
 .     

Node.js   , AST  Node.js  
      .  

 
2.3 CFG  

 
CFG  Control Flow Graph    

     .  
      

    . CFG    
,       

       
 .  

2.2  AST      
 .       

     .  
       

       
  CFG    . 
      

. Source     Sink  
    , Source  Sink

   Sink     
    .     

    . 
 var, let, const      

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 476 -



 
 

   .    
   scope    , 
      
 [8]. Node.js   , 

scope     .  
 

 
(  2) Example of function-level scope 

 
(  3) Example of block-level scope 

( 2)  (  3)   function-level scope, 
block-level scope  . var    

, scope  function  .  
(  2)       b  

  .  let   scope  
  , (  3)  function a 

 b      b
    ReferenceError  . 

   scope   
    .  Node.js 
 ,    scope   
 . 

 

3. Node.js      

(  4)  Arbitrary Code Execution  
  Node.js  fast-redact   

 .   fast-redact   
 2   AST  CFG   

     . 

 
(  4) fast-redact    

 
3.1    

 
Webpack     

    [9]. Webpack   
        

    .   
  Javascript    

      
   . 
 

3.2 AST   
 

 Script    
       

   . fast-redact   
  , AST    

       
    .  

 

<  1> Algorithm for detecting vulnerable scripts 

 
 

 1     AST  
       . 

ECMAScript Parser  Esprima   AST  
 [10]. AST  Script   

Identifier   ,  (Literal)   
    (  1  line 5, 

line 6).  1   fast-redact  
 4  line 7   

 AST     .  
 

3.3 CFG   
 

Esprima      
AST   , Esgraph   CFG  

   [11].  2  Esprima  
Esgraph   CFG   .  

<  2> Algorithm for detecting vulnerable scripts 

 

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 477 -



(  5)  fast-redact    
 CFG .  CFG   3.1  

AST       
      

     . fast-redact  
     (  4  

line 2, line 5)  false    
 3.1  AST     

      .  
        

false        
  .  

 
(  5) fast-redact  control flow graph 

4.  

Node.js      
, Node.js       

.   Node.js    
        

      
  .  

  AST  CFG   Node.js 

       
.       

       
 .     AST  

CFG  .     Source  
Sink   Source  Sink  

      
.    fast-redact   

     
 .   AST  CFG   
       

       
 .      

Node.js        
    ,   

.   Node.js    
       
.     DFG(Data Flow 

Graph)        
       . 

 
 

 
[1] Node by Numbers 2018  NodeSource. (2019). 

Retrieved 23 September 2019, from 
https://nodesource.com/node-by-numbers  

[2] Modulecounts. (2019). Retrieved 23 September 
2019, from http://www.modulecounts.com  

[3] express. (2019). Retrieved from 
https://www.npmjs.com/package/express 

[4] Teixeira, P. (2012). Professional Node. js: Building 
 based scalable software. John Wiley 

& Sons. 
[5] Wei, S., & Ryder, B. G. (2013, July). Practical 

blended taint analysis for . 
In Proceedings of the 2013 International 
Symposium on Software Testing and Analysis (pp. 
336-346). ACM. 

[6] Murthy, P. K., & Rajan, S. P. (2014). U.S. Patent No. 
8,656,370. Washington, DC: U.S. Patent and 
Trademark Office. 

[7] Quinlan, D. J., Vuduc, R. W., & Misherghi, G. (2007, 
July). Techniques for specifying bug patterns. 
In Proceedings of the 2007 ACM workshop on 
Parallel and distributed systems: testing and 
debugging (pp. 27-35). ACM.  

[8] Zakas, N. C. (2016). Understanding ECMAScript 6: 
the definitive guide for  developers. 
No Starch Press. 

[9] Clow, M. (2018). Introducing Webpack. In Angular 5 
Projects (pp. 133-137). Apress, Berkeley, CA. 

[10] Hidayat, A. (2017). Esprima: Ecmascript parsing 
infrastructure for multipurpose analysis. 

[11] esgraph. (2017). Retrieved from 
https://www.npmjs.com/package/esgraph 

2019년 추계학술발표대회 논문집 제26권 제2호 (2019. 11)

- 478 -




