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function a() {

{

var b = 1;

}

return b;

=] O U = W=

// 1

console.log(a());

(2% 2) Example of function-level scope

function a() {

1

2 A

3 let b = 1;
4 t

5 return b;

6

7 console.log(a());
8 // ReferenceError

(713 3) Example of block-level scope
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if (/O/.test(s)) throw Error() l
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oo

const proxy = new Proxy({}, {get: () =» proxy, set: () => { throw Error() }})

101

const expr = s.replace(/"\*/, 'O").replace(/\.\*/g, '.O").replace(/\[\*\]/g,

l if (/\/\*/.test(expr)) throw Error() l

/¥ eslint-disable-next-line */
new Script(”

o.${expr}

if ([o.${expr}].length !== 1} throw Error()
*).runInNewContext({o: proxy, O: null})
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<312 1> Algorithm for detecting vulnerable scripts

Algorithm 1 Algorithm for detecting vulnerable scripts
1: Esprima = require( esprima’)
2: ast = Esprima.parseScript(this.code, {range: true})
3: traverse(ast, function (node) {
4: if node.callee then
5 if node.callee.type = ldentifier’ and node.callee.name = "Script” then
[ if node.arguments[0].type # ‘Literal’ then
] console.Jog("Script Vulnerable’);
& end if
0: end if
10: end if
1
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<&312]5F 2> Algorithm for detecting vulnerable scripts

Algorithm 2 Algorithm for detecting vulnerable scripts

1: Esprima = require(’esprima’)

2: Esgraph = require(’esgraph’)

3: ast = Esprima.parseScript(this.code, {range: true})
4: cfg = Esgraph(ast)
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