2019 FA et L E3| ==F H26H M25 (2019, 11)

t&F dlojgol thdk E&2<2 L-diversity H] 2 -2 3}

T3

ZAR18* Odsuren Temuujin*, SH & ** 55 *
w5 A S 7 FE 35t
*e-mail : jeoncoder@gmail.com, temuujintemka@gmail.com, dhim@hoseo.edu
wea] Foh Skl 793 4 1.5}
**e-mail : jha@jejunu.ac.kr

Implementation of efficient L-diversity de-identification for large
data

Min-Hyuk Jeon*, Odsuren Temuujin*, Jinhyun Ahn**, Dong-Hyuk Im*
*Dept. of Computer Engineering, Ho-Seo University
**Dept. of Management Information Systems, Jeju National University

(]

=i

PN
18 5

o B Ay Vel A gFetal Wed
A

olE} HeolE BEAL HolHE B
A AR A% e E9l g

o]

2)
of ofgfel At lﬂW A Mde FE2E
olggh v Hste] Frs Hdw vehd 7 e,

o] A8t}

g st o] 8k I-diversity 22 THS

Z35F= 2

LI W

Feglch ek s 3ge A dolgo] o
7k ARl uhet AAHQ Aol e,
B Arjd g Hon hesel AAF + e s

1. ME

G 7oA Hew = golE= dutrow
AT el S8 StEE7|7F ofHu 1™ 7] o
tre AR Aestes sadoleuy o)y u
E 53 dolgE dxvh AR A wsL £33k
dlelH &= A7Q1e 5o flo] ERlelA AT 5
o] a7 Sl AL 4 gl Alghe] Utk

ol gt LAE A 7] g dF= v AEst A
g7 A3 e, vjAEsE 98 diojgHo| o
A dFEY AAE At e AREY A7

tets 54 i3 A2 ¢ eF

>~

AR DL LRI E S
ob W7l Absata, oleld wlAEstol WA
ARE geple waelat Ansk eAgd. @4

77}21 AFE RdL k-anonymity[1], l-diversity[2] 5 ©I

AT}, I-diversity B2 k-¢]g Ao H]s] H]AH3 A
‘:7]- He Zstd 2Eddl, I-diversity 2 ﬁT The
Hardness and Approximation[3], Anatomy[4] = 9 &z
ol A7HA. ol F e daegs T el
el gutsl 348 AXA @ Anatomy FIE|E

=]

el 7
$l=5 b BAE A 7lEol dAatEa

o] ZFoll A I-diversity + k-anonymity 2]

el %
Sol slizdl ¥ ol A= Qust H4e AN o} 840l Ee

st 7l=oltth

oF
el & e+= atar, o weks =7F 3
A Folslor she A7k wolAm Atk 3
Y Brhs el e deojEe) g A7

AA| k-anonymity ¢} I-diversity 2@ Fo] W

= Zng ¥ 3&sla glo] vl Hwr)
+- The Hardness and Approximation, Anatomy

Anatomy ] T-&ol tisf A

& 54< aefof sl wZel wlelH e 7]
ol# gt F-AES Spark & 3 dlolE 7} ARl w
g5 skl

< el Are 245 Hisehs vS 183 WA
43t 7Ee egleh adar e dolH e Aol
JofM @d A== & He &7 ﬂﬂ o
A8t 5 ZAZF BAYske] Spark WAFA 2] '&% [5]
< o8 oY AWz E&Aste] A &S %9
=

2. pEAT
Hl A E glol] AME = T F

g
©° u AW 8t EﬂO]H-E 77yl EHAHE U o
glofef st} 1w °

AAE A 5 9t

_11-)
o
tlo
>
e
5
—
I
[~
o
o
=
=)
[¢]
e

L
= AT 5 gAY O $459e A% w5
HHel Sy dolEE B AET F A2 HsHS
0] = .

o
“ =
Sensitive Attribute) 2}al “g gttt 18]l FHF v AE

dolEel FAe 2AEAE

- 465 -



2019 7St U EHE]

=27 H263 ®|235 (2019, 11)

T
T=

el aRow tolHES
(EC; Equivalence Class) & 7 2] sttt

7 FAZYx

Prafessar? Research28 Universityd5 University27 University?
Professard Research2 University11 University11 UniversityS
Professars Research33 University35 University12 University14
Professar2 Researchl5 University17 Universityt Universityl4
Professard Research10 University2 University15 University25
=R
(1% 1) HelE¥Z 719 LUBM Y& dlolg
1 Research28  University45 University2 7 1 University? 1
1 Research2 University11 University11 1 University5 1
2 Research33  University35 University12 2 University14 1
2 Research15 University17 University6 2 University14 1
2 Research10 University2 University15 2 University25 1
air 5T
(19 2) 2-diversity Anatomy H]2]®H3} 23}
. . o Z =] -
Anatomy 231252 l-diversity 22 S WSS 2
1=]] Kol 8 [e] 3
A=A, :Fuﬁ_ e E}u‘q' 2o 94 (=AY

2o S-S 7HAA 9l dolEelA ID £4%S
A A 1E]al SA B 7l%ii deolHE 153}
3l SA Bucket = ‘{%J—'_ } Bucket A4 1 7§12l d
OB & FE3 F 17H7} = st a2Fo= wh
E1, o83 }AHS EE Bucket ©] 1S wWj7bA ub
b o] vbEojdrh a¥al (1 2)9F o
IS QL 1FHMEE SAWCE 2 QIT(QI Table)
o IFNE, UAEAY, NEAY JNFE S
2 ZE= ST(SA Table) = o] H]2H AHelE o=
ghr}, 9k zhzbe] ES alube] EC & ¥ dstd,
ZF EC & 3% SA & Ha 1 7FA3 o] 574
dolHE Ha 11 7He dolge Fito] E7hestdd

I- diversity = RH3Hoh

3. Al2E 78

ol gk A|~®le] Fr 2= T (LY 3) I Eoh -

dolHE dde #4S Fd HDFS(Hadoop
Distributed File System)ol £A3tS 714 &= Hol& &
e At dE AEr. 18]al HDFS 3o =
=9} FAlol ID, QL SAE A ASI] SA & A|A 3 %

all

o] RDD(Resilient Disributed Data) == AW
Task & st} 18] 2742 Task = Driver & 2+
7} 9] Executor & T JFHCT}E ©]% Anatomy & &arlF

< u}2} RDD & Mapping 3+ Bucket & RHET} Z1E]
31 7§ ] do]E & Filtering 3] A2 RDD £%
Map 1wS RHEL, HFHo=R ot IFES
Key #¢ 1% WHEZ GroupBy ﬂ‘ﬂ QIT ¢} ST ¢
EC 7} €th o]F yyojzxl RDD 52 A4 QIT ¢
ST 77} HDFS o A%t}

YT AzHe AUE AYT & Yt HY £
o WAME AW, =EE FhF] we g A
WoAzge] e E&HQ HFS o ME A%

E2 v s} dolE Alge] 7hs sttt

Executor 1
pE— Executor 2

r

Daa — HDFs —|
Executor 3
Executor 4

(19 3) Al&=" Fx
4. ME Hut
41 A 24

121

=il de A8 LUBM(10, 50, 100, 700)[6]
tﬂo]E}E ALE3L T o] dHlolElE WX mE & U9
E]24 10, 50, 100, 7007114 stal o] wAR Yo sk
MAAH o]y oty E3E Spark o T4 ==& F

F

7HE Z} ==Y CPU & 4 Core, HZgE 20Gb ©]
a1, % 571 Worker ltEg 1 709 Driver ==}

o] 4 7] ¢] Executor === o] AT

41 845 24

T-g= dolH e ko] F7HA Al 2"
Td3 =, Spark & AREEHA &2 TdAH
InMemory “JolA19] Anatomy H]2]H
= Abgste] fred o U AME A4 F e
]i‘%‘ol‘?}.

A (19 4) °4+= LUBM 100 ©lste] A& d
olHE HZZES ST, oleldt A& A= Spark
o] Partition =& Aol o35l s Ashe]
glo] Hol =¢S & 4 9lvh 18]l InMemory 9
5 A2 HolH ol M= Spark AlZ=Floll Bl A
o= FElaARl, dolHe A7|7b F7hghel wEkA
AgA|gke] 5438 F7FeFATE. Lo 6kl Spark Al
B2 dolge] A7|7F wojdel wet dloly Al
v 3l A A gre] Fo] 5]t

H 1L E
=

)

6
& s
= a
- : \
2 T —
1
0
LUBM 10 LUBM 50 LUBM 100
——Spark 5 worker inMemory

(19 4) F A ="zre] v

o] ¢ Spark 7} InMemory ° H|3] & dlo]E
3 Ad ARES uigrow folyE e Fv|d wE
Spark ©] Worker 2 H|WE SR A, 1o W& A
W gz (2" 5) ok 22 dHolHetal st et

% Worker ¢ 7t whe} AAI7E FEE| hAa

_Ui

- 460 -



2019 FAstatEof3| =28 H|262 H|23 (2019, 11)

St e EHS B 4 e, oldgt AEE
o9 A7|7} A-FE v AFE AT + o
o]= Driver =57} Z}7r9] Executor =X°|| Task =

st adsl= A7 A% o] al, Executor 7} 5718}

o
~d 8
. 6
B0
<MW,
2
]

Spark Spark Spark Spark
2 worker 3 worker 4 worker 5 worker

we LUBM 100 === LUBM 700

(19 5) Spark Worker == 4= ¥ A PA|7F vl

2] InMemory © A| <813} Spark A| ~E1S
ARk, e 22 AF HAEE FdlA Spark
E AMEgk AJ2Elo] InMemory © H]3| 2 Hlo]E
s gL SdE Ay a8 HAFS g0
ARt
5. 48

2 =oAe & dielgel sl I-diversity
H 285l »als Agsh= A|~gS Fdsg. o
A AHoA = A7t ErbsstAy egide = ol

Eoll tiste] Spark & 2§37 A|2HS AR EGom F

7FHQl s8] 745k, Anatomy ¥ 23] HE 2
SEe Q¥ w5d dolHEAe] f84% vk

SHA|TE I-diversity &= €3] ordek njAWs wdS
obUt}. QIT ¢ EC ¢ QI EX7He] 2po]7} AAA &
W FEo] 7hsaty] wiiEolth oled TS Hekst
7] #1381 tcloseness RRE AGFH I JQ&=d, of&%F
dle]g o] tigh Hr} njAE o] ZF8tE t-closeness &
gdo] A7t Bttt S i E=EelA gk -
diversity 17" A dlolgol g A& vF3A
=, F7H oz dHelee F7F Es A wE
FEAQ QA AzRe FATE AAAE <
75 st Yot

Acknowledgement
o] =i 2017 U= AR HFEATT)] A
oz FEATATY AAe wol AW Ay

(No.NRF-2017R1C1B1003600)°] ™, 2018 1% A F-(ulS
1ol Ahom AT Ads wol 3y
7] Z2A7AFd 94 (No. NRF-2018R1D1A1B07048380). &=
g 2 dFE AR s 2 ARENVE
ASAE e g ICT ATAEA DA 9] AFA=
F3E A S (IITP-2019-2018-0-01417).

by

il

[1] SWEENEY, Latanya. k-anonymity: A model for
protecting privacy. International Journal of Uncertainty,

Fuzziness and Knowledge-Based Systems, 2002, 10.05:
557-570.

[2] Machanavajjhala, Ashwin, et al.: I-diversity: Privacy
beyond k-anonymity. In: 22nd Interna-tional Conference
on Data Engineering (ICDE'06). IEEE, 2006. p. 24-24.

[3] XIAO, Xiaokui; YI, Ke; TAO, Yufei. The hardness and
approximation algorithms for 1-diversity. In: Proceedings
of the 13th International Conference on Extending
Database Technology. ACM, 2010. p. 135-146.

[4] XIAO, Xiaokui; TAO, Yufei. Anatomy: Simple and
effective privacy preservation. In: Pro-ceedings of the
32nd international conference on Very large data bases.
VLDB Endowment, 2006. p. 139-150.

[5] ZAHARIA, Matei, et al. Apache spark: a unified engine
for big data processing. Communi-cations of the ACM,
2016, 59.11: 56-65.

[6] GitHub. (2019). rvesse/lubm-uba. [online] Available at:
https://github.com/rvesse/lubm-uba [Accessed 22 Sep.
2019].

[7] TEMUUIJIN, Odsuren; AHN, Jinhyun; IM, Dong-Hyuk.
Efficient L-diversity Algorithm for Preserving Privacy of
Dynamically Published Datasets. IEEE Access, 2019.

- 467 -





