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ABSTRACT

The Internet of Things technology is regarded as the next major technology that will be the driving force behind
the fourth industrial revolution. The characteristics of entities for Internet of Things application are changing more
actively and actively, requiring a more detailed approach, but existing access control technologies are designed around
users, requiring access control techniques that maintain efficiency and security with less system load to apply complex
and variable content. Therefore, research on role-based access controls that are appropriate for Internet of Things
entities is essential. In this study, the relevant research for the study of access control of the Internet of Things entities
and the RBAC and AC methods that can define the properties of the various entities within the Internet of Things.
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Fig 1. Role Relationships
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2) Push and Pull for AC Distribution
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3) RBAC-SC(Smart Contract)
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