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ABSTRACT

IDC is a server-based facility with a stable line and power supply facility that manages 20 to 30 servers in an
efficiently separated rack-level subnetwork. Here, we need a way to efficiently manage servers security, firewall, and traffic
on a rack-by-rack basis. If three or five kinds of commercial equipment are adopted to support this, it may be a great
burden to the management cost as well as the introduction cost. Therefore, in this paper, we propose a method to
implement the five functions in one rack-unit small integrated security router. In particular, IDC intends to integrate traffic
shaping and IPS, which are essential technologies, and to propose the utility accordingly.
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$sudo nping -p 80 --flags syn,fin

192.168.219.122

--tcp

Starting Nping 0.6.40 ( http://nmap.org/nping
) at 2015-10-17 22:44 KST

SENT (0.0509s) TCP 192.168.1.66:33239 >
192.168.219.122:80 SF ttl=64 id=48684 iplen=40
seq=1932467804 win=1480

(alert TA|R] 27 =FQl)
$sudo tail -f /var/log/*

Oct 17 13:44:35 192.168.1.1 snort: message
repeated 4 times: [ [1:2000013:0] SYNC-FIN
packet detected {TCP} 192.168.1.66:33239 ->
192.168.219.122:80]
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Table. 1 False rate Performance analysis

Item Result

false positive rate 0%

false negative rate 1% run 40%

false negative 2™ run 10%

Blw | —

Network slowdown During Attack NONE
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