
2018년 추계학술발표대회 논문집 제25권 제2호 (2018. 11)

 
 

 

  SIEM    
 

*, *, *  
*   

e-mail : {goldbear564,jiwonbang, mjchoi}@kangwon.ac.kr 

Development Trend of SIEM for Cyber Security 
 

Jong-Wouk Kim*, Jiwon Bang*, Mi-Jung Choi 
*Dept. of Computer Science, Kang-Won National University 

 
        

,          . 
            

.    , ,        
 .      ,  ,  

      ,        
      .    SIEM(Security Information & Event 

Management)  24  365         
          .   

             
       SIEM       
 . 

 

1. 1 

IT    , ,   
    . 

     , ,   
        
   .    

      
SIEM(Security Information & Event Management) 
[1]       
NIST  Cybersecurity Framework   

   [2,3]. 
      

    . SEM(Security Event 
Management)  ESM(Enterprise Security Event 
Management)       

   . ESM  
        

  .    
   ,    

   [4].    
       
     SIEM  . 

SIEM        
      

                                                           
1    2018     

    ( :R18XA05) 

,        
  .  

   2    
 , 3  SIEM      

, 4  SIEM    
  5  SIEM     

   . 
 
2.    

1     , 
IDS(Intrusion Detection System),  , 
QoS(Quality of Service)  .    

      
     (Firewall), 

     
    IDS  . 1  

       . 
      

      
 . 
2     IPS(Intrusion 

Prevention System),     1  
      . 
  IPS  . IPS   

       
     In-Line  

- 208 -



2018년 추계학술발표대회 논문집 제25권 제2호 (2018. 11)

 
 

 

  .  IPS    
      Zero-

Day         
 . 

3       (WAF, 
Web Application Firewall),  (UTM, 
Unified Threat Management), (ESM), 

(TMS, Threat Management System), DB /
  , DDoS     

 .     
       
      

   .  IPS, IDS, 
VPN, Anti-Virus     

 , (Warm),  (Trojan)  
     
[5]. 

4       
,   ,  

 , APT ,       
.      
   .    

   Zero-Day    -
     .   
       

   . 
 

3. SIEM   

      
     
 .      

      
[6]. SIEM      IT 

       
  ,     

.       
    ESM  .  

      
   ESM     

   SIEM  2005  Gartner   
 [1]. 

SIEM       
     SEM(Security Event 

Management)     ,   
    SIM(Security Information 

Management)   [5,7,8].  
      

        
. SIEM      
        

 ,        
   ,    ,  
        
,     [9].  

,        
        

        
.  

 
1) SIEM 1.0 

SIEM 1.0      
.  SIEM    

  , SIEM 1.0     
       

 . SIEM 1.0      
   .   

      
        
     .   

      
        
 . SIEM 1.0     

     . 
     ,   

  SIEM    . 
 

2) SIEM 2.0 
SIEM 2.0       
      . 
 SIEM 1.0     . 

    , Application  
       

 .    
    ,  
       . 

,     
        

  .     
      

  ,   
      , 
    .  

 
3) SIEM 3.0 

SIEM 3.0[10]     (Vulnerability 
Management)        

       
 .  SIEM    
       
       

IOC(Indicators of Compromise)    .  
      . 
SIEM     SIEM   

    .   
  , / /Application  , 
 , Dash Board     

       . 
     ,  

, IP ,      

- 209 -



2018년 추계학술발표대회 논문집 제25권 제2호 (2018. 11)

 
 

 

   . 
 
4. SIEM   

 SIEM        
    .  
      

 [1].  SIEM     
     .  SIEM

    

EU GDPR

California Consumer 
Privacy Act 2018 GDPR   

        
 SIEM         

 . 

 
(  1) 2017 Gartner Magic Quadrant for SIEM 

 
( 1)  2017  Gartner [11]   

 18  SIEM     
     .  

 ‘LEADERS’     
      

,       
   . ‘CHALLENGERS’  

  SIEM     
       
  . ‘VISONARIES’  SIEM  

    ‘LEADERS’
       
. ‘NICHE PLAYERS’   SIEM    
 SIEM      

 SIEM    .  

   UEBA(User and Entity Behavior 
Analysis)     SIEM   

,  , ,    
  (Context Analysis)  

    .  UEBA  
       HPE, 

IBM, Splunk, LogRhythm  ,   
   SIEM      

 .  
 
5.  

      
  ,      

SIEM        
   .   

  SIEM    SIEM  
  . SIEM    

       
      

  . ,      
      

        . 
  SIEM      

    SIEM   
         

  SIEM     . 
  SIEM  (On-Premise)  
, SaaS(Software as a Service)   

   IT   
  . 

 
 

[1] Williams Amrit, “Improve IT Security With Vulnerability 
Management”, Gartner 

[2] NIST, “Framework for Improving Critical Infrastructure 
Cybersecurity”, National Institute of Standards and 
Technology 

[3]  , , , , 
“Cybersecurity   SOC & SIEM  ”, 

 
[4] , , , , , , 

“       
  ”,  

[5] , , “     
”,  

[6] , “      
   /  (SIEM) 

”,  
[7] , , , “  /  

(SIEM)      ”, 
 

[8] Cesario Di Sarno, Alessia Garofalo, Ilaria Matteucci, 
Marco Vallini, “A novel security information and event 
management system for enhancing cyber security in a 

- 210 -



2018년 추계학술발표대회 논문집 제25권 제2호 (2018. 11)

 
 

 

hydroelectric dam”, International Journal of Critical 
Infrastructure Protection 

[9] , , , , , “
     ”, 

 
[10] Christopher Kissel, “Security and Information Event 

Management(SIEM) The transition to SIEM 3.0”, 
FireEye 

[11] Kelly M. Kavanagh, Toby Bussa  1 , “Magic 
Quadrant for Security Information and Event 
Management”, Gartner 

 
 

- 211 -




