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ABSTRACT

In this paper, the optimal design conditions for hardware implementation of the Secure Hash Algorithm3-512
(SHA3-512) hash function were analyzed. Five SHA3-512 hash cores with data-path of 64-bit, 320-bit, 640-bit, 960-bit,
and 1600-bit were designed, and their functionality were verified by RTL simulation. Based on the results synthesized
with Xilinx Virtex-5 FPGA device, we evaluated the performance of the SHA3-512 hash cores, including maximum
frequency, throughput, and occupied slices. The analysis results show that the best hardware performance of SHA3-512
hash core can be achieved by designing it with 1600-bit data-path.
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Table 1. Parameter values of SHA3 hash
function
b 25 50 | 100 | 200 | 400 | 800 | 1600
W 1 2 4 8 16 32 64
¢ 0 1 2 4 5 6
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Fig. 3. Architecture of SHA3-512 hash core
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Fig. 4. Structures of keccak_core (a) 64-bit
data- path, (b) 320-/640-/960-bit data-path, (c)
1600-bit data-path
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Fig. 6. Performance analysis results
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