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ABSTRACT

Over the past years, Link Flooding Attacks (LFAs) have been introduced as new network threats. LFAs are indirect
DDoS attacks that selectively flood intermediate core links, while legacy DDoS attacks directly targets end points.
Flooding bandwidth in the core links results in that a wide target area is affected by the attack. In the traditional
network, mitigating LFAs is a challenge since an attacker can easily construct a link map that contains entire network
topology via traceroute. Security researchers have proposed many solutions, however, they focused on reactive
countermeasures that respond to LFAs when attacks occurred. We argue that this reactive approach is limited in that
core links are already exposed to an attacker. In this paper, we present SDHoneyNet that prelocates vulnerable links by
computing static and dynamic property on Software-defined Networks (SDN). SDHoneyNet deploys Honey Topology,
which is obfuscated topology, on the nearby links. Using this approach, core links can be hidden from attacker’s sight,
which leads to effectively building proactive method for mitigating LFAs.
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