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Table 1. Regular Expression Examples 

Regular Expression 
\d    
\w     
\s White Space    

. (Dot) \n      
Greedy Operator 

*   0      
+   1      
{}      

Non-Greedy Operator 
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 , +  *   , 
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Figure 1.  System Flowchart 
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Figure 2. BOF Vulnerabilities Source Assemblies 
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Figure 3. Vulnerability Pattern Regular Expression 

Figure 3  strcpy      
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4.2 BOF  
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 Table 2  . 

 

Table 2. BOF Detection Result 

BOF NOT BOF 
BOF 100 0 

NOT BOF 0 100 
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Linux       

    Table3  . Table 3  

BOF     . 

Table 3. BOF Alert Binary Sample 

 
BBOF         

//bin bash, bzip2recover, cpio, fuser  

//usr/bin bsd-write, cpp-5, csplit, editer  

//usr/sbin filefrag, grub-probe, pptp, zic  
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